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Technical Support and Contact Details

The Help System is accessed by clicking on the main Help Icon at the top of the Toolbox screen. The
Help is automatically set-up to match the currently selected Main Tab and Panel. There is also a
Search Facility that can search the whole of Toolbox Help and a search limited to a selected feature.

For ordering Toolbox licences and for technical support please contact:

sales@codimatech.com

support@codimatech.com

info@codimatech.com

North America USA

Philadelphia

Tel: +1 215717 7377

Fax: +1 215 525 9682

e-mail: ussales@codimatech.com

EMEA UK

London

Tel: +44 (0)207 193 8165

e-mail: emeasales@codimatech.com

Latin America

Buenos Aires

Tel: +54-91133345639

e-mail: sasales@codimatech.com

Japan

Tokyo

Tel: +81 073-499-6588

e-mail: supportjp@codimatech.com
salesjp@codimatech.com

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD


mailto:sales@codimatech.com
mailto:support@codimatech.com
mailto:info@codimatech.com
mailto:ussales@codimatech.com
mailto:emeasales@codimatech.com
mailto:sasales@codimatech.com
mailto:supportjp@codimatech.com
mailto:salesjp@codimatech.com

11

INTRODUCTION

System Requirements

Hardware Requirements

Any PC/Server that runs the Toolbox software must meet or surpass the listed specifications below.
Every Toolbox version has the same hardware requirements, and these are as follows:

Processor 4 cores
Memory 8GB 64-bit
Hard Drive Fast hard drive preferably an SSD

Software Requirements

The following table shows compatible operating systems for the three Toolbox versions offered.

If you decide to get a Toolbox license with Visio mapping capability then you have several options as
to the version of Visio you can use. The table below shows Visio compatibility in relation to operating
systems.

Windows 7 Windows 10

Toolbox (All Versions) ‘/

Visio Professional 2019

Visio Standard 2019

Visio Professional 2016

Visio Standard 2016

Visio Professional 2013

Visio Standard 2013

NANENENESES
ANANENENENANAN
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Toolbox Products

Toolbox is a web-based product that is viewed using a web browser and is naturally, a distributed

architecture. This version of the manual covers three Toolbox products, see list of supported
products below:

Network Inventory Toolbox
In this product these Tabs are available: Inventory, Discover Network and Settings.

» Inventory ﬁ Discover Network E Sattings

Network Inventory with Maps in Web and Visio Toolbox
In this product these Tabs are available: Inventory, Maps, Discover Network and Settings.

Toolbox

tﬁ. Imventory x' Maps ﬁ Discover Network E Seftings

Network Inventory with Maps in Web and Visio and Monitoring + Alert Ticketing Toolbox

In this product these Tabs are available: Inventory, Maps, Discover Network, Alerts & Ticketing,
Settings.

Toolbox S?/E? CLICK to

\T;; Inventory x" Maps 6 Discover Metwork O Alerts znd Ticketing E Settings

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD
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Requirements to get a correct Toolbox licence

Useful Terminology
- Managed Device — Any device that responds to SNMP, WMI or NetBIOS, such as a PC,
Printer, Server, Switch, Router, Firewall, etc.
- Probe - Probes are used to extend the geographic reach of the Network Discovery.
- User — Individual with access to the Toolbox software
- PC- A Personal Computer to install Toolbox onto
- Server — A PC that is either partially or fully dedicated to running Toolbox.

Steps to take in order to receive correct Toolbox license

1. There are two types of licenses that can be acquired, these are:

a. Free License — A free license can be acquired here https://codimatech.com/en/free-
download/. With this license you are limited up to 25 Managed Devices and grant the
user full functionality of the software defined as Network Inventory with Maps in Web
and Visio and Monitoring + Alert Ticketing Toolbox.

Note: With a free license the MAC-address of the PC/Server is not required

b. Paid license — A paid license can be acquired here
https://codimatech.com/en/pricing/. There are several license agreements available
in order to accommodate every need, these licenses have the option to decide the
level of functionality that is required, the number of Managed devices, number of
users, and the number of probes that can be utilized.

Note: With a paid license the MAC-address of the PC/Server the software will be
downloaded on needs to be provided to Codima for it to work.

You only need to continue with these steps if you have or are going to purchase a license.

2. Decide the number of users that you need for your Toolbox.

3. To ensure you get the correct License for Toolbox estimate how many Managed Devices you
have on your network.

4. Determine the number of Probes to install to cover your network.

5. You also need the Mac address for the PC/server on which you plan to install the Toolbox

on. To get a license please get the 12-digit HEX MAC address of the main network adaptor
on the install PC by Following the steps below:
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a. Go into Windows Start then type cmd and press Enter.

Best match
- Command Prompt
App
Apps
Command Prompt
Git CMD > A

Search work and web
P cmd - see work and web result > Ci Open

Run as administrator

2

Open file location

= Pin to Start

Pin to taskbar

I 2 emd

b. A DOS window will appear, type ipconfig /all

| B8 Command Prompt - a X

c. Check through the results for Physical Address in format AA:BB:CC:DD:EE:FF
See below marked in yellow

B Command Prompt - O X

Wireless LAN adapter WiFi:

Connection-specific DNS Suffix
: Marvell AVASTAR Wirel Network Controll

(Preferred)

25
15 June 2
16 ]

DHCPv6 TIAID . . . .
DUID.

NetBIO r Tcpip.

Ethernet adapter Bluetooth Network Connection:

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD
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Installation

The following section describes installing Toolbox on a machine that has not had Toolbox software
installed before. Both a quick guide and a step-by-step guide exists for your convenience.

Many Antivirus programs will interfere with installation, so disable them temporarily during Install.
Be aware that key messages can sometimes be hidden by the current installation display window;
check the bottom Windows Icon Bar for messages that can block installation.

Depending on your Operating System, either Windows 7 or 10, up to 6 prerequisites are bundled
with the main Toolbox installer. These are:

Bitnami WAMP Stack New

Microsoft Visual C++ 2010 SP1 Redistributable Package (x86)
Microsoft Visual C++ 2013 Redistributable Package (x86)
Microsoft Visual C++ 2017 Redistributable Package (x86)
MySQL Connector ODBC 3.51.30

Win10PCap.

ok wnN PR

The Bitnami WAMP Stack Setup Wizard, which runs automatically during the Toolbox installation,
will install a Windows Apache HTTP Server, a MySQL database server and PHP.

Toolbox Installation — Quick Start

This section is a very quick rundown of how to navigate the installation wizard for a more in-
depth guide see Toolbox Installation - Step by Step just below.

1. Temporarily disable any antivirus software that may be running on the PC/Server as it could
interfere with the installation of Toolbox.

2. Open the Toolbox Setup Wizard that can be found either on the Codima website or through
email after securing a license.

3. Simply accept the ‘License Agreement’ and click the Next button throughout the wizard.

4. Click the ‘Finish’ button to complete and exit the installer.

5. Once completed you may be asked to restart the PC, make sure to do this before running
Toolbox.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD
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Toolbox Installation - Step by Step

This section is a complete sequence of Toolbox product Install Setup Screens with added yellow highlighter mark-up. Folder

Paths will vary for installs on 64-bit platforms but makes no difference to the installation process.

Before starting the installation process make sure to disable whatever antivirus software is running on the PC/Server as
they can occasionally interfere with the installation of Toolbox.

Figure 1: Toolbox Setup starts with a list of Prerequisites. These are software components required to be installed before
the main Toolbox Setup starts. Their installations are bundled with the Toolbox installation Wizard and will start

automatically.
To begin click install

Codima Software - InstallShield Wizard

FYR Codima Software requires the following items to be installed on your computer. Click
L= Install to begin installing these requirements.

Status  Requirement

Pending Bitnami WAMP Stack New

Pending Microsoft Visual C++ 2010 SP1 Redistributable Package (x86)
Pending Microsoft Visual C++ 2013 Redistributable Package (x86)
Pending Microsoft Visual C++ 2017 Redistributable Package (x86)
Pending MySQL Connector ODBC 3.5.30

Pending Win10Pcap

coe

Figure 2: First Prerequisite - the Bitnami Setup Starts

w— Satup - a X
Setup - Bitnami WAMP Stack

Welcome to the Bitnami WAMP Stack Setup Wizard.

» J bitnami

< Back Next > Cancel

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD
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Figure 3: Click Next as the only necessary Bitnami Component is ‘PhpMyAdmin’

- Setup - [m] X
Select Components WAMP

Select the companents you want to install; dear the components you do not want to install. Click

Next when you are ready to continue.

[ Zend Framework Click on a component to get a detaied description

] symfony

[] Codelaniter

[] cakePHp

[] smarty

] Laravel

A PhpMyAdmin

InstallBuilder

| <Bak || mext> || concel

Figure 4: Next input the install path for Bitnami. The Default path is perfectly fine to use

= Setup - m} x
Installation folder WAMP
Please, choose a folder to install Bitnami WAMP Stack
Select a folder |C:\Bitnami\wampstack-5.6.33-0 [r2]
InstallBuilder
| <Back || mext> || cancel

to input it when opening Toolbox for the first time

Figure 5: Input a password for MySQL. Make sure to remember this when the installation is complete because you will need
Then click Next

e Setup

Create MySQL 'root' Account WAMP

Bitnami WAMP Stack database root user creation

Password | ®****
Re-enter  ==ws]

InstallBuilder
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Figure 6: Click Next

w Setup = a X

Deploy wampstack to the Cloud in One Click WAMP

Bitnami simplifies the way popular server ions and de stacks
Q are created and deployed in the doud. With over a million deployments each
month, Bitnami.com has become the world's most popular destination for
\ / deploying today’s most popular open source applications.

Launch wampstack in the doud with Bitnami [ ]

InstallBuilder

<Back | [ Next> || Ccancel

Figure 7: Click Next

e Setup - [u] X

Ready to Install WAMP

Setup is now ready to begin installing Bitnami WAMP Stack on your computer.

InstalBuilder

| <Back Next> | | Cancel

Figure 8: Bitnami Setup now runs...

=== Setup - a X

(2 bitnami s hiring...

ove Bitnami and the Cloud? Top-notch developer or

sysadmin? Join our team! bitnami.com/careers

LEARN MORE

Instaling
Unpacking files

InstallBuilder
< Back Next >

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD Copyright ©2003-2021 Codima Inc (Europe) Ltd. All Rights Reserved.



19

Figure 9: towards the end of Bitnami setup Allow Firewall Access

g Windows Security Alert (=3

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Apache HTTP Server on al public and private

networks,
Name: lspache HTTP Server|
Publisher: Apache Software Foundation
Path: C:\bitnamiwampstack-5.6.33-0\apache2\bin‘httpd.exe

Allow Apache HTTP Server to communicate on these networks:
Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these netwarks often have little or no security)

What are the risks of allowing a program through a firewall?

Figure 10: Bitnami successfully installed - Untick Launch then press ‘Finish’

== Setup - [m] X
Completing the Bitnami WAMP Stack Setup Wizard

Setup has finished installing Bitnami WAMP Stack on your

< Back Cancel

Figure 11: After the 3 C++ Redistributable Packages install silently without any user input, MySQL Connector ODBC setup
now starts, click Next.

@MySQL Connector/ODBC 3.51 - Setup Wizard X

Welcome to the Setup Wizard for MySQL
Connector/ODBC 3.51

The Setup Wizard will install MySQL Connector/ODBC 3.51
release 3.51.30 on your computer. To continue, click Next.
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Figure 12: Accept the license agreement and click Next

ﬁMySQL Connector/ODBC 3.51 - License Agreement

License Agreement
Please read the following license agreement carefully.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software

SRR

(@)1 accept the terms in the license agreement
(D1 do not accept the terms in the license agreement

oo ] ome

Figure 13: Choose Typical then click Next

ﬁMySOL Connector/ODBC 3.51 - Setup Wizard x
Setup Type
Choose the setup type that best suits your needs,
Please select a setup type.
@ Typical
— Common program features will be installed. Recommended for
\j“b general use.
O Complete
:—ﬁ All program features will be installed. (Requires the most disk space.)
(O Custom
—a Chooserumid\ program features you want installed and where they
:;5‘ will be installed. Recommended for advanced users.
< Back Next > Cancel
Figure 14: Click Install
‘E MySQL Connector/ODBC 3.51 - Setup Wizard X
Ready to Install the Program
The wizard is ready to begin installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.
Current Settings:
Setup Type:
Typical
Destination Folder:
C:\Program Files (x86)\MySQL\Connector ODBC 3.51\
<Back | Insal Cancel
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Copyright ©2003-2021 Codima Inc (Europe) Ltd. All Rights Reserved.



21

Figure 15: MySQL Connector Installing

f@ MySQL Connecter/QDBC 3.51 - Setup Wizard

Installing MySQL Connector/ODBC 3.51
The program features you selected are being installed.

Please wait while the Setup Wizard installs MySQL Connector/ODBC 3.51.
This may take several minutes,

Status:
Instaling ODBC components
—

Next > Cancel

Figure 16: MySQL Connector setup complete, Click Finish

f%!MySQL Connector/ODBC 3.51 - Setup Wizard X

Wizard Completed

Setup has finished installing MySQL Connector/ODBC 3.51. Click
Finish to exit the wizard.

Mys

Figure 17: Win10Pcap setup now starts. Click Next

'@Wm'\UPcap Setup

Welcome to the Win10Pcap Setup
Wizard

This Wizard will guide you through the entire Win10Pcap
installation.

For more information or support, please visit the Win10Pcap
home page.

http://www.winl0pcap.org

Cancel

Figure 18: Accept the license agreement and click Next
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22

2 Win10Pcap Setup - X
End-User License Agreement Win10 Pcap
o Ethernet packet capture library
Please read the following license agreement carefully. for Windows 7, 8 and 10,

GNU GEMNERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C}) 1989, 1991 Free Software Foundation, Inc,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies of this license

document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your freedom to

T P I T U S T PR B

bemin med mlemimmn B Pus mmdeeak dhen

11 accept the terms in the License Agreement

o ee [E] o

Figure 19: Click Next

- X

Destination Folder Win10Pcap
- : Ethernet packet capture library
Click Next to install to the default folder. for Windows 7. 8 and 10,

[@ Win10Pcap Setup

Install Win10Pcap to:

C:\Program Files (x86)\Win10Pcap\

Change...

Cancel

Back

Figure 20: Click Install

- X
Win10Pcap

Ethernet packet capture library
for Windows 7, 8 and 10.

# Win10Pcap Setup

Ready to install Win10Pcap

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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Figure 21: If this window appears tick Always Trust and click Install

+"] Windows Security ==
Would you like to install this device software?

Name: Winl0Pcap Native 186 Network Protocol
i Publisher: SoftEther Corporation

Always trust software from "SoftEther Install Don't Install

Corporation".

(@ You should only install driver software from publishers you trust. How can [ decide
which device software is safe to install?

Figure 22: Win10Pcap Installed click Finish.

f}%W|n10Pcap Setup - X

" Completed the Win10Pcap Setup Wizard
&

Click the Finish button to exit the Setup Wizard.

| Fnsh |

Figure 23: Toolbox Setup starts click Next

Welcome to the InstallShield Wizard for
Codima Software

The InstallShield(R) Wizard will install Codima Software on your
computer. Your Codima License file controls which components
of Codima Software are accessible. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

codima
< Back Cancel

& Codima Software - InstallShield Wizard x
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Figure 24: Read through the license agreement and if you agree then accept the license agreement and press Next

j?cmima Software - InstallShield Wizard X
License Agreement d.
Please read the following license agreement carefully. co lmo

End User Software License Agreement for Codima Software -~

THIS VERSION IS FOR DEMONSTRATION AND EVALUATION ONLY AND NOT FOR
COMMERCIAL USE.

THE USER SHALL BE ENTITLED TO USE THE SOFTWARE IN TRIAL OR DEMO MODE FOR AN
AGREED AND DESIGNATED PERIOD BY CODIMA INC., NEVER TO EXCEED 60 DAYS FROM THE
DATE WHEN THE SOFTWARE WAS GIVEN A TEMPORARY LICENSE FROM CODIMA INC. THE
TRIAL MODE ENDS WHEN THE ABOVE LIMIT IS EXCEEDED. WHEN THE TRIAL MODE ENDS, IF
THE USER WISHES TO CONTINUE TO USE THE SOFTWARE, A FULL LICENSE FOR THE
SOFTWARE FORMALLY COVERED IN THIS END USER LICENSE AGREEMENT MAY BE
PURCHASED AND A NEW SOFTWARE LICENSE AGREEMENT WILL BE ENTERED BETWEEN THE
USER AND CODIMA INC. IF THE USER, AT THE TERMINATION OF THE TRIAL OR DEMO
PERIOD, DECIDES NOT TO PURCHASE THE SOFTWARE, THE USER MUST DELETE ALL FILES
OR LICENSE.

(®)1 accept the terms in the license agreement Print
(D1 do not accept the terms in the license agreement

InstallShield
< Back Next > Cancel
Figure 25: Click Next
I%Codima Software - InstallShield Wizard X
Destination Folder d'
Click Next to install to this folder, or click Change to install to a 150 Imo

G Install Codima Software to:

- C:\Program Files (x86)\Codima\ Change...
InstallShield

< Back Next > Cancel

Figure 26: Click Install

ﬁCodima Software - InstallShield Wizard X
Ready to Install the Program d'
e e, QG codima
Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

InstallShield

< Back nstall Cancel
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Figure 27: Setup in progress.

ﬁCodima Software - InstallShield Wizard

- X
Installing Codima Software o codimo

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Codima Software. This may
Tg take several minutes.

Status:
Copying new files

InstallShield

Figure 28: Toolbox Setup completed, click Finish

fl@ Codima Software - InstallShield Wizard
InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Codima
Software. Click Finish to exit the wizard.

codima

Figure 29: If prompted restart your machine now by clicking Yes

ﬁSpiderInstallerInformation [=]

@B You must restart your system for the configuration
changes made to Spider to take effect. Click Yes to
restart now or Mo if you plan to restart later.

Figure 30: If you have purchased a Codima license place the Codimalicense.zip in your Document Library, a detailed guide
for how to install the license exists in the next section named “License Installation”

[===]
@u-@ ¥ Libraries #|Documents | » [ 4] search Documents 2|
Organize v [ Open v Sharewith v New folder = 0 @
45 Favorites — Documents library Arrange by Folder +
B Desktop H Includes: 2 locations )
&8 Downloads Name . Date modified Type Size
%] Recent Places
|1 CodimaLicensezip 03/05/201819:59  Compressed (zipped) Folder 18

4 Libreries
[ Documents
& Music o
[ Codimalicense zip State: 3 Shared Size: 350 bytes
Date created: 08/05/2018 19:55

i Compressed (zipped) Folder Date modifiec: 03/05/2018 19:59
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Figure 31: Run Toolbox from the Desktop shortcut icon

First Time Setup

This section details the steps to take the first time you open Toolbox. These steps will not be required every

time the program opens, the only time these steps may need to be repeated is upon reinstallation of the
software.

Figure 32: License Changed confirmation, this window will only appear if a license has been installed with Toolbox (An in

depth guide for installing a license exists in the next section of this document named “License Installation”)
, click Close

Codima License changed 22

Codima Licenze has been changed...

Mew Licenze Old License

Client=5piderh Client=Gieneral license - Sink Syster
Yersion=6.0-COE Yersion=6.0-COE

Expiration=M one Expiration=None

M achddress=08:00:27:10:B800 M acAddress=00:00:00:00:00:00
Profile=Caodima Spider Server Prafile=Sink System - imited version
maxDevices=lnlimited LicenseT ype=standard

mastultiSites=l nlimited
maxFingerz=Unlimited
maztonitors=Lnlimited
webServer=1
maxweblserz=Unlimited
LicenseT ype=standard

Close |

Figure 33: You may be prompted to allow Firewall access, make sure to click Allow access.

¥ Windows Security Alert @

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Codima Toolbox Application on all public and

private networks.
E Mame: Codima Toolbox Application
Publisher: Codima Inc.
Path: C:\program files\codimalexpress\express.exe

Allow Codima Toolbox Application to communicate on these networks:
Private networks, such as my home or work netwark

[ Public netwarks, such as those in airports and coffee shops (ot recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

Allow access ][ Cancel
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Figure 34: Create the Codima MySQL database entering the password you made a note of earlier during the Bitnami Setup
and click OK

Codima New MySQL Database X

. Password Required
On first use ‘MySQL Codima Spider’ database is created. Please enter the
MySQL root account password you gave the Bitnami WAMP installer.

Database ICodima
Description IMySE!L Codima Spider

Server Ilocalhost

User |root
Password |
Port 3306

MySOL Folder |EE\Bilnami\wampslac:k&B,?.S-l]\mysqI\hin
MySOL Import |C:\F’|oglarn Files (486)\Codima'E spress\Codima. sql

]
=
Cancel | ITI

Figure 35: After a minute or two the Toolbox Login Page opens in your browser.

Default User Name = Admin; Password = admin.

T&=1=] = ]|
/© e izge x

C | @ ocamesucodimanognp ok i

@ Codima Spider

Dema Name Admin or Appicanan or

Monitar or Inventory (password acmin)
User Neme [admin

Password [

Prease use Latest Browser Versuns

Lo |

Figure 36: First time running a discovery - Allow the discovery engine firewall access

&P Windows Security Alert =]

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Java(TM) Platform SE binary on all public and

private networks.
& Name: Java(TM) Platform SE binary
»
=) publisher: Sun Microsystems, Inc.

Path: Ci\program fies\rodima\expressineonet binjavatbin
\automapi.exe

Allow Java(TM) Platform SE binary to communicate an these networks:
V] Private networks, such as my home or work network

[] Public netwarks, such as those in sirports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?
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Figure 37: First time running a discovery - Allow the device process firewall access

& Windows Security Alert =

@ Windows Firewall has blocked some features of this program

Windaws Firewal has blocked some features of Java(TM) Platform SE binary on al public and
private networks.

o | MNeme: ava(TM) Platform SE binar
<
[ﬁj Pubisher:  Sun Microsystems, Inc.

Path: Ci\program files\codima\expressineonet pin'javatbin
\deviceprocess.exe

Allow Java(TM) Platform SE binary to communicate on these networks:
Private networks, such as my home or work network

] Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litle or no security)

What are the risks of allawing a program through a firewall?

Allow access Cancel

Figure 38: You are entitled to both programmes these icons correspond to if you have either a:
Free license

Network Inventory with Maps in Web and Visio Toolbox license

Network Inventory with Maps in Web and Visio and Monitoring + Alert Ticketing Toolbox license

You are only entitled to use the programme the left icon represents if you have a Network Inventory Toolbox license

The icon on the left is the web-based toolbox, while the icon on the right represents Visio (Network map drawing software)

One the installation is complete you have the ability to open toolbox in a number of ways:

1. Clicking on the Toolbox Icon either on your desktop or in the start menu.

2. Typing http://localhost/Codima/login.php into a browser on the installation PC.

3. The Toolbox Web GUI can of course also be launched directly from a remote browser as an
IP based URL, as below where 123.123.123.123 is replaced by Toolbox Server (global) IP
address: 213.123.123.123/codima/login.php
Access may be via NAT router using Port Address Translation, in this case a PORT is also
specified: 213.249.131.121:49999/codima/login.php — example only
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Licence Installation

This section details how to install a Toolbox license onto a computer that already has the Toolbox
software installed on it.

1. Download the compressed file named Codimalicense.zip from the email that Codima sends
to you after the purchase of a license.
Note: If a zip extractor programme opens then exit out of it

2. Open File Explorer, this can be done by pressing Windows + E.

3. Navigate to Libraries (Marked by the arrow labelled 1) then open your Documents folder
(marked by the arrow labelled 2).

n = | Libraries - O x
“ Home Share View o
« v 4 'm » Libraries » v D Search Libraries
# Quick access Applications Camera Roll
—= Library -/ Library
@ OneDrive - BTH Student
Documents Music
@ OneDrive - Personal P Library

A This PC
Pictures Saved Pictures
I B bran B | ibary
e Libraries - ¥ z ¥
Wb Network ﬁ Videos
1 > Library

l 7 items -

\

4. Now place the Codimalicense.zip that you just downloaded into you documents folder.
5. To make sure that the license installed correctly open Toolbox the application, the
application can be found on the computers desktop and has this Icon:

8

6. You should now be greeted with a window saying Codima License Changed and it should
look like the image below. Once you have clicked Close you have successfully installed the
license.

Note: If this window did not appear for you then continue with the steps below
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Codima License changed 3

Cadima License has been changed..

New License 0ld License

Client=5pidery/hi Client=General license - Sink Syster
ersion=5.0-COE Wersion=6.0-CDE

Expiration=Mone Expiration=None
MacAddress=08:00:27:10:88:00 Machddress=00:00: 00:00:00:00
Profile=Codima Spider Server Prafile=Sink System - limited version
maxDevices=lInlimited LicenseT ype=standard

martultiSites=Unlimited
maxPingers=Unlimited
rnastd anitors=L rlimited
webServer=1
maxeblsers=Unlimited
LicenseType=standard

Close:

7. If the installation of the license was unsuccessful there are a couple things that can be done.

i First make sure that the file you received from Codima called CodimalLicense.zip is in
your Documents folder and that the file name has not been altered.

ii. If the first step did not work, try replacing the file License.txt at this file destination
C:\Program Files (x86)\Codima\Express\neonet\bin\License
with the License.txt file that is found in the Codimalicense.zip file.

IMPORTANT: Make sure that you make the LATEST licence file, the one called Codimalicense.zip.
That is because if you have multiple downloaded licenses, then later versions will be in the format

Codima.License(NN).zip which will NOT be used by the installer. So please rename the latest
License file to Codimalicense.zip.
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Update Existing Software with the Latest Version

This section guides the user in how to update the Toolbox software on a PC/Server that is already
running Toolbox.

1. First download the newest version of the Toolbox installation wizard. Do this either by
downloading the free version here https://codimatech.com/en/free-download/ or by having
purchased a Toolbox license here https://codimatech.com/en/pricing/.

2. Make sure to completely exit Toolbox on the Server by using the bottom system tray Blue
Icon and select Exit

Open
Open auteMap

+~  Run at Windows Startup
Web User Settings...
MIC Settings...

Licensing ¥

Exit

14:51
16/06/2021

A tm oz Q) P ENG

3. Then run the new installer.

Note: When you first run Toolbox after an update you may need to clear the Web browser cache for
the GUI to be displayed correctly. On Chrome press Ctrl + F5 to clear the cache.
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Complete Uninstall — will delete existing discoveries/statistics and
all other information for the Toolbox

This will destroy any existing discoveries or other information.

1. Make sure to completely exit Toolbox on the Server by using the bottom system tray Blue
Icon and select Exit
Open
Open autoMap

~  Run at Windows Startup
Web User Settings...
MIC Settings...

Licensing »

Exit

09:16

A Y
| 7 V) PG 16/06/2021

2. Press the Windows key then type ODBC Data Sources (32-bit) and click Open (Marked
below in yellow)

Al Apps  Documents  Web  Mare ¥ & -

Best match

~— ODBC Data Sources (32-bit)

* - x
Search work and web .

ODBC Data Sources (32-bit)
/2 ODBC Data Sources (32-bit) - See App

work and web results

£ odbe data sources 32-bit .
= open
£ odbe data sources 32-bit odbe
0 Run as administrator

2 odbe data sources 32-bit be o o .
1\ Open file lacation

£ odbe data sources 32-bit emd = Pinto Start

Voo v v v

L odbe data sources 32-bit que es Pin to taskbar

I ' ODBC Data Sources (32-bit) I

3. Remove all System DSN’s associated with Toolbox. This includes Codima and your discovery
database names.

4. Now open the Run window again by pressing Windows + R, then type Control Panel and
press OK to open the Control Panel
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/ Run X

—, Type the name of a program, folder, document or
— Internet resource, and Windows will open it for you.

Open: ‘ Control Panel v

Cancel Browse...

5. Under the heading Programs is the subheading Uninstall a program, click on it

=8 Control Panel = m} X
4 & > Control Panel v O |Search Control Panel »p
Adjust your computer's settings View by: Category

System and Security ; User Accounts
Review your computer’s status é:.h!ﬁ G Change account type
Save backup copies of your files with File History

uus
Back up and Restore (Windows 7) pEnEs ! :
" u' Appearance and Personalisation

\ Network and Internet =
View network status and tasks ,,;‘ Clock and Region
7 Hardware and Sound i Change date, time or number formats
"

ﬁ View devices and printers Ease of Access
Add a device @

Let Windows suggest settings

Adjust commonly used mobility settings Optimise visual display

Programs
[‘l Uninstall a program

6. Now uninstall the following:
a. Bitnami WAMP Stack
b. Codima Software
c. WinlOPcap
7. The final section is to delete the associated program folders that remain after uninstallation.
Find all of these by opening the File Explorer, this can be done by pressing Windows + E on
your keyboard.
8. Navigate to This PC which is found on the left-hand side (as shown by the arrow labelled 1),
then open the Local Drive, which is most commonly the drive named ‘C:’ (shown in the
picture by the arrow labelled 2)
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LI s | Manage This PC — | X
Computer View Drive Tools vV o
« = v 4 B ThispC » v O O Search This PC

Folders (7)
# Quick access

~ Devices and drives (1) /
@ OneDrive - BTH Student

A Local Disk (C:)

1 |
A == Jj I

@ OneDrive - Personal L '3' 100 GB free of 236 GB
S This PC

m Libraries

& Network

1
8 items 1 item selected = =

9. Once the Local Drive has been opened locate and delete the folder named Bitnami

10. Then open the folder Named Program Files (x86)

11. Once there you will need to locate and delete both the file the named Codima, and the file
named Win10Pcap

12. Optional: You may also decide to delete the license for the software, do this by opening the

Run window with the key combination Windows + R, Search for Documents and the file
explorer will open. Now locate and delete the zip file named Codimalicense.zip
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TROUBLE SHOOTING INSTALLATION and LOGIN

Antivirus

These programs can block installation of Toolbox at many stages. It is highly advisable to turn off
during installation. Some less well-known AV can lockup the PC during installs and should be
replaced with well-known AV products. Many major AV programs allow the user to specifically White
List Codima Software. Remember to turn on AV again after installation.

Windows Firewall

During the initial install Windows will ask the user if they want to allow programs like Apache,
MySQL plus Toolbox programs through the Windows firewall, it is important to say yes. If there are
later problems with Discovery or Polling the network devices, check in Windows Firewall Advanced
Setting that Toolbox programs are not denied access.

Tip: If loading Toolbox and while logging in nothing is loading, please use Clear Cache and
Hard Reset the software. See the steps below if you are unsure on how to do this.

1. To clear your web browser’s cache use the shortcut Ctrl + Shift + Delete, this will
take you to the settings page where cache can be erased.

2. After opening Toolbox and the software is not loading click on the button that reads
Fully Reload Toolbox Software, marked in yellow below.

Loading Toolbox System

) Fully Reload Toolbox Software

3. Now try reloading the page and logging in again, the software should now load.
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Managing User Logins

In Toolbox you may create additional users with different levels of access that suits each person’s
job description. Managing users may only be done on the PC/Server that toolbox is running on

To manage users, you must first click on the System Tray, marked in yellow

11:35
A Y ) 5 ENG
% d & 13/07/2021 L]

Then right click on the Toolbox icon and open the Web User Settings
Open
Open autoMap

~  Run at Windows Startup

Web User Settings...

MIC Settings...
ae &

Licensing -]
B O i

11:37
A G ) > ENG
% A & 13/07/202

You will now be presented with a window where you can manage all users. Upon installation of
Toolbox the default Admin user is provided.

Codima Web Users X

User Sccess

User Mame |.-’-‘«dmin

Password |
Ermnail |
. Alertz and Ticket..
Available Dizcover Netwark
|nventory
Maps
Seftings
add | Edt | Remove |
Mavigate Web User ficcounts
Wieb User 1 of 1
First | | | Last | (1]4 | Cancel |

By pressing the Edit button, you will be able to change the Username, Password, and available
feature for the currently selected user. You may also create an entirely new user by clicking the Add
button. Remember to click Update once you have entered all details to save the User.
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Codima Web Users X

User Access

User Mame

Password

Email

[(1Dizcover Metwork
[lreentory
[Ctaps

dvvsilable [JAlerts and Ticketing
[15ettings

Update Cancel

Mavigate Web User Accounts

| | | | | Cancel |

By ticking available features you may decide what level of access this user will have to the toolbox

system, for example if you only want this person to access the Inventory feature but be unable to
run a discovery then only tick Inventory.
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DISCOVERY Feature

This section details how to use the Network Discovery Tool that is included in all Toolbox products.

What Does Discovery Do?

The Network Discovery Tool automatically creates a detailed Inventory of Software and Hardware
without using Agents. Updated and tested over 17 years of development, the field proven discovery
engine, discovers large and small networks automatically.

Discovering the Network is fundamental to Mapping and Monitoring the Network as it learns what
devices and links are present. That allows the Discovery to be used to automatically poll and monitor
the network.

It also means setting up and displaying Netflow and all other features like Alerts know what IP
addresses are associated with devices.

Discovery Engine

The Discovery Engine uses a variety of techniques to discover devices, such as inspection of ARP
tables and controlled scanning techniques. This overcomes a limitation of many existing approaches,
which need to know what to discover in order to draw a network. Once discovered, devices are
queried using SNMP for MIB 2 and current vendor MIBs. The Discovery system has a stored device
list database of most current and many old generation equipment types.

Important - Platforms running Discoveries must have hibernation/standby disabled.

Important: Windows has an option to make Devices 'Discoverable’, ensure this is enabled.
Otherwise, devices will just be discovered as IP addresses - if at all.

Note: If issues arise while attempting to complete a Discovery read the section Troubleshooting a
Discovery

Note: This chapter may gloss over some advanced features, for a full rundown of each section see
the next chapter DISCOVER NETWORK — ADVANCED INFORMATION.
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Creating a Discovery — Step by Step
This section details how to create a Discovery in a step-by-step guide that includes images with
yellow highlighter markup.

Creating a Database
1. First and foremost, you must open the Toolbox software and log in.
2. Next navigate to the Discover Network tab found at the top-left corner of the screen.

Toolbox

Bg Dashboards @9 Inventory :‘:' Maps -“) Discover Network

3. Click on the button that says Create a New Discovery (Database)

Toolbox

E% Dashboards % Inventory X' Maps -”) Discover Network

| 4 g Create a New Discovery (Database)

4. A window will appear asking you to name your Discovery, you may name it however you see
fit as long as it follows the guidelines found on the window. Once an appropriate name has
been entered click the button Create a New Database.

Create New Discovery Database b 4

Enter New Network Name

Network Name [ MyNewSite

Use letters, numbers and underscore for Network Name, spaces are not allowed and the name must NOT be
just a number

Create a New Database

5. A new window will appear notifying you that the process of creating the database has
begun, press Ok and wait a few second for the database to be created.

Status Update x

0 Creating a New Discovery DBase - MyNewSite

6. Once the database has been created it will be visible in the Discoveries Status and Control
list at the bottom of the page. Any new discoveries will have a status indicating that it is
New, see in the image below.
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Discoveries Status and Control

B8 1) M0
E®*Discover! ~“'Discovery Details M settings
Start a Status Sequence Network Name Start Time End Set-up

— .
—4 | i -00- - -00- >>>
0>>> SN | Now MyNewsite 0000-00-00 ¢ 0000-00-00 (NO Settings>>>

Configuring Discovery Settings
7. Now click on the red text reading NO Settings>>> to configure the Discovery settings.

Discoveries Status and Control

B8 1) MO

=8 Discover! ~“'Discovery Details & settings
Start a Status Sequence Network Name Start Time End Set-up

°>>> ==' New Database | New MyNewsite 0000-00-00 ( - 0000-00-00 (NO Settings>>>

8. A new window will appear where you may decide what you want the Discovery to scan the
network for. There are two ways to decide what you want to scan for, the first is to manually
tick all the boxes that you want to scan for (these are found on the right side, marked with
the red square. Alternatively, you can use the slider on the left-hand side and the software
will decide what to scan for based on how detailed of a scan you want to conduct (The slider
is marked with the orange square, moving the slider to the left will make the scan more
detailed and less detailed if it is moved to the right).

A } Save Discovery Settings  # SAVE SETTINGS

- un . . .

e Tune Discovery Options (set by Slider)
Select Fastest or Most Detailed Discovery ICMP Ping Control

(Plng scan [] scan class B [] ‘
Move Slider to Change Discovery Options VLAN and Ports Di: y

(Detailed VLAN Scanning ] Map Switch and Hub Ports
Discovery Speed and Bandwidth Control IP Service Di y
100 Device 5000 Devices (sw clients [ wMi Clients [] NetBIOS Clients ‘

& Proceed to Next Step Merge D y

Merge Options: \ Do Not Merge
» &5 Credentials - Passwords and Communities R R . B
This feature is not Available for a New Discovery

4 EC Setup and Test IP Seed Lists

Other g
(Detailed Logging O

Note: The Merge Discovery feature can be useful if you are conducting several discoveries
and don’t want to lose any information from previous discoveries.

Note: The Detailed Logging feature collects detailed Logging of the discovery which can be
used by Toolbox Support to diagnose issues associated with the discovery

9. Inthe same step there is a slider titled Discovery Speed and Bandwidth Control, this slider
will determine how many devices the software will scan simultaneously. If you are scanning
a small network, you can leave the slider alone, but for larger networks you may choose to
increase the slider to speed up the process (bear in mind this could put a strain on the

PC/Server).
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A j Save Discovery Settings g SAVE SETTINGS

Tune Discovery Options (set by Slider)

Select Fastest or Most Detailed Discovery r—ICMP Ping Control
Ping Sean [ Sean Class B []

Move Slider to Change Discovery Options r— VLAN and Ports Discovery
Detailed VLAN Scanning [] Map Switch and Hub Ports

Discovery Speed and Bandwidth Control

— IP Service Di ry
100 Device 5000 Devices sIP Clients £ wMi Clients [] NetBIOS Clients
£ Proceed to Next Step r—Merge Discovery

Merge Options: Do Not Merge

¥ =, Credentials - Passwords and Communities

This feature is not Available for a New Discovery

» EE Setup and Test IP Seed Lists

— Other Settings
Detailed Logging [

Now click on the button beneath the sliders on the left-hand side that reads Proceed to Next
Step.

In this section, the first step is to enter the networks SNMP Community Names into the text
field. Most PCs will default to public so if you have a simple network this step can often be
skipped, however in other networks you may need to add additional SNMP Community
Names.

#1d save Discovery Settings @ SAVE SETTINGS

* B oiscovery setings Credentials - Passwords and Communities
Enter SNMP Community Names into Box (use space as a separator)
|PubH|:
£ Proceed to Next Step
» F= setup and Test 1P Seed Lists

Enter WMI Credentials

Workstations do not usually have SNMP enabled. The key to getting the WMI to work is to
make sure the machine the discovery is running on is allowed to ask the workstations for
WMI information. Do this by entering WMI Credentials into the into the Discovery setup,
please refer to your network administrator for help on this.

$1J save Discovery Settings | g SAVE SETTINGS

> B3 oscovery setings Credentials - Passwords and Communities
Enter SNMP Community Names into Box (use space as a separator)
public

& Proceed to Next Step

L4 Ec Setup and Tes! IP Seed Lists
Enter WMI Credentials

o Add New WMI Credential

Use Gurrent Logged In User Gredentils
£ Test W Domain Password | to Address

13. You may also enter SNMPv3 Credentials by clicking on the “+” icon under the heading Enter

SNMP Version 3 Credentials (Shown by the arrow in the image below)
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@J save Discovery Settings g SAVE SETTINGS

» BO

£ Discovery Setings Credentials - Passwords and Communities

public
£ Proceed to Next Step

4 E = Setup and Test IP Seed Lists

Enter WMI Credentials

o Add New WMI Credential

Use Current Logged

£ Test WMI Domain Pa

Results:
Enter SNMP Version 3 Credentials

Add or Edit SNMPv3 Security Settings (-]

SNMPY3 Cenfiguration Name &

+ ;W Page 1 of0 m» mi

14. Click on the button Proceed to Next Step found on left-hand side.

15. The following step is optional but is highly recommended as it decreases the Discovery
length drastically.
You can import a range of known IP addresses into the Discovery facility, effectively creating
a list of seed addresses that then provide a means of speeding up the discovery process, as
the Discovery Engine will bypass the early discovery stages and immediately activate SNMP
operations for the listed addresses.
There are two ways to create a seed list and they work in conjunction with one another:

a. Manually Add ranges one at a time using the Add IP Address Range button, this
method works well for a couple of ranges.

= :‘ Setup and Test IP Seed Lists

Discover only Subnets Below Discover All Subnets

Click on Button to add a new IP Range Seedlist (you need at least one)
Click on IP Address Range to Edit or Delete entries
Clickon ¥ to Scana IP Range (results shown in right panel)

<= Add IP Address Range

|IP Range: 10.25.3.1-10.25.3.254 |
1P Range: 10.25.4.1-10.25.4.254 (scan)|
|IP Range: 10.25.5.1-10.25.5.254 |
|IP Range: 10.25.6.1-10.25.6.254 |
|IP Range: 10.66.1.1-10.66.1.254 |
|IP Range: 10.66.2.1-10.66.2.254 |

Edit Seed List as Text List

b. The second method is to paste a saved text file seed list into the prompt that
appears once the Cut/Paste Seedlist button is pressed, this method works great if
you have many seed list ranges.
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¥ = Setup and Test IP Seed Lists

Discover only Subnets Below Discover All Subnets

Click on Button to add a new IP Range Seedlist (you need at least one)
Click on IP Address Range to Edit or Delete entries
clickon ® to Scana IP Range (results shown in right panel)

= Add IP Address Range

|IP Range: 10.25.3.1-10.25.3.254 [‘m|
|IP Range: 10.25.4.1-10.25.4.254 (¥scan]
[IP Range: 10.25.5.1-10.25.5.254 (¥scan)|
|IP Range: 10.25.6.1-10.25.6.254 |
|IP Range: 10.66.1.1-10.66.1.254 |
|IP Range: 10.66.2.1-10.66.2.254 |

Edit Seed List as Text List

Note: You can check that the start parameters are ok, prior to starting the discovery.
Do this by clicking on the Scan button to initiate a test to an IP Range, this can take
several minutes.

16. There is an additional option under the Setup and Test IP Seed Lists tab, and these are to
either Discover only Subnets Below, or to Discover all Subnets. An explanation of what
these do, are as follows:

a. Selecting Discover only Subnets Below option will ensure that once all the
addresses in the Seed List are processed the discovery will stop, this method allows
you to restrict your discovery to a defined range of addresses.

b. Selecting Discover All Subnets option will ensure that all the addresses in the Seed
List are processed first, then the system will continue to operate to find more
devices.

> :' Setup and Test IP Seed Lists

a Discover only Subnets Below Discover All Subnets b

Click on Button to add a new IP Range Seedlist (you need at least one)
Click on IP Address Range to Edit or Delete entries
clickon ¥ to Scana IP Range (results shown in right panel)

< Add IP Address Range

17. Make sure to SAVE SETTINGS, otherwise none of the changes you made will be saved. This
button is found in the top left corner of the Discovery Settings window.

a‘j Save Discovery Settings | £ SAVE SETTINGS

Running the Discovery
18. To start the Discovery process, click on the start button, marked in the image below with
yellow.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



44

= i) &0
=& Discover! < Discovery Details U settings
Start & Status Sequence Network Name Start Time End Set-up
- 555 10716811192 168.1.20
“2 E . Database Moy MYNewsite 0000-00-00 ( - 0000-00-00 ( 1921651 160-197 165 1 162

19. A new window will appear click Start Discovery Now.

Discovery Control for MyNewSite

Note: You are Starting a New Network Discovery using a New Database.

,/ | % Start Discovery Now

Watch the Discovery Status Window - to see Progress for this Discovery.

20. Now you must wait for the Discovery to complete. You can monitor the progress of the
Discovery in the Discovery Status Window. You may also at any time cancel the Discovery by
clicking the Abort Discovery button at the top of the GUI, but keep in mind that this process
can take a long time complete.

g, | © Create 3 NewDiscovery (Database) ® Abort Discovery Toolbox Server Status () B License - Maximum Device Count = 25
(Last) Discovery - Network Name: MyNewSite Discovery Pragress

Task - Discovery Phase: Pinging Seed List Range from 192.168.4.160 to 192.188.1.162 - Progress 0 %
Network Discovery - Status: £ Discovery Running Retiiy Progress 56 %

Discovery Summary

ICMP Pings = 3
SNMP Replies = 0 - WMI Replies = 0 - SIP Replies = 0 - NetBIOS = 0 -

21. Once the Discovery is completed you will be greeted with this message
(Last) Discovery - Network Name: MyNewsSite

Network Discovery - Status: J Discovery Completed

22. You now will also see that a Summary Report has been produced in the righthand panel of
the GUI and will in essence look something like the image below. It contains counts of
discovered devices organised by device category.

Network Entities Discovered

‘= 40 £3 34 © 40 & 66 % 24

IP Address L3 Switch Printer Router Spanning Tree
108 i@ 52 @45 (s = 1182

Subnet Switch Unknown VLAN Workstation

Only devices that respond to SNMP will be identified and classified. Unknown devices can be
mailed to your reseller and included in a release.
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Discovery Scheduler

This feature has the capability to automatically schedule and execute Network Discoveries using the

Toolbox’s web GUI. The following guide shows how to setup the Discovery Scheduler in a step-by-
step manner.

1. First you must have completed a Discovery in order to setup the Discovery Scheduler.

2. Next find the column named Scheduler Controller in the Discovery grid, and click on the
three arrows “>>>" under Set-up.

= i =//m] i
@ Discover! Discovery Details LM settings © scheduler Control
Start & Status. Sequence Network Name Start Time End Set-up Set-up Period Hour 1 Hour 2
107168 11492 166120
0 i 4833534 209 192.168.1.160-192.168.1.162 .
5> e 4 MyNewsie 2021-07-01 * 120.483333 2021-07-01 * 155 1801 210197 168 121 53> 1 1500

3. A new window will appear, click on the tick box to enable the Discovery Scheduler. If at any
point in the future you wish to disable this feature just uncheck this box and SAVE SETTINGS.

x

Jid save Scheduler Settings | @ SAVE SETTINGS

%) Discovery Scheduler MyNewsSite

. Enable Discovery Scheduler

E' Re-Discover time in Days 1

used in exceptional circumstance (The Scanner
mple)

Start Discovery at (F3[17:00 Extra Discovery at (&) i

4. Next decide how often you wish to run the Discovery. Note that the !!Continuous!! option

starts a new discovery as soon as the Discovery Engine is free, this option is seldom
recommended.

F | Save Scheduler Settings & SAVE SETTINGS
-@ Discovery Scheduler MyNewSite

@ crable Discovery Scheduler [J

g Re-Discover time in Days 1

!'Continuous!!

tional circumstance (The Scanner
is use

oge

' Start Discovery at @ 17:00 2 fery at @

2

5. Now you can decide at what time the discovery will start. You may also decide whether you
want to run an Extra Discovery on the same day.

x

JAJ Save Scheduler Settings & SAVE SETTINGS

@ Discovery Scheduler MyNewSite

@ Enabie Discovery Scheduler

[ Re-Discover time in Days 1

n exceptional circumstance (The Scanner

Start Discovery at @ 17:00 Extra Discovery at (Z)[——

6. Lastly click SAVE SETTINGS otherwise none of the changes will be saved.
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How long should discovery take?

A typical inventory/discovery run can take between five minutes and many hours. The rules set out
below will assist in determining the time an inventory/discovery will take.

General Rule

Each IP address is tested individually for Ping, SNMP v1, SNMP v2c or SNMPv3, and optionally WMI,
NetBIOS and SIP Queries for a total of 15 seconds.

If that IP address is an SNMP device then it is fully processed. The processing of a simple device such
as a printer takes 15 seconds. The processing of a high-end router or switch with hundreds of
interfaces and VLANSs takes several minutes.

You also need to be careful in a situation where the Ping Scan is applied to Class B networks, that
process will slow the discovery and if it is not required should be disabled.

The average time to process one IP address is 30 seconds.

This average, combined with the number of IP addresses, and the number of parallel processing
threads, can be used in the formula below to calculate an approximate maximum time for the
inventory duration.

Maximum Duration (Mins) = (Total IP Addresses)/(2 * (number of parallel processes)) A network can
include many subnets of different sizes:

Number of IP Addresses

Subnet Class - Number of IP Addresses

A - 16,000,000

B - 65,000

C-254

The total number of IP addresses in this context is the sum of the number of IP addresses in all

subnets. Not all IP addresses are used, however, hence our calculation is an upper limit on
inventory/discovery duration.

If the total number of devices is actually known, then it should be used instead. This would give a
much more accurate view of the duration of the inventory/discovery.

Number of Parallell Processes

The Discovery Engine can process multiple IP addresses in parallel as a means of speeding up the
inventory. The user can adjust the bandwidth using the Discovery Speed slide bar provided in the
Discovery Setup.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



47

Any IP Address SNMP Browser

A facility has been added to the Toolbox to allow any IP Address to be investigated with a SNMP
Browser, this is especially useful when debugging Discovery Issues.

The Browser is launched from the Discovery Settings in the tab called Setup and Test IP Seed Lists-
as can be seen in the picture below. Clicking the Open Browser button opens the SNMP Browser
window.

A ; Save Discovery Settings | g SAVE SETTINGS

» ES Discovery Settings

¥ =W, Credentials - Passwords and Communities

¥ L~ Setup and Test IP Seed Lists

Discover only Subnets Below Discover All Subnets

Click on Button to add a new IP Range Seedlist (you need at least one)
Click on IP Address Range to Edit or Delete entries
click on ® to Scan a IP Range (resuits shown in right panel)

< Add IP Address Range

[P Range: 1.1.1.1-1.1.1.258

Edit Seed List as Text List .’ CutPaste Seediist
Browse SNMP IPAddrass/
@ (@ Open Browser
The Browser opens in a new dialog box as below, this is called the MIB Tree:

Browser Status: SNMP Values Loaded
Enter Valid IP Address: | 10.25.3.2

t _’ ieee802dot1mibs 1.3.61

tq snmpmibs
L directory

kj mgmt f ¢
C mib-2
E system
C interfaces
& o
C ip
E icmp
E tcp
E udp
E egp
]

L‘ transmission
o~

To Browse a Device such as a Server or Switch one enters the IP address of the target device as in
the picture above.

Next open a MIB Tree leaf like system above then click on sysDescr to show the MIB System
Description. After a few seconds an analysis appears for, in this case for sysDescr.
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The Toolbox Web GUI sends a SNMP request to the Toolbox server which then polls the requested
MIB information and returns it to the Toolbox Browser.

nter Valid TP Address:Ti0.2632

B ieeet20timibs 1.3.6.1.2.1.1.1-Scalar
=) snmpmibs Name 0ID ~ Walue Description

-
% directory Cisco 108 Software, 3800 Software (C3825-SPSERVICESKS-M), Ver SNMPyE-MIB: Atextual description of the ent
= Technical Support: hitp MAvw.cisco comAechsupport include the full name and version i

et TG, GeEE s Copyright (c) 1986-2006 by Cisco Systems, inc. the system’s hardware type, softu
EF mib-2 Compiled hon 06 How-08 05:09 by alnguyen and networking software.
[ system / P @ & © Bxpen O Columns
[ QPN
sysObject|D

The sysDesr example above is a simple SCALAR value, however by clicking on an MIB Table like
ifTable(a), then a full list of rows like Interfaces, can be examined too.

Browser Status: SNMP Values Loaded

Enter Valid IP Address: 102532

|

&3 (eees02dot mibs 1.3.6.1.2.1.2.2-Rows
H snmpmibs ifindex & ifDeser ifType iflvtu ifSpeed ifPhysAddress
& arect
i 1 GigabitBthemetdd 6 1500 100000000 00 1F SEFC 71 DO
= mgmt
= ib-2 2 Gigabit Bthemetd/1 [} 1500 1000000000 00 1F QEFC 71 D1
£ system 3 FastEthemet 10 [} 1500 100000000 00 1F 9EFC 71 E1
sysDeser
4 FastEthemet20 [} 1500 100000000 00 1FSEFCT1 B9
sysObject|D
") sysUpTime 5 FastBthemet2il [} 1500 100000000 D0 1F 9EFC 71 EA
sysContact 6 Nullo 1 1500 4204067205
sysName

sysORIndex
e sysORID

sysOR Descr

e sysLocation ¢ & o Export (O Columns
e sysServices
e sysORLastChange
D sysORTable
E syzOREntry 1 4
2

sysORUpTime

(= ]

= interfaces a
e if Number /
E ifTable

Note. the Grid can be searched(1), sorted, filtered(4), and exported to a CSV file(3) or alternatively
printed(2).
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Investigate Feature

The Investigate Column is found in the Discoveries Grid. The column is split into two sections, one
section where you can view the logs created by the discovery, and the other where you can update
unknown device details using their MAC addresses.

EE oasnioarss | @ invemory | e waes @ sensanaTiketing || Wb Repons || @ Somware securty | interiace Moniors | % DeviceMonitors | @) Netow | B sewngs

Create a New D Datab
[2}- e o e scove v Dofatore) /B License - Maximum Device Count = 1234

Last Discovery - Network Name:
Network Discovery - Status: w/ Discovery Completed '
Network Entities Discovered

@ 2 52 “= 1487 |E3 29 1 265 & 28 i1 % 42 160 & 131 s
Fibre Channel 1P Address L3 Switch Printer Router Server Spanning Tree || Subnet Switch uPs
Switch

4 et 5 = 648

VolP Phone Wireless Workstation

Access Point

,1/' Help @ o strapiscovery s> Set-up Discovery Scheduling | # = Set-up how often to Create VisioftVeb Maps and himi Reports  [L1] 55 Dounload Visio Maps ¥ Warning indicator Back to Back Rediscavery

Ei Setup missing Discovery Settings by clicking on MO Settings=>>

Ei Start Network Discaovery by clicking on Q 2

Discoveries Status and Control

== = 20 i rd v

=BDiscover! U Discovery Details LI settings %s:neuuler Set-up Output Set-up & Visio Maps Download “monitor !‘lnvesﬁume
st . St Sequance | NotworkHame san | Twe | Em Setap Swwp | Ferod | Howt | How2 | Swep Viio MapsDownioa) | Hunl | WebMaps | Enabled o= Upda

[ . e 1 moenn - oo00.00.00 ¢ NO Settings>>> o5 PR {9 ... B

The new Logs column links to Discovery Reports and the - Column links to the optional MAC
to Vendor (post discovery) facility.

Output Set-up & Visio Maps Download ' 'a‘Mﬂnitur &Investigﬂte
Logs

P Setup isio Maps{Download) Herni WWeb Maps Enabled Update

.- [3..- BB =
55> [E--- B0 BRam
o> (.- B0 B
. (3> B2 E#
>2> 7+ (0 [bes 2a-(4] 2+[4) B0 =

NN N TN TN
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The Logs Column
Once you clicked on the Logs icon for a certain discovery the window shown below will be displayed.

50

H
4
\iew Discovery Log
U
i Histary
183277 1
183278 1
1183278 1
1183280 1
116328 1
i 1183282 1
163283 1
C
163284 1
1163285 1
1183286 1

i vrew revcrcai oarsas ot s

v

ﬁ View Discoveries System Log

The log can be saved as & file and sent for Support using the Grid Export Festurs

:37:56 CAT> [DnaEngine_mainThread] (-

5 CAT> [DnaEngine_mainThresd] (3

© CAT> [Dnak
n
ras
: MAC Address 00:4282:C0
: Max Devices
: MaxPrones - no phones permitted

:Profle  :Codima Spider Server
: Licanse Type_: standard
: Days ining - 42

2021-08-28 08:37:58 CAT> [DnaEngine_mainThread] (Productinfo) - ProductGuid

2021-08-26 00:37:58 CAT> [DnaEngine_mainThread] (Productinfo) - DisplayVersion = 15

5 CAT> [DnaEngine_mainThread] (SIP) : SipDiscovery initial

= _mainThrsad] (Licenseinfo) : Client  : appoentric 185

Farcing history ID 1

=-discovering IP 10

-03-26 09:37-58 CAT> [DnaEngine_mainThread] (Productinfo} - MajorVersion = 1521
2326 08:37-58 CAT> [DnaEngine_mainThread] (Localelnfo) - Default Locale = en_ZA

8-26 08:37-58 CAT> [DnaEngine_mainThread] (Localelnfo) - Display Country = South Africa

2021-08-26 08:37:50 CAT> [DnaEngine_mainThread] (Localelnfo) © Display Language = English

Message

124, usr=cde. port=5060)

2.1-10.200.255.254 : cleaning formar information.

= [774F5F39-330D-4824 8473 ECOS42003136]

Above, the View Discovery log is selected to show the discovery details for the selected discovery

from the Discoveries Status and Control grid.

o start

1 202108011

n ‘iew Discovery Log

21-08-02 DD:42: 1

status

Wiew Historical Detalis of this Discovery

@ View Discoveries History Log

ocomment

Buecessiul

The log can be saved a5 5 file and sent for Support using the Grid Export Feafure

network

maxDevice: | compacted

lizenseContents

Client=:

\ersion=3.0-COE
Expiration=2021-10-07
VzcAddrese=l
Profile=Codima Spider Server
maxDevices=3000
maxMultiSies=2
maxPingers=3000
maxMoniters=3000
webServer=1
max\Weblsers=8
maxhetFlow=
Dashboards=0
Inwentory=1

Mapz=?
Dizcover_Metwork=1
Alers_and_Ticketing=1
Seports=0]
Software_Securit
Imerface_Monito
Dewvice_Manitors=0
Hetflow=0
Settings=1
Enterprise_Mode=0

Engine wersion : .

Licencs version : 8.
Is Web Discovery
Metwark Nams (1
Databace |d (26]
Engine status (0)
SHMP Start Foint
Read Community
Allowed IP Addred
Prohibited |7 Add)
Davice lis:
Do niot learn (7]
WDOLT (33)= 1
MesBIOS Discove
TCP Connections
Discover TGP Cof
Do SIFDiscovery
Port Scan (30) =
Discovery Accura)

Double Ping (8) =
Max Farallel Proc
Min Parallel Procg
Process L3 Topol]
Process L2 Topol]
Topology Toleran]
Auto-Run Himi R
08 Flush {use wit}
D8 Flush : confim|
Debug Mode (8] 4
Fast Discovery (3

To view historical logs (from previous discoveries) click on the View Historical Detail of this

Discovery tab.
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Tracking Device Types reported as Unknown to the System SNMP Object Identifiers (OIDs)
The last two tabs in the Logs window are for support purposes, allowing an inspection of unknown
devices found in a discovery

The third tab is labelled View SNMP OIDs Not Found, as shown below:

[ | EEp— B v stones pes ormie oiscovery ([EERTET L] E Wiew per Devioa OID5 nat Faund
ProductiD a sysDaser

1.3.8.1.4.1.18334.1.1.1.2.1.10018.2.1 KONICA MINOLTA bizhub 4052

1.3.8.1.4.1.18334.1.1.1.2.1.10024.2.1 KONICA MINOLTA bizhub 5020

1.3.8.1.41.18334.1.1.1.2.1.122.3.11 KONICA MINOLTA bizhub 357

1.3.8.1.41.18334.1.1.1.21.123.3.11 KONICA MINOLTA bizhub 287

1.3.8.1.41.18334.1.1.1.2.1.124.2.11 KONICA MINOLTA bizhub 227

1381411833411121129310 KONICA MINOLTA bizhub G368

13814113334111211303.10 KONICA MINOLTA bizhub G303

138141183341112113521 KONICA MINOLTA 226 PCL

138141183341112133213 KONICA MINOLTA bizhub FRESS 1250

13814125508174 H3C Series Router MSR0-40H3C Comware Platiorm SoftwareComware Software Version 520, Release 2105P38, StandardCopynightic) 2004-2010 Hangzhou H3C Technolegies Co., Ltd.
13814136711 RICOH IM 350 1.08 / RICOH Network Printer C meded { RICOH Network Scanner C moedel ! RICOH Network Facsimile C model

This grid shows Object Identifiers that system could not identify. The grid list can be saved as a CSV
file using the Grid Export Feature, this file should then be emailed to - support@codimatech.com in
order for the unknown devices to be added into the Codima database.

2 X -
&R vevoscoieyion | B view rssioes Demae ot scouery | [ view sp oms nerreon | IR T

KONICA MINGLTA bzhub PRESS 1250

H3C Series Router MSR0-40H3C Comware Platform SofiwareComwiare Software Versien 5,20, Releass 2105P38, StandardCopyright(s) 20

ProductiD & sysDeser Hostname P Vendor MAC
13 KONICA MINOLT bizhub 4052 a7 00:20:88:070777
13, KONICA MINOLTA, bizhub 5020 7145
13 KONICA MINOLTA bizhub 257 5243
13 4111, KONICA MINOLTA bizhub 257 1238
13014118334 1.1.1.20.4242.11 KONICA MINGLTA bizhub 227 KRt
1381.41.183341.1.1.21.1203.10 KONICA MINGLTA bizhub £388 7.238
1381.41.183341.1.12 KONIGA MINGLTA bzhub G308 3238
1381.41.183341.1.12 KONICA MINOLTA bzhub C308 360
13, 3521 KONICA MINOLTA, 228 PCL 128.182
13,
13
1

3814136741 RICOH IM 350 1,08 / RICGH Nework Printer G model / RICOH Network Scannes C mode! ! RICOH Network Facsimile € model 30137

The Tab View SNMP OIDs per Device grid above, shows which devices do not have a known OID and
is provided just for reference.
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The Update Column

This links to the post discovery facility to match MAC vendor 3-byte codes to Vendor names. The
system loads a list of MAC vendors and shows the count in the green highlight below.

E MAC Library Entries are loaded - total count 1s = 43662

Calculated Vendor Updates Count= 1175 # Update per Device \endors - Using MAC Manufacturers Match Updated Vendors Count= 0

The system also checks the discovery database checking for devices that have a MAC Address but do

not have a Vendor set. That number is shown in blue.

To update Device Vendors from the MAC Vendor lookup, simply click on the Update per Device
Vendors button and a running count of updates is seen as per in the yellow highlight. A list of

updates is also shown in the window as below, so the user can see which devices have been updated

with which vendors together with the IP address.

§ MAC Library Entries are loaded - total count is = 43662

Calculated Wendor Updates Count= 1175 | # Update per Device Vendors - Using MAGC Manufacturers Mafch Updated Vendors Count = 101

UQID=U05225 Vendor=5

-Syte Tech Co, Ltd From MAC=E4.2E:28 IF
U2ID=U05223 Vendor=LcfoiHeFei) Electranics Tech Co, Ltd From MALC:
U2ID=U05222 endor=LcfeiHeFei) Electranics Tech Co, Ltd F
UOI0=U05221 Vendor=Micro-Star IntL Co, Ltd From MAC
UZID=U05220 Vendor="Giga-Byte Tech Co, Ltd From MA) 5E o

UJID=U05218 endor=LcfeiHeFei) Electrenics Tech Co, Ltd From MAC=08:FA-B [P &
-Byte Tech Co, Ltd From MAC=ED:D5: SE IP Address

B
resz=10.80.73.82
WZID=U05217 Viendo T
WZID=U05218 Viendo
WUZID=U05215 Vienda
UZID=U05214 Vendor="5: Way Ind. Co, Ltd Fram MAC=00:5 55 IPA:I:I
Ugio= UEI:JJZ}‘.*endov—_cfclHe &i) El=ctronics Teeh Co, Lnd F'u W’.C

ee ;
UCIB Uﬂo15ll‘.*endor_cfc:|Hc— ElJ ectronics Tech Co, = re:s 1IJ 2015147
UQID=U05157 Vendor== FEDT IP Add 15

U2ID=U05155 Veendo
UQID=105153 Vendo
UQID=105152 Vendo
UID=U05151 Vendor=Giga-
UQID=U05148 Vendar=Lcfc
UID=105147 Vendo
UQID=1I05146 Vendo
UQID=1I05145 endo
UQID=1J05134 Vendo
UQID=U05121 Vendo

:Elj sctronics Tech Co, Lbd F'Addresi=1' £0.73.13
Tech Co, Ltd From MAC=] -

: 3]
-Byte Tech Co, Ltd From MAC=] it 00.18a
Byt Tech Co, Ltd From MAC=] :
UZID=U05130 Viendo -Byte Tech Co, Ltd From MA 20 IP Address=10
UZID=U05129 Viendo -Byte Tech Co, Ltd From MAC= :0D IF Address
U2I0=L05115 Wendor=15iga-Eyie Tech Co, Ltd From MAC=1C:1B:
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NETWORK DISCOVERY — ADVANCED INFORMATION

Discovery Engine

The Discovery Engine uses a variety of techniques to discover devices, such as inspection of ARP
tables and controlled scanning techniques. This overcomes a limitation of many existing approaches,
which need to know what to discover in order to draw a network. Once discovered, devices are
queried using SNMP for MIB 2 and current vendor MIBs. The discovery system has a stored device
list database of most current and many old generation equipment types.

The protocols used/referenced in the discovery process include SNMP, WMI, NetBIOS, SIP Query,
Cisco DP, Alcatel DP, Cabletron DP, Extreme Discovery Protocol, LLDP, ICMP and rDNS.

WMI is used to obtain information on Microsoft® devices. The Start Discovery Box controls the
protocols used in the discovery. The default settings switch off WMI, NetBIOS and SIP.

Seed information

. Seed List - Used to set start point for the discovery and set up the address range you want discovery to be
applied to, Start Point should be an SNMP Compliant Router, Switch or Firewall) - see note 1

. SNMP inf_onnoﬁon ~ SNMPUI or V2¢ Read Community strings, SMMP v Authentication, Privacy and password
information,

I

SNMP Roquest, Pings to populate ARP tables
h 4

Non queried addresses

Run Device Discovery
~ using/referencng » range of
protocls - see soke 2

_ * SNMP (MID-2)
- wen1 l
New Address + NetBIOS All Data stored }
(odtained from ARE, Routing, and T oesip Query
Forward tables of discovered devices)| 1 g COP, Nortel DP, Alcatel DP, LLDP
1o
*rDNS
Apply dafrwd procedire ~ 1ee mote 7
Qver 10,000 Davicn types am
currently supported ~ on going

updates
Discovery Engne customization
Bl - Diract Access to Device Lbrary when Unknown SNMP Devices are
located for immediate custornzation prior to draving production. Changes emailed to
Codena for indusion in master Device Lbrary,
- Uses SNMP S Generator to cbtan full range of MIB suppost -
MIB vak emalied to Codima Ingne cstomized to support nev dewice type

Notes

1. The Seed List is used in the discovery process, & can contain » single
start point for the discovery process or provide multiple start points, & can
250 ba vread to rartrict discovery to » ret range of 1P 3dfresses

2. Tha range of protocols yred/referanced is configurable, Jefaclk vred

Lo obtain Information from mansged davices = SNMP ondy

1. Procedure checks ave yred to etadiish £ there i 3 Jefined procedure
for the davice type « For example - The procedure may involve

Arowzing & Private MIBs to obtain duplax statuz Information

Replacernant Ingire coverng basic and advanced changes mppled to all users
via the softvam update servioe

Note: SNMPv1 and SNMPv2c and SNMPv3 protocols are supported. The system can also read SMiv1
and SMiv2 MiBs.
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How to prepare for a Discovery - Site Planning

To make best use of the Toolbox Discovery Engine you need to consider the methods used by the
discovery process, and how well your site is prepared to enable it to run efficiently.

e The Toolbox Discovery Engine uses a number of protocols in the discovery and inventory
process, including SNMP, WMI, NetBIOS, SIP Queries and rDNS. For the most complete
inventory, you need to ensure that your devices are correctly enabled to use these
technologies, this is especially important for the SNMP and WMI. See SNMP and WMI
Planning entries below.

SNMP Planning

It is important that all devices that are going to rely on SNMP as the main discovery protocol are
configured correctly for IP and have SNMP Agents installed. SNMP v1, v2c and v3 are supported.

User needs to provide:

e The IP address that is to be used as a start point for the discovery - ideally an SNMP
compliant Router or switch.

e Asuitable IP address for Toolbox Host PC

e SNMP information needed to start the discovery, i.e., Read Community strings or,
authentication and privacy information — range subject to SNMP version.

e A physical connection to the network, e.g., free switch port

e The range of IP addresses to be included in the discovery process. Note: This IP Address
range applies to an optional facility that can be used to restrict the scope of the discovery

Check list:
e SNMP support — Key devices need to have an SNMP Agent installed.
e SNMP access - You must be able to browse the discovery start point

e  SNMP community - The correct range of SNMP Read Communities must be included in the
startup parameters

e VLAN - The Host Workstation must be on the management VLAN.

e Access restrictions - Devices should be checked to ensure they are not configured with
filters or “Access Lists” restricting which administration addresses are allowed.

e Firewalls - For discovery to work, the Host PCs IP address needs to be configured to transmit
and receive as a trusted ICMP and SNMP source and destination through the Firewall.
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WMI Planning

Microsoft WMI is implemented and enabled, by default, on all recent Windows systems.

Check list:

e Does the discovery engine have the correct WMI Credentials?

e Do the devices support WMI? - Discovery Engine will identify all WMI supported machines
logged on the Domain it has the credentials for.

Microsoft recommends the latest service pack when using WMI.

Wrong permission means that the workstation you are running the discovery from does not have the
correct WMI Credentials.

To obtain WMI information the discovery must be provided with the relevant Domain Name/User
Name and Password.

Discovery Check List before Starting a Discovery

WARNING - Platforms running Discoveries must have hibernation/standby disabled.

The following check list covers some situations that can impact on the effectiveness of the Discovery
Engine. Prior to running the Discovery Engine, you should be aware of these potential danger areas:

1. Switches may not respond to SNMP: The user needs to check SNMP access, SNMP
community and VLAN — the autoMap Host Workstation must be on the management VLAN.
Devices should be checked to ensure they are not configured with filters or “Access Lists”
restricting which administration addresses are allowed.

2. Forwarding tables may not be accurate (e.g., Switches broadcasting instead of keeping clean
forwarding tables, creating virtual broadcast domains).

3. Devices may not respond to Ping Scan - the discovery operation is blocked by a Firewall.
Unless the Firewall is configured to allow the Host PCs IP address through as a trusted
device, the Discovery Engine will not discover beyond the Firewall. For autoMap discovery
to work, it needs to be configured to transmit and receive as a trusted ICMP
and SNMP source and destination through the Firewall.

4. There may be unknown switches with a proprietary interface index: a MIB Walk and
information on device type and characteristics will be required to customize/update the
discovery engine.

5. Any address restrictions applied to the discovery, will limit the scope of the discovery. For
example, if you have used a seed list and set the Start Discovery Settings to not do a
discovery beyond the seed list.

6. Any other restrictions applied to the discovery, for example if you do not include settings in
the Start Discovery - Advanced settings box to gather information on VLANs or Switch/Hub
port information.

7. WMI information may not be provided - To obtain this information the discovery engine
must have this option selected in the Start Discovery - Advanced settings box and be in the
same Domain as the devices it is requesting information from. To address this, you can for
example login on the Host PC as the Domain Administrator or you can run multiple
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discoveries using different WMI credentials each time. It will identify all the Windows
machines logged on that Domain.

For example if the Discovery Summary Report shows that the Host PC did not have
the correct permission, it means that the workstation you are running the product
from does not have the correct WMI Credentials, and Windows has subsequently
not given permission for you to access the WMI RPC services on the remote

workstation.
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Troubleshooting a Discovery

Discovery does not start

Check that Toolbox Server is running - see Windows Task Manager Express.exe is running, if click on
product Icon to Launch the Toolbox Server.

Devices Support

If a discovery does not correctly classify known Switches or Routers under a type category of Switch
or Router, this is usually an indication that the devices type has not been included in the device list.
It is recommended that you check the device list used by product prior to running a discovery, as it

will help you establish if the key device types on your network have already been incorporated into
the Discovery Engine.

Many thousands of device types are supported by the Discovery Engine. The supported device list is
constantly being updated.

Missing devices, ports, or links - checklist

There are several reasons why a discovery may not cover the complete enterprise network. The
following check list covers some areas that should be investigated:

1. Switches may be not responding to SNMP
User needs to check

e  SNMP access - Can you browse the start point? Can you browse the Switches?

e  SNMP community - Have you included all the required SNMP Read Communities in
the startup parameters?

e VLAN - The Toolbox Host Workstation must be on the management VLAN.

e Access Restrictions - Devices should be checked to ensure they are not configured with
filters or “Access Lists” restricting which administration addresses are allowed.

2. Forwarding tables may not be accurate (e.g., Switches broadcasting instead of keeping clean
forwarding tables, creating virtual broadcast domains).

3. Devices may not respond to Ping Scan or other protocols - the discovery operation is blocked
by a Firewall.
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User needs to check

e Firewalls - For discovery to work, the Host PCs IP address needs to be configured to
transmit and receive as a trusted ICMP and SNMP source and destination through the
Firewall.

There are switches with an unknown proprietary interface index.

User needs to provide

e A MIB walk
e Information on device type and characteristics

This information is then used to customize/update the discovery engine.

5. The Discover Devices outside the scope of the Seed list setting may have been switched off,
limiting the scope of the discovery.

Missing asset Information — checklist
There are several reasons why a discovery may not show all the expected asset information. The
following check list covers some areas that should be investigated:
1. Devices may be not responding to SNMP

User needs to check

o SNMP Support — does the device have an SNMP Agent, is it operational

e SNMP access - can you browse the device

e SNMP community - have you included all the required SNMP Read Communities in

the startup parameters
e VLAN - the Host Workstation must be on the management VLAN.

e Access Restrictions - devices should be checked to ensure they are not configured with
filters or “Access Lists” restricting which administration addresses are allowed.

2. Devices may not be responding to NetBIOS
User needs to check
e If the Start Discovery - Advanced settings box settings for the discovery run
included tracking NetBIOS
3. WMI information may not be provided
User needs to check

o If the Start Discovery - Advanced settings box settings for the discovery run included
tracking WMI

e If the discovery engine has the correct WMI Credentials

o If the devices support WMI - the discovery will identify all the Windows machines logged
on that Domain.

If the Asset report states that WMI did not have the correct permission, it means that the
Host PC does not have the correct WMI Credentials, and Windows subsequently has not
given permission to access the WMI RPC services on the remote workstation.

4. The Asset report may not show all the port status information
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User needs to check

e If the Start Discovery - Advanced settings box settings for the discovery run included the
Map Switch/Hub Port setting.

5. Asset report may not show VLAN information

User needs to check

e If the Start Discovery - Advanced settings box settings for the discovery run included the
Detailed VLAN Scanning setting.

Map Switch/Hub Ports Option

Background Information — Map Switch/Hub Ports Control

The discovery can be set to:

e Just find out about Infrastructure devices such as Router/Switch connections and not gather
information for example on the Workstations or Servers connected to the Routers/Switches.
Typically, this setting applies when scanning a network where CDP or NDP are implemented
and you are only interested in switch and router links - see example 1.

e Find all the connection information for the Routers/Switches - including non-infrastructure
devices, such as Workstations - see example 2.

HOW TO CONTROL DISCOVERY OF INFRASTRUCTURE AND NON -INFRASTRUCTURE CONNECTIVITY
INFORMATION

Tick or untick the Map Switch/Hub Ports option, as required:

e When unticked this restricts the discovery to just finding out about Infrastructure devices
such as Router/Switch connections, it will not show for example the Workstations or Servers
connected to the Routers/Switches. Typically, this setting applies when scanning a Network
where CDP or NDP are implemented and you are only interested in switch and router links -
see - example 1 on next page.

e If you wish the discovery to include connection information for non-infrastructure devices
then this box needs to be ticked - see example 2 on next page.
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The two examples below are for illustration purposes only

Example 1: Topology drawing when Map Switch/Hubs Ports option IS NOT
selected.
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Note: Discovery is faster if the Map Switch/Hubs Ports box is unticked, but
the discovery will not obtain as much connectivity information
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Detailed VLAN Scanning

Tick 'Detailed VLAN Scanning' to add per VLAN interface SNMP scanning using Community Name
Indexing.

Note when option is ticked, the time taken to discover complex SNMP enabled devices can increase
dramatically, potentially adding several hours to the overall discovery.

Background — VLAN

Virtual LAN

A group of Nodes on different physical LAN segments that can communicate with each other as if
they were all on the same physical LAN segment. A Broadcast Domain within a defined set of
switches.

IEEE 802.1Q

IEEE 802.1Q standard, Tag-based Virtual LAN uses an extra tag in the MAC header to identify the
VLAN membership of a frame across bridges. This tag is used for VLAN and QoS (Quality of

Service) priority identification. The VLAN's can be created statically by hand or dynamically through
GVRP. The VLAN ID associates a frame with a specific VLAN and provides the information that
switches need to process the frame across the network. Usually, a tagged frame is four bytes longer
than an untagged frame and contains two bytes of TPID (Tag Protocol Identifier = 0x8100) and two
bytes of TCI (Tag Control Information).

An optional two-byte Route Control Field followed by 0-15 two-byte Route Descriptor fields may also
be included. If these fields are included (indicated by the CFI Flag) they immediately follow the
EtherType field.

Tag Control Information (TClI) Format

Byte 1 Byte 2
User Priority CFl  VLAN identifier
8 6 5 4 1 8 1

Embedded-RIF Route Control Field Format

Byte 1 Byte 2
Routing Type RD Length D Largest Frame NCFI
8 6 5 1 8 7 2 1

IEEE 802.1Q header specifies the virtual LAN number, Ethernet switches use this information to
decide which port(s) the frame can go to.

Protocols available for routing between VLANs include:
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e Inter-Switch Link (ISL)
e |EEE 802.10
e ATM LAN Emulation

Discovery Speed and Bandwidth Control

Number of Parallel Processes

The Discovery Engine can process multiple IP addresses in parallel as a means of speeding up the
inventory.

The user can adjust the bandwidth used by the Discovery Engine during a discovery.
This process uses the Discovery Speed slide bar.

Since processing one address requires up to 64kbits, this parameter effectively allows from 1 to 50
parallel operations to occur.

Whilst increasing the amount of bandwidth used can considerably reduce the inventory time it can
also impact the network performance for other users. Care should be taken when performing an
inventory/discovery on slow links with critical business traffic.

IP Service Discovery (SIP, WMI, NetBIOS)

SIP - VolIP Session Initiation Protocol
SIP Queries are used to obtain information on VolP phones that support SIP.

Tick the option 'SIP Clients' to turn on the SIP Discovery process, which can discover SIP Servers and
Phones.

Background - SIP

The Session Initiation Protocol (SIP) is a communications protocol for signalling, for the purpose of
controlling multimedia communication sessions. The most common applications of SIP are in
Internet telephony for voice and video calls, private IP telephone systems, as well as instant
messaging over Internet Protocol (IP) networks.

The protocol defines the messages that are sent between endpoints, which govern establishment,
termination and other essential elements of a call. SIP can be used for creating, modifying and
terminating sessions consisting of one or several media streams. SIP is designed to be independent
(although not agnostic) of the underlying transport layer, and can be used with UDP, TCP, and SCTP;
it can also be secured using TLS over the latter two. It is a text-based protocol, incorporating many
elements of the Hypertext Transfer Protocol (HTTP) and the Simple Mail Transfer Protocol (SMTP).
By itself, SIP only provides signalling; it is used in conjunction with other protocols that specify the
media format and protocol to be used to subsequently communicate the media. Although SIP can
carry arbitrary data, SIP is typically used to carry a Session Description Protocol (SDP) message
specifying the codec and the use of either the Real-time Transport Protocol (RTP) or Secure Real-
time Transport Protocol (SRTP) for (media) communication.
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Windows Management Instrumentation (WMI)

1. Check WMI Clients box - to include WMI discovery.
2. Ensure you have set up the correct WMI Credentials in the Next Discovery Setup Panel.

Background - WMI

Windows Management Instrumentation (WMI) is a set of specifications from Microsoft for
consolidating the management of devices and applications in a network from Windows computing
systems. WMl is installed on all computers with Windows Millennium Edition (Me), Windows 2000,
Windows XP, or Windows Server 2003. It can be downloaded for computers using Windows 98 or
Windows NT 4.0. WMl is the Microsoft implementation of Web Based Enterprise Management
(WBEM), which is built on the Common Information Model (CIM), a computer industry standard for
defining device and application characteristics so that system administrators and management
programs can control devices and applications from multiple manufacturers or sources in the same
way.

NetBIOS
Tick the NetBIOS Clients option, NetBIOS is used to obtain information from Microsoft™ devices.

Background - NetBIOS
NetBIOS (Network Basic Input/Output System) is a program that allows applications on different
computers to communicate within a local area network (LAN). It was created by IBM for its early PC

Network, was adopted by Microsoft, and has since become a de facto industry standard.

SNMP Communities

Enter a list of SNMP (read) Communities separated by space characters.

This is a basic security check to prevent unauthorised access to SNMP MIBs, however the
Communities can be easily 'Sniffed' using a protocol analyser such as Wireshark.

Background Information — SNMP Communities
SNMPv1 and v2c

SNMPv1 and SNMPv2c are very similar SNMP Agent protocols that are used by most currently
deployed network devices. Any device that supports v2c will generally also support v1. The product
uses automatic intelligence to switch from one version to the other as needed.

SNMP v3

SNMP v3 is a secure SNMP Agent protocol. Most currently deployed network devices do not support
SNMPv3. You should never use SNMPv3 device discovery unless you are sure that the network being
discovered does have devices that support v3 and is properly configured. To use v3 you need to
select an Authentication and Privacy (encryption) mode, as well as passwords for each mode.

WMI Credentials
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WMI credentials are supplied when the Network Discovery is set up using the Discover main tab.
They are entered in the Credentials Passwords and Communities Panel.

The WMI credentials are entered in the Enter WMI Credentials section on the right-hand page. The
Credentials may be tested to be correct, by clicking on the Test WMI Domain Password button,
which is recommended.

SNMP Version 3 Credentials

Provide the following SNMP v3 Configuration parameters
e Configuration Name: The name of the group of SNMPv3 Settings.
e User Name: The name of a user.

e Context Name: The optional context name for an access group which defines what parts of
the agents MIB can be accessed by the username.

e Authentication Level: The authentication level used to authenticate the query.

e Authentication Type: The authentication protocol used to authenticate the query.

e Authentication Password: The password used for authentication.

e Privacy Type: The protocol used to encrypt the query. Only DES is supported (not AES).
e Privacy Password: The password used for encryption.

e Treat Password As Key: When ticked the password used for authentication or privacy is
treated as the key.

Background Information — SNMP versions

SNMPv1 and v2c

SNMPv1 and SNMPv2c are very similar SNMP Agent protocols that are used by most currently
deployed network devices. Any device that supports v2c will generally also support v1. The product
uses automatic intelligence to switch from one version to the other as needed.

SNMP v3

SNMP v3 is a secure SNMP Agent protocol. Most currently deployed network devices do not support
SNMPv3. You should never use SNMPv3 device discovery unless you are sure that the network being
discovered does have devices that support v3 and is properly configured. To use v3 you need to
select an Authentication and Privacy (encryption) mode, as well as passwords for each mode.
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Background Information - How is the Discovery Information
stored?

Discovery Engine databases (SQL Database)
SQL Database - contains information obtained by running the Discovery Engine

Structured Query Language (SQL) forms the backbone of most modern database systems - the
Discovery Engine uses an SQL database to store discovery results. SQL databases are 100\% open, so
SQL queries can be run on them. The installation program installs and configures the SQL database
connector to the discovery database.

SQL Database range
The following SQL Databases are used:
e MySQL Database — Codima Software Version 8.00 or later
e MySQL Database or Microsoft Access Database - Codima Software Version 7.60 or earlier
Storage
MySQL - .sql stored in ..\autoMap\data\

Database structure

The Discovery Engine normally relies on a single database for static and network specific data, the
database contains data gathered from the network or processed from it along with all the static
tables such as the vendors’ identifiers.

The database schema is designed to store a detailed representation of a network device across
multiple tables. Such a network device is made of many subcomponents, and the subcomponents
themselves are also stored in many tables. For example, a router is potentially made of a chassis and
some modules, and therefore that router is represented in the database with those subcomponents.

The physical interfaces found on the modules are also subcomponents. The subcomponents of a
device are stored as rows in the database. Within most tables, the Unique Object Identifier (UOID)
uniquely identifies each subcomponent. The UOID is the primary key for most tables. Therefore,
retrieving all the properties for a particular network device requires a Structured Query Language
(SQL) JOIN operation on two or more tables using the UOID.

The UOID for a new row in the database is automatically generated by the application and is
guaranteed to be unique.

Relationships between network subcomponents are achieved using the identifier of one
subcomponent within a row of data corresponding to another subcomponent. This second key
relationship enables an association of one network component with others. In many cases, there are
one-to-many relationships. For example, network interfaces are represented in the
ntxcmib2interface table. The interface index intindex is the link to the interface-specific data tables.

Each device is described into multiple tables, linked by a unique object ID.
Table Naming convention
ntx (c) (mib2) - ¢ = client

ntx (c) (priv) - c = client, priv = private mib
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ntx (c) (proc) - ¢ = client, proc = processed

ntx (c) (set) - c = client, set = setup

ntx (c) (dna) - c = client, dna = dna internal

ntx (a) (ref) - a = admin, ref = reference

ntx (a) (exp) - a = admin, exp = expert interface

There are four table categories:
1. Debug - stored Debug traces: Internal use only.
2. MIB2 - stores raw data collected from mib2 OIDs 1.3.6.1.2.1
3. Vendor - stores vendor data from private enterprise mib OIDs 1.3.6.1.4.1
4

Generic - produced based on mib2 and vendor tables to provide a coherent representation
of each device, including its content, configuration and connectivity.

Tables include:

e ntxccprivcardinfo - This table describes the hardware configuration of the modules of a
chassis:

o UOID

o Module Slot

o Module Type

o Number of Ports

o Software, Hardware and Firmware versions
o Module Serial number

o Part number

e ntxccprivchassis
o UoID
o Serial number
o Type
o Number of slots
o Software, Hardware and Firmware versions
o Dimensions

o Rack (manual input)

e ntxcprivciscocdp - Describes the connectivity between Cisco devices, as given by CDP (Cisco
Discovery Protocol).

e ntxcprivciscohsrp - Describes the HSRP configuration for a Router.
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ntxcdnadiscovery - the list of all the IP addresses found and their process status.

ntxcprocdialup - some routes are not stable in the routing tables. Usually, those routes are
Remote Access lines that are up when a distant user dials into the network.

ntxcprocl2topology - The physical connectivity access Layer 2 Switches.

o This table is computed based on the hardware configuration and the Forwarding
table 1.3.6.1.2.1.17.4.3 of each switch and the vendor-specific topology protocols.

o This table gives the Layer 2 physical topology. Each port of each device is connected
to another port, it covers speed, duplex status, port type, VLAN, Spanning Tree
group etc.

ntxcmib2stg - All the Spanning Tree configuration across all the switch ports.
ntxcprocsubnet -

o Forevery IP addresses of every object, dnaSubnets indicates its interface index and
its subnet.

o For each subnet, dnaSubnets indicates the broadcast address, max and min
IP addresses and theoretical number of addresses.

o The name and description fields are for the user.

o InRouterlp is the address of the last router to cross to reach subnet when coming
from the Toolbox server.

o DateFound indicates the first time an address IP on this subnet was identified.
o ArpDate indicates if/when the subnet ‘s ARP table was queried.

ntxcprivvlan - table of all the VLANs

ntxcmib2arp -This table contains all the devices, both IP and MAC address, that have been
heard within the last 5 minutes by that interface.

ntxcmib2fdbinterface - Forwarding Interface Table: each IP address where any data can be
sent to, through this Interface.

ntxamib2InterfaceTypes - Used with the mib2interfacetypes to identify the type of the
interface: Ethernet, ISDN, etc

ntxcmib2Interface - A description of the interface, sometimes giving the slot and port.

ntxcmib2lpinterface - The IP address and mask of the interfaces with an IP address.

ntxcmib2mactofdbint - Matches each MAC address with an interface index.
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e ntxcmib2Routing - This table is a copy of the Routing Table 1.3.6.1.2.1.4.21 of the object
identified by the UOID.

o To reach Subnet with Mask, the next router’s address is Nexthop

o Metricis the distance in hops (routers) to the destination Subnet. >

o Metric2, Metric3 and Metric4 are not used by RIP, only OSPF.

o Protocol is the source of the route (RIP, OSPF...)

o Type indicates if the route is static or dynamically learnt.

o Age indicates how long that route has been learnt or configured by the router.

e ntxcmib2sys - This table stores all the mib2 System 1.3.6.1.2.1.1 data: location, type, name
etc.

e ntxcprocnetworkobject - The NetworkObject table is the reference table as it includes all the
devices discovered and created. A Unique Object IDentifier identifies each device (object) by
combining hostname, sysObjectld and IP address, and is used in all object-related tables.

The PrimarylPAddress is the original address found for this object.

The ObjectType value corresponds to the ntxarefobjectType table and identify router, switch,
workstation, etc

The PublicCommunity and PrivateCommunity are the SNMP ReadOnly and ReadWrite communities.
Hostname is the sysName 1.3.6.1.2.1.1.5

VendorID is an index into the ntxarefianavendor table to identify the vendor of the device.
ProductID is an index into the ntxarefsysObjectVendor table to identify the type/model, based on
the sysObjectID 1.3.6.1.2.1.1.2.

CreationDate is the first time this object was discovered.

LastUpdated is the last time this object was seen.

ProblemFlag and DeleteFlag are for future use.

e ntxprivsynoptics topology - The Layer 2 topology given by the SynOptics devices.

e ntxarefianaVendor - The IANA is an official IEEE body in charge, among other things, to
assign a Mib OID to each vendor where to put their private Mib. In the Mib tree,
private/enterprise mibs are positioned in 1.3.6.1.4.1. The following number is vendor
specific and corresponds to the VendorID index. For example, 9 for Cisco and the Cisco
private mib will be found at 1.3.6.1.4.1.9.

e ntxarefmib2interfacetypes - When querying the type of each interface via the Mib2
mib2iftyp OID, a value is returned. The mib2interfacetypes translates that value into its real
meaning: Ethernet, ISDN etc.

o ntxarefs5ChassisType - This table includes all the Chassis types found in the s5Top topology

derived from the SynOptics / Bay Networks topology protocol. S5Top encompasses the
devices from those vendors since 1994.
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e ntxarefsysObject - In the Mib2/system table, the sysObjectID describes the type of the
device. The value is 1.3.6.1.4.1.X.Y.Z where X is the vendor and Y and possibly Z the model of
the device.

Polling
The Discovery Engine polls the SQL databases every second.
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INVENTORY Feature

Introduction to Inventory

The Inventory feature provided in all Toolbox products, enables deep exploration of the MySQL
asset Database using a consistent and compact interface. It primarily uses the Database created by
a network discovery but the easy-to-use ITIL function allows additional details to be added including
adding extra devices. It is cross integrated with the Toolbox web map. The Inventory GUI is very
compact with no complex menu drill downs. A layered tabbed structure automatically organises
Asset views.

Loading an Inventory

The information that can be found in the Inventory is received from a Network Discovery, so in
order to use this feature you must first complete a Discovery of the Network. For help on this see a
previous chapter titled DISCOVERY Feature.

Once a Discovery has been performed no additional configuration is required to use the Inventory

feature

The first step is to navigate to the Inventory panel found in the top left corner of the Toobox GUI

Toolbox

BE’ Dashboards T@ Inventory x' Maps

In order to view the information the Discovery uncovered you must load a discovery from the side
panel, marked below in yellow (The side panel may be hidden requiring you to click the Select
Discovery and more tab on the far left side of the screen to view it).

EI% Dashboards '-"c Inventory x- Maps o Discover

E3 Hide Options

Load a Discovery from this
Server

—
=}_:) Load a Discovery

Enterprise Views

E’n Load an Enterprise View

X | Show Probes

Examine Status and View Probes

A window will now appear where you may choose which Discovery you would like to view, do this by
clicking on it.
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After selecting a previously saved Discovery, you will be greeted with an Inventory Explorer Report
as seen below. This report is titled Device Basics and lists all discovered devices along with details of
each device.

= Inventory = "MyNewSite03nov2020" seq=5 2021-07-06 12:48:22
l Servers v Metwork Infrastructure =. Wincowsgn) | LD Commercis ‘:;' SW & Security Eﬁ Servica Dates

Cancel Analyse = % * Updats Add Save ! View m
| V) R | B s bevcss| B0 | dece| BB rugon| B | pugors

Device Basics -]
0 uoiD STA Staty Type Device Type Host P Veendor Product Location MAG Domain Gomputer Model
[ uooooz A Active Printer HPEECO6S home 192168162 HewlettPackard hp.LaserJetM1522nf
[ uoooes A Active 1 ) Workstation USER-PG 192.1684.200  Unknown Netbios Device 00:50:86:1C:94:2E
O] ueccs A A Moasse108 19218811
O uews A Active ] ) Workstation OWNER-PC 1821681226 Dellinc. Netbios Device 0025:64:01:20:15
[0 uoeou A Active ] } Workstation JAPAN-DEMO-2020  10.25.3.30 Dell Inc. Windows W A$:1F72:53:40:20 WORKGROUP OptiPlex 3010
[ uosezz A Active Printer HPDISFEC 1921881247 | HewlettPackard hpLaserdet 152201 WENTIDIEFAC
O uscozs A Active = 1P Address 10253118 10.25.3.18 Unknown 1P Address
O useoso A Active 1 ) Workstation SPECBOX2020 182.188.1 84 Unknown Methios Device 1C.BF CEED.26.81
[0 uoooss A Active s L3 Switch pear! 10253 111 Cisco Systems catalyst3B5024PWR 00-DE 83:45:85.81
m A Active [+ ] L3 Switch cam 10283112 Glsco Sysiems calalysi3B5024PWR | land green ginger 00-0:83:45:88.81
O uoooss A Active L3 Switeh ayster 10.253.13 Glaco Systems calalyst385024PWR  |land of green ginger  D0-0F-F7-44:38:81
[] uoooss A ctive ] ) Workstation DWEMOS0505 1025355 Unknown Netbios Device ©8:1F:65:23.DE:76
[0 uoooss A Active 1 ) Workstation DESKTOP-{FCOGJN  192.168.1.235  DelInc. Netbios Device 00:25:64BE:05:42
[0 ueooot A Active

Navigating Inventory Tabs
There are two sets of Tabs in Inventory (Major and Minor tabs). These are used to select the type of
report you are looking for; examples can be found below.

All Devices Tab

™ . l 1] AA : |ro\| ) !? ¥
All Devices Servers Network Infrastructure W windows(WMI) .. Commercial U sw s securty “ Service Dates

- 7 )
Overview : Interfaces =€ Drives ‘ﬁl) Software w Components

This is a general overview of all devices in the Inventory Database.

Servers Tab

HE AA o F
ﬁ All Devices 0 Network Infrastructure || [l Windows(wi) " Commercial 'ﬁl) sw & security | EcfR Service Dates

— ] P
Devices : Interfaces ¢ Drives &P Software

This tab filters devices that identified as Device Type equals Server.
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Network Infrastructure Tab

| | | AA 7 F: e
m All Devices l Servers Network Infrastructure [ ] Windows(WMI) ~.. Commercial I-\r?,-l SW & Security it “ Service Dates

w Components : Interfaces

This tab lists devices identified as routers or switches.

Windows Tab
ATA |fr:\'| E‘!
All Devices Servers Network Infrastructure Windows(WMI) ~. Commercial '\_J_,' SW & Security .2 “ Service Dates

-
(Ul =@ Disk . venoy - Monitor Q Printer

This shows a list of devices that are Windows based and support WMI (windows management
instrumentation). WMI supports a large range of device metrics that can be seen in the Drill Down
Reports.

Commercial Tab
| [ | A A N E-q
E All Devices l Servers v Network Infrastructure . Windows(WMI) "_!_" Commercial '-\‘;le SW & Security “

o
=|= Asset Commercial @) Asset Value [-.2‘ Support Details

Service Dates

This tab focuses on Product Value, Depreciation and Support information and contact addresses.

Software and Security Tab
T . =
ﬁ All Devices l Servers .0. Network Infrastructure . Windows(WMI) A_A Commercial @ SW & Security ““ Service Dates
@ Software * Anti-Virus 'r:,f‘ Hot Fixes

The tab analyses installed software, anti-virus and its state plus Hot Fixes installed (patches).

Service Dates
| [ | ATA ) E‘F
All Devices Servers Network Infrastructure [ | Windows(WMI) - Commercial v\g,- SW & Security Service Dates

Service Summary Eﬁ EOS End of Support Fﬁ EOL End of Life Fﬁ EOW End of Warranty Eﬁ End of Sales Fﬁ End of Lease

This tab summarises EQOS, EOL, Warranty details, End of Sale, and Lease Details.

The Minor tabs under Service Dates filter devices that are for example outside their warranty or End
of Life. The Update Devices feature can be used to set each metric such as warranty or end of life in
conjunction with the Filters feature. For example, filter all devices of type Cisco Model 4508, and
then set EOS, EOL etc in one simple Update operation. For a more in depth guide on this, see the
next section.
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Using Toolbox as an ITIL Product

Toolbox shows an extensive list of device details harvested from the Discovery Engine using SNMP
and from Windows products using WMI. The ITIL aspect of the product enables the user to add some
extra details, such as detailed Location, Commercial details or modify the details from the Discovery
Engine.

The Inventory system uses the Discovery Engine to populate the device database. Very many fields
are setup automatically by the Discovery Engine, but fields such as detailed Location, Suppliers,
Monetary Values, Warranties, and device state like Scrapped or In Storage cannot be set
automatically. They need to be setup by the user, to do this see the guide below:

Updating Device Information
1. Firstly, you must navigate to the inventory tab and load a Discovery to see a list of
discovered devices. You may also choose to use the filter option to narrow down the list to
specific devices.
2. Next tick all the devices you wish to update. You may only want to update one device, but
you have the option to update as many devices as you want all at once.

Device Basics

D uoib STA Status Type a Device Type Host 1P Vendor
U00040 A Active ! Workstation SPECBOX2020 192.168.1.94 Unknown
u00oos ‘ Active . Workstation OWNER-PC 192.168.1.226 Dell Inc.

00065 A Active . Workstation DESKTOP-1FCOGJN |192.168.1.235 Dell Inc.

U00003 A Active !’ Workstation USER-PC 192.168.1.209 Unknown

D A Active ! Workstation JAPAN-DEMO-2020 10.25.3.30 Dell Inc.

D A Active ! Workstation DWEMO50505 10.25.3.55 Unknown

D A Active \ Printer HPGEC065.home 192.168.1.62 Hewlett-Packard
[:l A Active Printer HPD35F6C 192.168.1.247 Hewlett-Packard
D A Active L3 Switch clam 10.25.3.112 Cisco Systems
D U00046 A Active E! L3 Switch pearl 10.25.3.111 Cisco Systems
D U00048 A Active L3 Switch oyster 10.25.3.113 Cisco Systems
] uoooz4 A Active im IP Address 10.25.3.118 10.25.3.118 Unknown

[J usooot A Active

D Uoo0ooe r Active VMG3925-B10B 192.168.1.1

3. Click on the Update Devices option to edit their information

. 1] ATA o) i
All Devices Servers Network Infrastructure || [l Windows(WMI) 2 commercial P sw & security 1k service Dates
m T intertaces 50 oives || @ sonware s Compenents

Cancel v Analyse If“ % * Update Add Save View
Filter ! il Settings Groups 5 ! r
Filter X orid | U= a i Devices © | Device % Report % | Reports i
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4. A new window will appear, with fields that you can update manually. Remember that
updates will only be registered if the Check box next to the field is ticked and Update Device
Details button is clicked at the bottom of the window.

?@‘ Tick Fields that you want to be Updated

Summary
voID:
Status: @ O[Acive
Type: [ |

Vendor:

B
o
Oooooao

Product:
Location: Q
MAC: a
Serial #: = O
f Location
Campus: ' Grésvlk
Building: g A
Branch Office: gy []
Floor: 2
m O

Office: i
Equipment Rack: E (]

Position in Rack: Al O
z

A% commercial
QOrder Number: [

Supplier: ]
Purchase Price: ; O
Purchase Date: me (] dd/mm/yyyy 00:00 D]
Depreciation Model: | [ Syaight Lino |
Residual Value: =] O
Scrap Value: ; O
Lease Supplier: E

Adding New Devices

3 Maintenance Dates

EOS End of Support: ﬂ O dd/mm/yyyy 00:00 DI
EOL End of Life: = O da/mm/yyyy 00:00 DI
End of Sale; wm [[ad/mm/yyyy 00:00 a|
Warranty Expires: m Ofcd/mmiyyyy DI
EndofLease: = [ aa/mm/yyyy 00:00 a|

" Engineering

Engineer Notes: G [m] l
Support Contact: % [} ]
Vendor Support: O l

?i- Custom Fields
Power Rail: ‘é" O ‘

Update Device Details

You may wish to add a new device to your Inventory since it was not discovered automatically, this
could be because the device was in storage or offline during the discovery. To do this complete the

following steps:

1. Click on the Add Device option

® i Devices . Servers ¢ Network Infrastructure W Windows(WhI)
m T ivtetaces | B@y Dives | D somware | W Gomponents

Y cancel | Analyse
Fiter Filter X Grid @

Commerciai fy SW & Security n‘i Service Dates
Update —_— Add ? Save ! View m
Devices | =00 | Device + Report + | Reports B

2. A new window will appear where you can input all the relevant information for the device in

question.
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F!»._F Add a New Device

Summary A% Commercial # Engineering
ol Order Number: Engineer Notes: [
suts: @ (Acve ] )
o Supplier: | Support Contact: g4
Type: |

Vendor Suppart:
Host: g -

| Purchase Price: g -
"9 J Purchase Date: e |qaimmiyyyy 0000 0 if,,.&:l..s.m,m Fields
Vendor S
oo & | Depreeiator |, | Straignt Line ] Device UOID to be assigned lo this Device  U0002
raduc :
ocation =
ac v | Scrap Value: gg
a ‘ Lease Supplier:
Serial #: pm | )
* N R Maintenance Dates
Location

EOS End of SUpport: s | get/mmiyyyy 00:00
Campus: g g | ddimmiyyyy 00:0

Bullding: gy EOLENd of Life: = [da/mmyyyy 00:00

Branch Office: gy End of Sale: g | gt/mm/yyyy 00:0C

Floor: Warranty Expires: mm | gd/mm/yyyy 00:00

ooooo

Office: End of Lease: mm | ga/mm/yyyy 00-00

L]
Equipment Rack:

Position In Rack: 4|
H

3. Once done adding the relevant information make sure to click the Add New Device button
at the bottom of the window to save the device.

Tip: For multiple devices with most details the same for example Product Type, Supplier, Commercial
Values, then its quicker to only add UNIQUE information during the Add Device stage. When all
devices have been added, select them all in the Main Grid (or use a Filter to find them) then click
Update Devices to set all the Common Details in one operation.

Adding Custom Fields (User Updateable Fields)

Toolbox supplies a large range of predefined fields such as Location, Commercial and Maintenance.
In addition to these, there are up to 30 Custom Fields allowed. These Custom Fields can be updated
by the user (User Updateable Fields). These extra fields behave in the same way as other built in
standard fields with no restrictions meaning they are used in Filters, in Analytics, and Summary
features. New fields are added in one click, then the attributes of the user field can be set up.

To access the setting for Custom Fields:
1. Click the Settings option in the Inventory GUI

Settings %

Ve

2. Click Edit Fields

E}_{ Edit User Custom Fields | Edit Fields

3. Then click Add New Custom Field

@ Add New Custom Field

4. Now you may change the icon, description, format, and category of the Custom Field to suit

your needs.
Edit Discovery Custom Fields x
% Add New Custom Field
Custom Field #1 Change Icon Description: | ***Enter Description Here*** ]
Format: Text ‘ Category: | Custom Fields ]

Save Custom Field

Note: As with other products, changing the details for a slot, need to be done with care, so as
not invalidate existing usage of that slot. Minor changes are not typically a problem, such as
changing the spelling or the Icon.
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Analysing and summarising the information database

This feature is launched by clicking on main GUI interface Analyse Grid as below:

Cancel w Analyse = '{"‘
Filter ! 1} Settings ¢ Groups
Filter X crid | U= . ~ g

The following interface appears in a Popup window. Click on Select Summarize Option to configure
what information to display.

Analyse Parent Grid Content
| !l’ Analyse Grid - Device Basics

Z Select Summarise Option Summarise 2 Stage@

Please Select a Summarise Option Y,

The next action is to select a Summarise type from the Menu. Note the contents of the Menu follow
the field columns in the Parent Grid. In the case below, the Field list follows the Device Basics grid
contents.

E Analyse Grid - Device Basics
z Select Summarise Option Sum
Select how to Summarise the Grid
GENERAL
D status

r Device Type
‘-i Vendor

Product
LOCATION

Q Location

' Campus

H Building

] Branch Office
Floor

8 office

=] Equipment Rack
Note Fields are separated into functional groups General and Location in this case.
To create an analysis simply click on one of the options, such as vendor then you will be presented
with a graph, like this:
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Device Basics By Vendor

Unknown

Hewlett-Packard

LY

Dell Inc. Cisco Systems

By hovering over one of the sections you will be presented with the value that section represents.
You may also export the graph into several different formats including PDF by clicking on the menu
icon marked above in yellow.

The values selector allows a choice between counts and % values for this Parent Grid Analysis type
(other options are available for Sales type grids).

]
% Select Graph Type %: Max Top N Entries

Select Walus

Count

vice Basics

You are not limited to using Pie Charts, by clicking Select Graph Type you will be presented will
several alternatives.

] —
% Select Graph Type %: Max Top N Entr

Select Graph Type b 4
Tabular Analysis

= Table
Pie Charts

E Pie
@ pie 3D

[ Half Donut
Bar Charts

E Bar
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Tabular Analyses using Grids can also be created to show results in columns with multiple values for
some Fields like Sales Values. Grids also allow numeric CSV (Excel) output plus all Grid Export
formats. The Grids allow Sort, Search and Column Entries selection. The grids can also be resized per
column and the whole grid in the dynamic Toolbox GUI. See below:

Analyse Farent Grid Content %
s Analyse Grid - Device Basics
1—
) M per—e— © PN I - '8 1= ez

Device Basics -]

Select Graph Type
Tile & Count

Brocae Communication Systems, Inc. (previous was Foundry Networks, Inc.)

cisco

Cisco Systems

Dell Inc.

Grandstream

Hewleti-Packard 3

Microsoft

Standard|Gridicontrols;.forksearch;print;

Rmr«/ export; andicolumnichooser,
Unknown

A ¢ B ¢ Byet O View 1-100f 10

The grid output format allows further analysis plus the ability to Export the results to Excel for
example, or other user defined processing.
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Scenarios

Toolbox presents several standard situations with tips to simplify updating the Database.

Service Dates for a particular Device Type

First click the Filter Icon to setup a match for the target Device Type if there are many devices,
alternatively, if there are just a few devices that can be located in the Main Grid easily, one can just
tick those devices without filtering first.

Note the Service Dates tab main tab and Service Summary minor tab have been selected to review
existing details, as a convenience.

mm —,\ =
E All Devices ‘ Servers w Network Infrastructure || [N Windows () L commercial || G swa secuny i
i EOSEndofSuppont | Sgg EOLEndofLife || g EOWEnd of Warrarty || Sy Erdof Sales || g Endof Leass T
) Fincel - Analyse F‘] ) % * Update Add Save ! View
Filt T Sett G
Hher Filter [ 4 Grid ) eting= | raups Devices % Device ﬁ Report = | Repo
Service Summary
0 | ueo Status Type Device Type Host I® Enginesr Notes
(] Ative a Router xfrouter
= Active (= | L3 Switch pearl
Ative » | L3 Switch clam
Active (» | L3 Switch ayster
Active (» | L3 Swiitch =qu
Astive [+ | L3 Switch starfish
Active (= | L3 Switch HP net Algha
O u 4 Artive - Switch ironbax 10258

The Popup appears as below. Here we have chosen to update the devices with EOS, EOL and End of
Sale, as they are all the same device model.

Updazte Selected Device Details

Selected Devices - U0000S. UD000S, UKDO10, UDDD44, U00D12, UDDO12

E Tick Fields that you want to be Updated

UpdateitheseiDevices

Selithese;SernvicelDates

Summary intence Dates
uoID: 9, ;i
Status: en [ - == W|os/08/2021 00:00 =]
@ OFe ) "G
EOL End of Life: ™y a0
Type: [ | % 02| 03/08/2022 00:00 =]
Host: o ()] | End of Sale: — [3(0a/12/1017 00:00 [=]
P ° |:|| | Warranty Expires: = |:||dd.fmm.f-,,--,,-';,-',- 00-00 U|
Vendor: = [ | End of Lease: = |:||dd.fmm.*}-}-';;}- 00:00 D|
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Set Commercial Details for One or more Devices.

Decide how to select the devices that are to have Commercial details updated. Selecting the
Commercial Tab is useful to update existing commercial details. Manually, select one or more
devices, or setup a Filter to show the devices to update in the Main Grid. For a single update simply
clickonthe UOID _____ link and edit under User Updates tab.

AN Commercial
Order Number: |199F_;1D-:|1 |

Supplier: | Parts Co

Purchase Price: o |199£_ |
-n"-

Purchase Date:

(| 03102/2017 00:00 u]
Depreciation Model: ||. |:||Strai-gh:Line v|
Residual Value: ! |4III-:| |
Scrap Value: ! |3|II |

Lease Supplier: |:||

In this example we are updating commercial values and the supplier and order number.

Set Location Information for One or more Devices.

Decide how to select the devices that are to have location details updated. Either manually select
one or more devices, or setup a Filter to show the devices to update in the Main Grid. For a single
update simply click on the UOID ___ link and edit under User Updates tab.

# Location
Campus: ’ |UK

Building: £ |Pear| House
Branch Office:

|
|
| Hu |
Floor: | |3rd |
|
|
|

Office: g [ Coms Room

Equipment Rack: E |LHS[‘]

Position in Rack: Al |t:nttor‘1 )
z L

In this example we are updating all Location Details, probably for a single device as the Equipment
Rack and position are specified.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



81

Calculate the Router and Switch Commercial Values in a particular Building
First set up a Filter to match the Device Types and the Building name match.

UoID:
Status:

Type:
Device Type:

Host:

P

Vendor:
Product:
Location:

MAC:

Serial #:

Order Number:
Supplier:
Purchase Price:
Purchase Date:
Depreciation Model:
Residual Value:
Scrap Value:
Lease Supplier:
Campus:
Building:
Branch Office:

Y setup Filter - Lines are ANDed

| no match this line

v,

[ no match this line

v |‘j Active ~

| no mateh this line

v

Matchiroutern @Riswiteh

| REGEX (supert featurs)

v | | router|switch

| no mateh this line

v|l

| no match this line

v|°

[ no match this line

v|g

| no match this line

v]

| no mateh this line

V|¢-

| no mateh this line

v|‘

[ ne match this line

V|E

| no match this line

v]

| no mateh this line

v]

| no mateh this line

v g2
B

[ ne mateh this line

~ |§| dd/mm/yyyy 00:00

=]

| no match this line

v]

]|, [ Straight Line

| no match this line

v|!

| no mateh this line

v g2
B

| no match this line

v]

[ no match this line

v|'

MatchiBuilding

| Contains

Vg |Pearl House

| no mateh this line

v|H

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD

Copyright ©2003-2021 Codima Inc (Europe) Ltd. All Rights Reserved.




82

Next click on the Analyse Grid main icon, to launch the Analyse Grid Popup as below, note Filter
settings are carried through and used in the Summarise operation.

Analyse =

ord | A

Analyse Parent Grid Content
!IE Analyse Grid - Service Summary - Filter
l—
Z Select Summarise Option p Select Vslug Purchaze Price W | % Select Graph Type %: Max Top N Entries

Select how to Summarise the Grid x
g’ %Uﬁi‘ GENERAL
Please Select a Sumn:luér?éne O O satis 2 SUMMELS [y e
T Device Type - Device Type(fon
e | L3 Switch & endar example}
L S 2 Product
L3 Switch LOCATION
B L3 Switch ¥ Location
L3 Switch  J Campus
L3 Switch B suilding
ﬂ L3 Switch B 5ranch office
& switch =/ Floor {amagad by power b
B ofiice

E Equipment Rack

Next click on the Select Summarise button, here we have chosen Device Type to summarise. A pie
chart appears, to see the values directly, swap to Table display format by clicking on the Select
Graph button.

Anzlyse Parent Grid Content

@ Analyse Grid - Asset Commercial - Filter Device Type REGEX (expert feature) router|switch

Z p SgeatVaue[Count W % Select Graph Type éE Mac Top N Entries (10w |
Asset Commercial -]
Title & Count Purchase Price Residusl Valus Scrap Value
L3 Switch 7 14850 400 =
Router 2 B0 D 30
Switch 2 170 20 10

This Grid may be exported, columns removed, printed, sorted and filtered as it is a normal Toolbox
Grid.
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Using Inventory Groups

The system supports an unlimited number of Groups, and a device can be in multiple Groups (100s).
Groups are created by the user. These groups are specific to Inventory and are separate from the
product Groups used in Netflow etc.

The Groups feature is accessed by clicking on the icon below:

Groups *

The main Groups Control dialgg appears as below:

X
* Select Group‘ « A *O View All Groups
*.F Add New Group | ausnewcon <um B T
*'*O Add Selected Devices to Current Group oo < C F
Main Grid Devices:- ~ Selected Devices - U00003 « D
-')!( Delete Ticked Rows in the Grid below from the Group | pelete Ticked Rows 4— E
A. Select a Group.
B. Create a New Group
C. Add devices to the selected group.
D. Devices that have been ticked in the Main Grid.
E. Open a Grid and select devices to remove from the selected Group.
F. View all the Groups that have been setup.
Viewing the Groups
Click on the View All Groups button to see the currently setup Groups as below:
Wiew Invertory Explorer Groops x
“5 View all Groups
Click on Row to Edit Group Q
Title & Type Colou Description Class #

A - Devices missing 2 * STATIC
Devices Yalued at $500 ‘& STATIC

Gigabit Links in Zone STATIC

E326% Devices mizsing key A7
ABZT4 High “alue Buipment

AEBBT ey High Speed Links in Zone C

any

any
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Adding a New Group

Click on the Add New Group button to add a new Group where you have to input a Group Title,

optionally you may also change the Group Icon, change the Group’s colour, as well as adding a
description.

Add a New Inventory Group X

*.1: Add a New Group

Group Title: || |

#' Change Icon \t\ #* Change Color Il Hex Code

Description:

Add Group

Adding Devices to a Group

In the main report grid tick the devices that are to be added to the Group. Use Filters to
automatically select devices to be added.

Now click on the Group Icon.

Groups *

First select a Group in the main Group dialog. Next click on the Add Devices button.

Confirm 8dd Devices to the Group b4

£

Zelected Devices - HP-NX9420, CODIMA-1S6D3CTYE, FIRST-AS0085206,
UZER-PC, routecentral

Add Dewices to Group

The dialog lists the devices to be added. Click on the Add Devices to Group button to complete the
operation.
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Removing Devices from a Group
To remove devices from a Group first select a Group using the Select Group drop down menu at the
top of the Groups dialog so that grid appears showing current Group members.

*{( Delete Ticked Rows in the Grid below from the Group ' caicte Tised Rons

Devices Currently in the Selcted Group - Tick Row and Click on Delete to Remove Rows -]
(M1ul]e} State Froups Host IF AL Type Froduct
UO0009 Serapped #0340 PJF mianual 10252116 123456730abg L3 Switch catalyst356024F S

Tick Device rows that are to be removed from the Group. Click on the Delete Ticked Rows to confirm
deletion of the devices from the Group.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



86

Inventory Explorer Reports

Inventory Explorer Reports are accessed by clicking on one of the icons below.

Click Reports to see the inventory explorer report list and click Save Report to add a new inventory
explorer report to the library.

Sawe Feport !_I_ Report= m

Viewing Reports

Wiew Invertory Explorer Repaorts

m Explorer Reports Library

Click on Row to Load Library Report

Title = Group Date Tab Filter Fitter Description Delet

Py Suiteh kit 2020-05-1¢ (Type LIKE "“suitch®)  find suitches %

cisen 2020-05-1: Quiendor LIKE *Eeisea ) x

To view a Report simply click on a Report Row in the Grid.

Adding Reports

Create a Library Report »®

Bl Add Report to Library

Libary Report Title: | Classification (eptional):

Select Custom Image lcon for this Library Inventory Filier
Change ko @ De=scription {(optional):
|_)| j

Cregte Mew Libray Report

New Reports can be created by clicking on the Save Report icon. Details can be filled in as above. The
Report Title is required; the other options to associate an Icon, a Classification and Description are

optional but recommended.

A new Report would typically be created after Filtering an existing main grid report, for example to
Filter on location, Asset Value etc.
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Drill Down Inventory Explorer Reports

From the Main Grid the Device Identifier (U00099 format) can be seen underlined. Click on the link
to see the Device Drill Down Inventory Explorer Report (Marked below in yellow):

Device Basics

D UoIiD STA Status Type Device Type Host
[] uoooo2 A Active . Printer HPBEC065.home
[0 uoooos My Active | ] Workstation USER-PC

The report is controlled by a set of Tabs: Per Device Discovery Overview, User Update, Interfaces, Hot
Fixes, Drill Down Processes, Drill Down Services.

See details on each Tab below.

Per Device Discovery Overview Tab

Summary
UoID: %, uoooos
Status: ) Active
Type: ‘Workstation
Host: & WIN10-TEST2
1P: @ 1025285
Vendor: & Dell Inc.
Product: s windows w1
MAC: | 0DED4C.36.D7B3
Serial # [} _CN7443131N2BE3.

* Group Membership

Domain
DNS Host Name: Win10-test2
Domain: WORKGROQUP

Domain Role: 0
Part Of Domain: 0

b System
Domain: WORKGROUP
Base Board Manufacturer: DellInc.
Base Board Product: 0PU052
Base Board Serial #: ..CNT442131N26E3.
Base Board Status: OK
Computer Model: OptiPlex 755
Computer Owner: ‘Windows User
User Name: 'WIN10-TEST2\Codima_w10_B

‘-?:ii-‘ System Software

0OSName: Microsoft Windows 10 Pro

OS Serial: 00330-80000-00000-AAT69

0S Language: 1033

BiosSerial: 5CONK3J

BiosName: W Phoenix ROM BIOS PLUS Version 110 A11
BiosManufacturer: Dell Inc

BiosVersion: DELL- 15

- Processor
Name: Intel(R) Core(TM)2 Duo CPU EB550 @ 2 33GHz
Description: Intel64 Family 6 Model 15 Stepping 11
Manufacturer: Genuinelntel

u Memory
Capacity: 1.073742G
Device Locator: W DIMM_1
Data Width: &4
Speed: 687
Part Number: M3 72T2053EZ3-CEG
Form Factor: 2
Total Width: 64
Manufacturer: & CE00000000000000
Capacity: 1.073742G
Device Locator: |l DIMM_3
Data Width: &4
Speed: 687
Part Number: M3 78T2953EZ3-CE6
Form Factor: 2
Total Width: 64
Manufacturer: &§ CE00DD000000D0D0O
Capacity: 1.073742G
Device Locator: |l DIMM_2
Data Width: &4

Q. Printer
Caption: & OneNote for Windows 10
Driver: Microsoft Software Printer Driver
Port: Microsoft. Office.OneNote_16001.12827.20132.0_x64__|
1-5-21-4032465025-3294813695-2778034573-1003
Resaloution: 2
Vertical
Resolution:
Caption: & Microsoft XPS Document Writer
Driver: Microsoft XPS Document Writer v4
Port: PORTPROMPT:

300

Horizontal
Resoloution: 600

Vertical .
Resolution: 500

Caption: & Microsoft Frint to PDF
Driver: Microsoft Print To PDF
Port: PORTPROMPT:

Horizontal _
Resoloution: °"°

Vertical .
Resolution: 500

Caption: & HPD35FGC (HP OfficeJet Fro 8710)
Driver: HP OfficeJet Pro 8710 PCL-3
Port: WSD-beBf9608-07a7-4e0a-a436-aa8459201814.003d

Horizontal _
Resoloution: °U°

Vertical -
Resolution: 600

Caption: & HP ENVY 5000 series [EC0G5]
Driver: HP ENVY 5000 series PCL-3
Port: WSD-e36¢f83f-70a2-4c7c-b30a-2e3662a3ebc

Horizontal 500
Resoloution:

Ye‘r_tical 500

This report provides a detailed analysis of the selected device found during the Discovery process. A
device that supports WMI provides a more extensive report.
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User Updates Tab Analysis

Summary
UOoID:

sus: gy ([ )

Type: (0 [workstation

Host o (JJ[wIN1DTESTZ

P @ O[n25365

Vendor: g ([ DellInc

Product: O [windows wni
Location: Q \:I‘
MAC: @ O|[onE0:4c2607:83
Serial % wm (1) CN7443131N26E3
* Location
Campus: [ ]

Building: B O[Pear House

Branch Office: gy ([ul

Floor. O[3

Office: gy ([ Server Room

Equipment Rack: 1 (] [standaions

Position in Rack: s O]
a1 O

Wi overvien [l FRUECIISRO S e | ) Sowars || 0 HotFies || W Ansvins || B Processes | & Sevices

A® commercial

= S—

f Engineering

Engineer Notes: B (J[Removed Avast on 11jui2020

Supplier: D[ computer Recyclers

| Support Contact: gy 7]

Purchase Price: gg |j
Purchase Date: 2, |j
Depreciation Model: | [)[siigniline |
Residual Value: = |j
Scrapvale: gg o ]

Lease Supplier: (]|

% Maintence Dates

EOS End of Support: = (| garmmivrrs o
nd of Support: == ([ adrmmiyyyy 00:00 =]

EOL End of Life: = (O darmm/yyyy 00:00

m]
Endofsale: = (J[p1/p1/2012 00:00 B
Warranty Expires: — (7 ga/mm/yyyy 00:00 0

End of Lease: = (][ ga/mm/yyyy 00:00

Vendor Support: [

@ Custom Fields

This tab shows User Updates that have been added using the Update features.

Details can also be amended from this screen by ticking the fields tick box(s), then clicking on the

Save Ticked Details button for one or more updates to this device’s database record.

Interfaces Tab

Interface State

O voin

0O vames 1 .

El

Descriptio

n Spesd MAC

Peer P PeerDescrgtion | Peer Spesd Peer MAC

FasEhemsil’d

Q00F F7-A4:98:53 VLANDDDT

Pasr VLAN

P & 8 EEpem View 11081

This tab gives details of the Interfaces present on the drill down device. Both ends of the link are
shown in the grid including, IP, MAC, speed, device details. The Grid can be Filtered and Sorted as
with other Grids, the columns and the grid itself are fully dynamic, and can be dragged bigger or
smaller.

There are a large number of possible fields available for this grid, these can be added or removed by
clicking on the column picker icon as below.

Interface State
D uoIo nt ID Description Speed MAC VLAN Peer IF Peer IP Peer Host Peer UCID ear | Peer Description
|:\ 00008 1 GigabitEthemetDD | 10 00-1FBE:FC:T1:D0 4 1025.3.115 souid uooo11 4 FastEthematli4 1
. Select columns ®
[) |upooos 2 GigabitEthemet/1 | 10 00:1F-DE:FC:T1:D1
O |uoos B EatEemett G0meEEn TS 15 items selected Remove all Add all
- 1 uon = | Tvp
O ubooos F) FastEthemet2i} ype i DEFAULT_WLAN ]
T IntiD - | Status +
) |uDooos FastEthemet2/1 FastEthemats 1
[ uome st % Description — | Admin status + e
O ubooos [ Null 4204067205 1 Speed = | st +
T MAC —| cam +
D B o Expert @O T wLAN — | PortMLTID +
— | Span Tree Groot +
/ * Peer P — | VAN trunk +
+ Peer Host — | STGStatus +
RemovelColumn
1 Peer UOID — | PeersSiot +
1 PesrIF Peer ard +
Add Columnito = - fon = | PeerStstus +
Grid 1 Pesr Spesd = | PeerAdmin Status +
T Peer MAC = | PeersTGroot +
1 PeerVLAN = | PeersTGStaus +
Ok Cancel
#

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



Hot Fixes Tab
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W anivius || 9GP Processes | 99 Services

B overview # UserUpdzies | 7 imesces || 05 Sofwere
Hot Fixes [-]
O uoiD Host Name Primary IP Address Device Type Hot Fix ID Description instalied By Instalied Date
O 4 10.25.3.82 Workstation KB2B40607 Update User-PCladministrator | 5142015 =
O 10.25.3.32 Workstation KE2B40606 Update User-PCladministrator | 5142015
(] 10.25.3.32 Workstation KE2B41134 Update User-PCladministrator | 5142015
(] 10.25.3.82 Workststion KE2670838 Update User-PCladministrator | 5142015
(] 10.25.3.82 Workststion KEEST1033 Update User-PCilser
(] 10.25.3.82 Workststion KE2470043 Security Update User-PCilser
(] 10.25.3.82 Workstation KB2481653 Security Update User-PCilser 512312017
(] 10.25.3.82 Workstation KB2506014 Update User-PCilser 512312017
(] 10.253.32 Workstation KB2506212 Security Update User-PCillser 8232017
(] 10.253.32 Workstation KB2506028 Update User-PCillser 8232017
O 10.253.32 Workstation KB2500553 Security Update User-PCillser 8232017
O 10.25.3.82 Workstation KB2532531 Security Update NT AUTHORITYISYST 528/2017
O 10.25.3.82 Workstation KB2533552 Update NT AUTHORITYISYST 5232017
O 10.25.3.32 Workstation KE2533623 Update User-PCladministrator | 5142015
(] 10.25.3.32 Workstation KE2534111 Hotfix 511412015
~— e e e e o Bt ————— B e h
£ ¢ & o Bgen @ View 1 - 230 of 230

This provides an analysis of Hot Fix/ Security Patches installed on the selected device - at Discovery

time.

Drill Down Processes Tab

B oveniew || [# Userupdates || interfsces | 8 Somware HotFixes || Y AntiMius 408 Services

Services

0 Name Cagtion Description | Display Name | Install Date | Process ID | Service Specif| Service Type | Started Start Mode:
[} Exf Procass Ext 188 ] Share Process Manual
O ae Application Lay Provides suppe Application Lay 0 0 Owm Process Manual

[J AppiDSwe  Applicstion ide Determines an: Application Ide 0 i Shara Process Manual

D Appinfo Application Infc Facilitates the | Application Infc 188 0 Share Process Manual

D AppMgmt Application Ma Processes inst Application Mz 188 o Share Frocess Manua
D aspnet_state  ASPMET State Provides suppt ASPNET i} o Cwm Process Dizabled
D AudioEndpointl Windows Audic Manages audic Windows Audic 1012 o Share Frocess Auto

D AudioSrv Windows Audic Manages audic Windows Audic 880 o Share Frocess Auto

D AxinstSV ActiveX. Installe Provides User | ActiveX Installe o o Share Process Manua

-]
Start Name State Status | System Mame
localSystem  Running oK -
NT AUTHORIT Stopped oK
NT Authorityllc Stepped oK
LocalSystem  Running oK
LocalSystem  Running oK
NT AUTHORIT Stopped oK
LocalSystem  Running oK
NT AUTHORIT Running oK
LocalSystem  Stopped oK

This is a list of Processes that were running on the device at Discovery Time (note. Toolbox

Monitoring does this in real time).

Drill Down Services Tab

n Onverviaw ‘,’

f Irterfaces

Uszer Updates

Processes

|l Caption Mame

PppiSh Motify exe PppaSh Motify ee

PppiSh Motify exe PppaSh Motify ee

|| agtohdapd exe autohiap.) exe autohtap.) exe

9:;} Software

Description

®F HotFices | WE Arrivius

Execution State

PppaSh Motify exe

PppaSh Motify exe

ﬁ Processes

Inztall Date

Status

Command Line

“CProgram FileshComm
“CProgram FileshComm

autohiap) -HmolSm [

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD

Copyright ©2003-2021 Codima Inc (Europe) Ltd. All Rights Reserved.




90

Tabular Analyses using Grids can also be created to show results in columns with multiple values for
some Fields like Sales Values. Grids also allow numeric CSV (Excel) output plus all Grid Export

formats. The Grids allow Sort, Search and Column Entries selection. The grids can also be resized per
column and the whole grid in the dynamic Toolbox GUI. See below:

Analyse Parent Grid Content

Device Basics

CIsCo

Cisto Systems

Dell Ing.

Grandstream
Hawiet-Packard

Microsoft

Realtek Semiconductor corp.

Unkniown

2 h @ ¢ Egon

E Select Summarise Option

EZ Analyse Grid - Device Basics
1 —
P secvandtm ) Wb (Gmemmm] 1= verenewes[E )

=}

Title: &

Brocade Communication Systems, Inc. {previous was Foundry Metworks, Inc.)

Standard|Gridlcontrols; forisearch; print;
export; andicolumnichooser,

Count

View 1-100f 10

x
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Filters

A comprehensive Filter can be selected by clicking on the Filter Icon. An active Filter can be cancelled
by clicking on the Cancel Filter Icon.

Filter Y Cancel -Yx-

A typical Filter is shown below:

Y Setup Filter - Lines are ANDed

B
[

UoID: '%
STA:
Status: | Equalto v\d Active ]
Tiie:
Host: | no match this line v|&
Vendor: | no match this line v|ﬁ

Product: ‘no match this line o

Location: | no match this line 4 Q
MAC: | no match this line v|‘
Serial #: | no match this line v|E

Domain: | no match this line 4

Computer Model: ‘ no match this line v|

The Matching operators include true Wild Card matching such ‘“*cisco*3805*PWR*’ for flexible
multi-term-matches in a simple format.

REGEX is supported for flexible matches for example ‘router|switch | phone’ to match a router OR
switch OR phone’. Much more complex matches can also be made.
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ENTERPRISE VIEW Feature

Introduction

In essence Enterprise View is an extension of the Inventory feature, it is Codima Toolbox’s way of
managing probes that are used to extend the geographic reach of this network management tool.
Enterprise view offers the ability to combine several discoveries in one manageable view, these
discoveries can either be viewed individually or as a summation. This allows you to either see
location specific information such as a probe located in the UK or view how large your collection of
inventory assets is on a worldwide scale.

Enterprise View has the same functionality that the original Inventory feature has, except any
number of probes can be accessed from one GUI all running in parallel to ensure quick response
times.
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Deployment Scenarios

1. Combining Discoveries on a Single Installation

Discovery One

Discovery Two

‘ Enterprise View Manager - Discovery Database

This is a scenario where a single Enterprise View Manager splits up one or more Networks into
multiple Discoveries (Databases), possibly to reduce per Discovery time or to limit Database sizes.
Alternatively, separate Discoveries are required because the Discoveries use individual IP Ranges,
which could be overlapping in which case separate Discoveries are a necessity.
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2. Using Multiple Probes

Discoveries
- Probe
Information

Requests

1

\ Probe

=

.

Probe

1

‘ Enterprise View Manager
| Discovery Database

There are several advantages to using multiple probes. Full parallel processing both during the
Network Discovery Process plus equally importantly, the ability to Process Inventory Display
Requests, such as a simple or very sophisticated Inventory Explorer Filter to be executed on all
Discoveries in the View. There can be any number of Views, with combined or separate reports.
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3. Geographically Distributed Probes and Discoveries

Discovery
Databhase

Discovery
Database

Discovery
Database

—

I Control To probe I

I Discovery Information I

Discovery

—_—
Database

Discovery
Database

Probe
Enterprise View Manager

[
Discovery
Database

Above is a typical Geographically distributed system. The blue circles represent Views that have been
set up in the Enterprise View Manager. The views can focus on a Region, Building or Campus. There
can be a highly localised View say of one Building for one User, and perhaps another View for all the
Discoveries.

Basic GUI Operation

The original Inventory view is retained as can be seen in the picture below by clicking on the Load a
Discovery button, this option only allows you to see individual local discoveries.
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Load a Discovery from this
Server

—— :
=);) Load a Discovery

Enterprise Views
Egﬁ Load an Enterprise View

The button Load an Enterprise View gives you access to the Enterprise View. Clicking on this button
opens the Select Enterprise View user interface as below (If no views are present read the Add New
Views section to create them):

Select an Enterprise View to Load o

%ﬁ Click to Select an Enterprise View below :- ?}5 [ + Edit Enterprise Views

ﬁ Denmark Main Sites

{ Local Discoveries 10 ne

@ Discovery probenetoBnov2020 [ 20201110 17:07:15 3 Probe -

Views;

@) piscovery july22 % 2020.07.2221:23:28 W Probe - Copenhagen - Voip Net

ﬁ Japan Network Delta
{All 10.25 to 10.66 not incl 192.168 )

@) piscovery probenet0snov2020 [ 2020-11-1017:07:15 N Probe - HIINEWPROBE

Two Enterprise Views are defined above, ‘Denmark Main Sites’ and ‘Japan Network Delta’ with a
geographical Map of the two regions. Following the Enterprise View entry are individual Discovery
entries. The Discoveries can be on any Remote Probe and/or the local Enterprise View Manager.
There is no limit to the number of Views and no limit to the number of Discoveries per View. The
Views and Discoveries can be used in any combination.

The selected View controls the user interface Inventory content by displaying the Discoveries
attached to each View. This means the Probes can work in parallel to deliver multiprobe and multi-
Discovery content fully automatically.
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Simply click on the desired View, to start examining the Discovered Inventories of the selected View

Below is the initial screen after clicking on a View.

ﬁ Select Enterprise View Type: EE% # Show Individual Discoveries Eé_l_g # Summarise Discoveries | Status:

\ Choose ®ption /

D Examine Muitiple Discoveries in one operation he they all over the world, the same network, ar any combination.
Apply simple or complex Filters against multiple Discoveries in one operation, with any Probes running in parallel.

%—'45 Click button Show Individual Discoveries to Create a separate tab and Grid for each Discovery Individually

EI;=’IE- Click Summarise Discoveries to Create ONE Grid containing details for All the Discoveries in the View

As per instructions, simply click one of the two buttons to kick off the Analysis type, at any time,
swap between the modes to suit your needs. Continue reading to learn more about these modes.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



98

Individual Discoveries Mode

Clicking on the Show Individual Discoveries button, kicks off loading a Grid/Tab per Discovery in the
selected View as below. The first tab is a Discovery on a remote Probe, as indicated by the Probe
icon.

Select Enterprise View Type: EEE‘ # Show Individual Discoveries Eé+5 # Summarise Discoveries

Riscoveries
= y h %

AINEWPROBE |-”) probenetifinov2020 Local Server o july22

Device Basics [-]
D oI ETA Status Type Device Type Host P ‘endaor Product Locaticn MAC Domain Computer Model
] A Active ! Workstation ENG-PC 10.13.1.80 Dell Inec. MNethios Device 00:25:64:01:8

A Active ! Workstation SPECBOX2020 |10.12.1.39 Dell Inec. Windows WMI 08:90:96:C7:F WORKGROUP  OptiPlex 702D
A Active ﬂ L3 Switch juniper-3200a 10.12.1.200  Juniper Metworks, juniper EX3200 n: probe stack

By clicking on the second tab a Discovery from a local Probe is shown, as indicated by the text “Local
Server”.

X, 13 NEWPROBE 0 probenstlfnovZ020

o 2nditab;clicked

Device Basics [ -]
I:I uvoiD STA Status Type Device Typs Host P \endor Product Location MALC Domain Computer Mod
|:| LAIDDD ‘ Active ! Workstation HIP-NX¥9420 10.26.3.20 Microsoft Windows Work 00:18:04:40
|:| [ v ‘ Active ! Workstation USER-PC 10.25.3.82 Dell Inc. Metbios Device BIC:30:58:B: WORKGROUP Pracision Work:
|:| A Active ! Workstation CODIMA-1860 10.25.3.50 | Microsoft Windows Work O0:1E:4F:40
O A Acive B veoristton  |[FIRST-A2008510.25.3.18  Dsll inc. Methios Devies
|:| ‘ Active a Router routscentrs 10.26.3.2 | Cisco Systems cisco2B2E hull pa=ri2
|:| ‘ Active :! L3 Switch pearl 10.25.3.111 Cisco Systems catalyst2E5024 OD:0E:83:45
|:| ‘ Active z: L3 Switch 10.25.3.112 Cisco Systems catalyst255024 land gresn ging 00:0E:33:45
O A Astive B3 L:swich 10.25.3.113 | C
(] A Aciive :3 L3 Switch 10.25.3.115 Ciseo Systems catalyst355024 xroom hu
|:| ‘ Active z: L3 Switch HP netAlpha | 10.25.5.100 Hewlett-Packar HP.ProCurve. 2 00:12:BB:AL
|:| ‘ Active ﬂ Switch irenbaox 10.25.6.100 Brocade Comm Foundry. Fastin Hull Pearl3 00:0C:DB:00
|:| ‘ Active z! L3 Switch inonboxd42 10.25.6.110 Brocads Comrm foun stim hull 00:1B:ED:21
|:| A Antiva . Printer HPFEECOB5 hor 192 188 1 &) Hewlett-Packar hp Laserlst M1

The user created View defines what Discoveries are shown in this feature, there is no upper limit to
the number of Views or the number of Discoveries in a View. Discoveries on Probes are processed in
parallel by the Probe, making the system totally scalable. Full Analytics are available per individual
Tab, which is one Discovery.
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Discoveries Summary Mode

Clicking on the Summarise Discoveries button, kicks off creating a combined analysis of all the
Discoveries in the View.

ﬁ Select Enterprise View Type: EEE‘ # Show Individual Discoveries Ef= | # Summarise Discoveries | Status:

\ Choose ®ption /

QD Examine Multiple Discoveries in one operation be they all over the world, the same network, ar any combination
Apply simple or complex Filters against multiple Discoveries in one operation, with any Probes running in parallel

= Click button Show Individual Discoveries to Create a separate tab and Grid for each Discovery Individually

EJEIE- Click Ssummarise Discoveries to Create ONE Grid containing details for All the Discoveries in the View

Since this is a complex process involving Discoveries from Distributed Probes and Local Systems,
status indicators show progress per Discovery.

g+ [ # Summarise Discoveries ]Status I:]
In P-rugress ’

ZiDiscoveries Process

Above two Discoveries are Processing extracting the requested details and apply potentially complex
filters.

% Summarise Discoveries | Status: E:l Jﬁ 3
= | ) . Building

Processing Summany.

Above the 2™ Discovery is now building the Combined Database of all the Discoveries. The first
Discovery is still processing.

é+ [ & Summarise Discoveries ]Status J ‘ ‘
AlliDone l WK

Ziqooediupdates

The job is done successfully, both discoveries are processed and combined.

There is now a single Grid which shows the results of the two discoveries in this example.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD




100

Device Basics

[ OB | ST | Smms | Ty | DeiceTree Host P Vendor Product Location MAC Domain | CompuerModel| - Probe Prb Loc Discovery
O | uoon 0 B versmion  HPAXQA0 1025320 Microsoh Windons Worksta 00:18:D4:40:8 nul nuil P Local Sener Server july22

D U0DD01 o ., Workstation ENG-PT 10.12.1.80 DellInc. Netbios Device 00:25:84:D1:8 null null ° 13 NEW PROBE dew room probenetDénov2020
D o ., Werkstation USER-PC 1025382 Dell Inc. BC:30:58 B5:{ WORKGROUP  Precision WorkSt: i-p Loes! Server Server JulyZ2

O 0 B orsion SPECECX2020 1013138 Dellinc 050006 C7F WORKGROUR  OptPiex 7020 | () 13 NEW PROBE dew room probenetiSnoy2020
D o !, Werkstation CODIMA-186D3C 10.25.3.50 Microsoft 00:1E:4F:4D:7 null null 5 Loes! Server Server JulyZ2

O 0 ﬂ L3 Switch juniper-3200a  10.13.1.200  Juniper Networks, juniper EX3200 nz probe stack null null ° 13 NEW FROBE dev room probenetdénov2020
D o !, Wierkstation FIRST-ABDDA520 1025.3.18 DellInc. Methios Device 00:1E:C&:78:5 null null E Loeal Server Server JulyZ2

O 0 @ Rouer rouecenval 102532 CiscoSystems  ciscodB25 hul pearid 00:AFSEFC:T nul nuil P Local Sener Server july22

O 0 [+ JEIEET= pearl 1025341 CiscoSystems  catalyst358024P 00:0E:83:45:91 null nuil P Local Sener Server july22

The combined results of the two discoveries are now in one grid. Below there is a zoom in to the
Discoveries and Probe columns.

Remote)Rrobe LocallSernver:

Vendor Product - Prb Loc Discovery

3.2{ Microsoft  WWindows Workstation july22

1.8{ Dell Inc. Netbios Device dev room probenetdSnov2020

3.8: Dell Inc. Netbios Device Server july22

1.21 Dell Inc. Windows YWMI dev room probenetdSnov2020

[3.5{ Microsoft  WWindows Workstation Server july22

1.2{ Juniper Netv juniper.EX3200 name probe stack dev room probenetDSnov2020

YOOy

[3.1¢ Dell Inc. Netbios Device 00:1E:C8:78:5E:EF Local Server Server july22

This combined Discoveries grid can now be Sorted, Searched and Exported as normal, showing
results from any number of Discoveries, anywhere in the world in one report.
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Analytics
For the Summary Mode where discoveries are combined, then new Graphing Options are available.
Select how to Summarise the Grid Emge;&rmiscoyery
Enterprise Qptions
& Probe Title o » Enterprise
@ Discovery > @ Discovery
GENERAL GENERAL
@ status » @ status
T Device Type > T Device Type
& \endor > 8 vendor
2 Product > S0 Product
LOCATION LOCATION
Q Location > Q Location
' Campus > ' Campus
B suiding » B Building
B 5ranch office > B Branch office
= Floor > =% Floor
B ofice > B ofice
B Equipment Rack > B Equipment Rack

New options are available to compare Discoveries and Probe-Discoveries in one Graph or multiple
Graphes.

Below is a single graph showing two Discoveries with counts of Devices Types in each Discovery.

Device Basics By Discovery then Device Type

= - ““ = -

Discoyveries
probenet06nov2020 1.00
o 2 4 & 8 o 12 14 e 18 20 22 24 26 28 30

© IPAddress @ Workstation L3 Switch Router @ Switch @ Printer

There is an option to create a graph per Discovery, per Probe, or combined in one Summary:

Analyse Parent Grid Content

@ Analyse Grid - Device Basics

1—
E Select Summarise Option | Summarise 2 Stage [ Ig Select Graph Type 6 ;\ Multi-Graph | Summary Graph v I— MaxTop N Entries

Summary Graph

Per Discovery
" | Per Probe

Please Select a Summarise Option Y. OptionitoicreatejaiGraphipen Discovenyiorpen Probe
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A multiple Graph option is selected to produce these graphs.

@ oiscovery probenstosnov2020 [2020-11-10 17:07:15] @ piscovery july22 [2020-07-22 21:23:26]

vice Basics By Vendor Device Basics By Vendor

Dell Inc.

el Hewlett-Packard
-~ Brocade Communication S...
Juniper Networks, Inc.
Cisco Systems
Microsoft
‘ ~ Realtek Semicondu...

-

Cadima Inc Codima Inc

¥ | Select Summariss Option | Summarse 2 Stage € Select Valug Count__v] Wl | SeectGrapn Type | WG WX, Muli-Graph|PerDiscovery w]  4— Max Top N Entries 50 ]

@ oiscovery probenetognov2020 [2020-11-10 17:07:15] & oiscovery july22 (20200722 21:23:28]
. ics By Vendor = / Device Basics By Vendor

TiwolBiscoveries|asitWo,  cisco systems 3100,

Graphsi
Dell Inc. 5.00
Dell Inc 2.00.
Unknown 500,
Hewlert-Fackard
Brocade Communication Systems, Inc.. 2.00.
microsort  [NZI00]
Realtek Semiconductor corp.
1.00

Juniper Networks, Inc 1.00

Grid Format can be selected to produce Grids of Multiple Probes and Discoveries (with CSV Export of
course). The grid section in yellow is from one Discovery and in green for the other Discovery.

Device Basics TiwoiDiscoveriesiSummany, Grid -]
Discovary & | Device Type | Count |
julyz2 1
juby22 1P Address 7
july22 L3 Switch 5
julyz2 Printar 2
julyzz Router ]
juyz2 Swcn 2
julyz2 Warkstaten 7
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Adding New Views

Navigate to the main Inventory tab, then click Load an Enterprise View in the sidebar.

T@ Inventory X‘ Maps 9 Discover Network O Ale

E3d Hide Options

¥ _ Inventory

Load a Discovery from this
Server

=
=p Load a Discovery

Enterprise Views

E—n Load an Enterprise View

&\ Show Probes

Examine Status and View Probes

To add a new View, click the Edit Enterprise Views button:

Select an Enterprise View to Load CI |Ck—‘t0 y Ed |t—\f.|ews

Eérﬁ Click to Select an Enterprise View below :- =

* |+ Edit Enterprise Views

Now a new View can be added by clicking Add a New Enterprise View:

Select an Enterprise View to Load CI |Ck to Add a

New)View. \
%!ﬁ Click to Select an Enterprise View below :-

+ Add a New Enterprise View

After clicking Add a New Enterprise View a dialog appears to enter the View details.
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Create an Enterprise View b4

Enter Title
Eﬂi Enter a Unigue Enterprise View Title

Enter Title {Letters, Numbers _ Only) |

|4 Enter a View Description: | |

3/ Select Image or Icon for this Enterprise View Selectia View!lcon

4/ Enter View Region: | |

5/ Optional User Notes: | |

Add Enterprize \iew

It is mandatory to enter a unique Enterprise View Title, and highly recommended to add other
details especially an Image for the view as below:

Wiew Images and lcons
L i i i Genera Technical Flags Lagos Map lcons User Images User Map lcon:
:nterpnse View Title Click Row to Select Icon for Enterprise View
L Gnly} | | Image MNames Group
H Africa Map_Oaf2afdfi22ebd5fbecleefd0824630.gif Map Backgrounds 4
‘!,, AfricaMap_mapafrica.gif Map Backgrounds 3
) ﬁ AlandFinlandMap_images.jpg Map Backgrounds 1
terprize View #*Changa lcon ;‘ Asia.png Map Backgrounds q
Austria Mag_unnamed jog Map Backgrounds 4
LustiaMap_sustria-mag-vecior-detsied-color-280nw-4TE33E2 188 webp Map Backgrounds 1
_' AustriaMap_map-of-austriz-vector-11053511 jpg Map Backgrounds 1
5 BelgiumMap_1_27143ce7-3233-4fbd-abls-c3061120885c_1024x1024.pnp Map Backgrounds 7
BelgumMap_Be-map.png Map Backgrounds 1
Lis View SR | SelgumMa fei0040bTiallbd20352 141 4o5ed T4 oif Map Backgrounds | 3
;] BelgiumMap_physical-map-belgium-hd jog Map Backgrounds 3
w2020 E 2020-11-10 17:07:15 “\ I A BelgiumMap_regicns-of-oelgium-map.png Map Backgrounds E
',-,-‘._l CanadaMap_2000_with_permission_of Matwral_Resources_Canada-56a3887d3d Map Backgrounds q
E ZanzdaMsp_canada-map-with-provinces-all-territories-are-vector-8793213 jpg Map Backgrounds 3
P - N . - .

There is a list of maps supplied by Codima, but the user can use their own map images too.
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The next job is to enter Discoveries to each View.

A single view is shown below: -

View Name: Denmark Main Sites AddjanotheriDiscoveny, 9 [stete his view |
({ Local Discoveries 10. network ) i g i .
DiscovenviNetworkiNames
SEONEY ‘Add a New Discovery o this View &P Toolbox Probes
robenetdBnov2020 ¢ 2020-11-1017:07:15 3 Esber mms Center X
@ w22 7 2020072221:2328 W Copenhagen - Voip Net X

This Enterprise View has two Discoveries attached which are from two different Probes. Discoveries
can be all on the local Manager, all on Probes, or any combination of the two.

For example, a view could be used to combine two or more Discoveries on the local Manager, or two
or more Discoveries on a Remote Probe, or any combination thereof. This is useful to combine
multiple Discoveries from different Subnets on the same network.

Any number of Discoveries can be added to a View by clicking on the Add a Discovery button to
launch the GUI below:

Select an Enterprise View to Load

=5 Rrobes
Ei;l Click setectzProbe then a Discovery / Discoveries
A Select Probe then Discovery
@ 13 NEW PROBE » Select a Probe Discovery
d Select Bocal Server Discovery Y MyMewSite [2020-12-15 14:11:04]
ﬁ 5l > & MyNewSite [2020-12-18 11:41:40]

b probenstlGnov2020 [2020-11-10

0 17-07:15]

- probenstiGnov2020 [2020-11-23
22:11:16]

@o LocallSenver,
| Discoveries

b 0 Di:

T

s
i b2 Taad

T

Discoveries can be added from the Local Server Menu list or the Remote Probe Discoveries list —
automatically set up by the Manager when it talks to Probes.

Note: Discoveries are retrieved from Connected Remote Probes when the Browser is Refreshed,
they are stored and can then be accessed even when a Probe is no longer connected.
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Settings

This is accessed by clicking on the icon as below:

Setting= I';%

Maximum Grid Rows
Currently the settings allow the creation of User Customisable fields in the database and also control
the maximum rows in the main report grid.

Invertory Explorer Settings x

@ Edit User Custorn Fields | Bdit Fields

] —

£ Max Export Rows | 5000 r

The maximum number of rows in the Main Grid can be set. Note, a very high value will slow the time
it takes for the system to populate the grid. The maximum rows selection also sets the maximum
number of rows that can be Exported or Printed from the Grid.
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WEB MAPS Feature
The Maps feature is only available with the following licenses:

- Free License
- Network Inventory with Maps in Web and Visio Toolbox
- Network Inventory with Maps in Web and Visio and Monitoring + Alert Ticketing Toolbox

Toolbox Web Map

A straightforward Interface that allows all functions from one GUI, this allows direct mixing of all
edit, display, and animation features. Maps are created automatically by doing a Network

Discovery.

Shown below is a Map with the Navigator tab selected.

P . 8 & 3 st Events B % :FmFa B eeC nasis 8 O@®C 0 sotware Vioatons | [ 44 0 Toksts
G o Pl 13amn = . — —
3 TotsiAlen Fiter Msicnes | B B 1 Fan Faire | 8 2 1 UPS. Unstatie Power | B3 B 1 Poser Fai

& Selected Device Details ;"W

2024.02.04 18:40:04

Summary
voin: o000

iw
g

4 Group Membership -

Group Membership: A Test Group 2

-

&

uuuuu routmsaniva ersine
[+ ]
=

e et Al w228

EF custom Field

Pawer Roit: [ 12ama socke! HPSECORS home

Drag Box to Zoom and Seroll Map

2 z +* 3
et O ™ ot

- 9 sreceonien ]

28330 usenrc somtas

e

&
L] o " " | |
oANERPE enare
a2
2

- L2 [ - - s
- 8 - -

- A wamam & -
. Yarus e

’ 02824

Note that there are two tabs, Navigator and Options, shown when viewing a web map using the
Maps Tab.

" |
[T selectMap Change Map

Loading Selected Map View
Change Map View: | Layer 2 Topology |

T/ Display Settings  Change Settings

¥ LiveIndicators  Select Indicators

& Matches & Changes Highlight on Map
=’ Show/Hide Devices Select Devices
Y Traffic Animations  Select Animations
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Above the Map Options tab has been selected and is showing the Options panel, which allows maps
to be selected using the Change Map button. A range of facilities to control how the Map is
displayed can also be selected here.

The Navigator Tab shows two things — Firstly details on a user selected device on the Map, A device
is selected by holding Shift and double clicking a device on the map. Secondly a Mini-Map to scroll
and zoom the main map, to do this click and drag a box on the Mini-Map.

g Navigator f Options

& Selected Device Details

Summary
uoID: U00008
Status: () Active
Type: Workstation
Host: & OWNER-PC
IP: @ 192.168.1.226
Vendor: & Dell Inc
Product: <, Netbios Device
MAC: ‘ 00:25:64:D1:20:15

* Group Membership
Group Membership: * Group 1

@ Custom Fields

Drag a Box using Mouse to Zoom/Scroll Map

a1
[+ ]

O
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Map Creation

Maps are created automatically by doing a Network Discovery. Maps are produced in both a
Topology format, and a Tree format as shown below. These maps are restricted to showing Layer 3
devices. Layer 2 Maps typically show many more devices. The Mapping feature is integrated with,
and boosted by Live Animation, Distributed Live Maps and Drill Downs to Monitoring and Netflow.

With these maps you are able to view Live or Historic Replay of monitored traffic patterns and
events. Device loading like CPU, Interface Loading and Errors, Alerts of All Kinds and can be all
Animated at the same time.

A Microsoft Visio Map can also be created if that suits your needs better than the Web Maps.

Optional Visio Map
depending on the Toolbox
Licence

Network to Discover

WAL

0 000237
1310155 ol 911

002
Baalios 1000 7
w0
"

Topology Format Layer 3 Map Tree Format Layer 3 Map

IREEEEEEREL-[-E8Y | I I AE)
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Managing Web Maps

Selecting a Map to View

After Network Discovery click on the Maps Tab and a Pop-Up will be automatically launched. A list of
map views will be visible, these have all been created automatically in conjunction with the
discovery.

EYETIY SO ¥ FroboMaps Q¥ Provious Map Versions 9 Delets or Undelete Maps

Select a Map to Display

Click on Row to Select View

Network Name Map View Drill Zoom Name Date/Time 2 Seq

:\i- ManualExample-7 30 0000-61377C88 WAN Topology 2021-07-09 15:55:12 1

s
JRs ManualExample-7.30.0 VolP Topology 20210709155509 1

):' ManualExample-7 30 0 2021-07-09 15:55:06

_W{. ManualExample-7 30 0

VLAN Topology

Trunk Topology 2021.07-09 15:5503 1

,
2. ManualExample-7.30.0

% ManualExample-7.30.0

.
s ManualExample-7 3

2% ManualExample-7 30 0

_V_. ManualExample-7

s
JRs ManualExample-7.30.0

Switch Topology

Subnet Topology

Spanning Tree Topology

Router, Switch, Server Topology
Network Infrastructure Tree

Network Infrastructure Topology

20210709 15.54 59 1

2021-07-09 15:54 55 1

2021-07-09 15:54 51 1

2021-07-09 15:54 47 1

2021.07-09 15:54 43 1

2021-07-09 15:54 38 1

2% ManualExample-7 30 0 Layer 3 Topology 2021-07-09 155435 1

_{. ManualExample-7.3 202107-00 155432 1

2 ManualExample-7.30.0
To view a map, just click on the desired Map View

ayer 2 Tree

Selecting Other Versions of the Map View

Toolbox automatically catalogues previous versions of Map Views when a Map View is Saved.
Select the Previous Map Versions tab to quickly select another version of the currently loaded map.
A blue star indicates which Map View version is current.

Click on a row to make that Map View the Current Version - this will also make this version current
in Dashboard maps.

Note: You must select a Map under Select Map Discovery first to use this feature.

Select a Map View »®

(1
- = . -
x" Select Map Discovery ¥ Probe Maps Previous Map Wersions x Dielete or Undzletz Maps

Load Another Version (backup)

Click on Row to Select View -]
Active DateTime = MNetweork Mame Wap View Seg

{_? 20210217 18:18:01 july22-7.30.0000-5F 132247 Layer 2 Topology 2z

{3 2021-02-04 15:40:04 july22-7 30 0000-5F 1 2AE4T Layer 2 Tepology 2
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Simple Editing and Controlling Presentation
Devices may be freely dragged around the display, so that you can customize the map to your liking.
To change device sizes, backgrounds etc, click on the Displays Setting button under the Options tab.

m Display Settings Change Settings

To save any changes that have been made to the Map, click the Save Map button that is found
under the Options tab (a backup is automatically created).

r, Save Map

Deleting and Un-Deleting Maps

Maps can be Deleted and Hidden from the Toolbox GUI, however they are kept permanently on the
Toolbox Map Views DBase and can be un-deleted at any time.

Select the Delete or Undelete Maps tab, then click on a Map View row to swap between Deleted <->
Undeleted status.

X‘ Select Map Discovery S Probe Maps e Previous Map Versions Delete or Undelete Maps

Click Row to Delete or Undelete a Map View

Click on Row to Select View (-]
Deletec Network Name Map View Zoom Name Date/Time Seq Probe

X. MyNewSite03nov2020-7.30.000 Layer 2 Topology 2020-11-03 12:39:11 1

X’ MyNewSite03nov2020-7.30.000 Layer 3 Topology 2020-11-03 12:39:3] 1

x- MyNewSite03nov2020-7.30.000 Network Infrastructure Topology 2020-11-03 12:39:31 1

x- MyNewSite03nov2020-7.30.000 Network Infrastructure Tree 2020-11-03 12:39:41 1

x. MyNewSite03nov2020-7.30.000 Spanning Tree Topology 2020-11-03 12:39:4. 1

x- MyNewSite03nov2020-7.30.000 Subnet Topology 2020-11-03 12:39:4! 1

X' MyNewSite03nov2020-7.30.000 Switch Topology 2020-11-03 12:39:5 1

Compare Historical Maps

It is a frequent requirement to want to see changes in a map between Historical Discoveries.
Compare Historical Maps shows extra, and missing devices between Discovery Histories graphically
on the maps.

To view changes from Discovery Histories, firstly click the Highlight on Map button found under the
Options tab:

& Matches & Changes| Highlight on Map

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



112

A window will appear asking you to select a previous version of the Discovery to compare with, click

on the desired one:

g
ﬂ Compare with Historical Version H Device Attribute Search & Highlight

Select a History to Compare for this Discovery

Click on a Row to the Show Map Comparison View [~ ]
Date/Time Time Delta - Discovery Sequence

2021-01-11 20:25:21 Days -176 4

2021-01-11 16:42:56 Days -176 3

2020-11-03 20:47:26 Days -245 2

2020-11-03 12:39:10 Days -245 1

New devices will now be highlighted with a dotted ring like this:

)+
c')ylte'r

Devices that have been removed since the selected Discovery are listed above the Map view, like
this:

Extra (new) Devices Highlight == 3 Wissing Devices e {0.75.3.103 ﬂ ironbox643

The Map also has two buttons Grid New, and Grid Missing, which can be clicked on to show the
corresponding Grid views.

g 3
DELL-745

Extra (new) Devices Highlight % Grid New | == 7 Missing Devices Eﬁ Grid Missing || 8B 10 25365 = 10.253.41 ﬂ purplelook ﬂ
julyz2
Layer 2 Topology
2021-05-20 12:56:28 Show,aiGrid|of
Missing|Devices
s Showjagridiof
¥ 3 " New:devices
=q g l ! 192;.'138_1.205

The Grids are shown below, note ITIL information is integrated into these Grids, as setup.
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% List Missing Devices in this Map 1T inf ti
IIL information

UOID & Siats UserHost IF MAC Type Vendor Product Serizi# Office Building Floor Locstion
uoodo Active HP-Nx2420 10.25.2.20 00:16:04:40:66:38  Workstation Microsoft Windows VWorkstatic nui
uoog1e Active routerievl 1066.1.2 9:B1:24:B1 Router Cisco Systems cisco3825 nu data room rhs
uoodzo Agtive bridiington 1066.5.3 00:14:89:7D:05:C0 | Routar Cisco Systems cisco2651XM nu Test Net Fearl House 3rd on top of 3550 switc!
uoogz? Active 10.25.3.65 10.25.3.65 00.ED:4C:38.D7:B3 | IP Address Realtzk Semicondu IP Address.
uoogs0 Active bridlington 1066.2.3 00:14:89:7D:05:C0 |Router Cisco Systems cisco2851XM nul on top of 3550 switc!
uooos1 Active purpieiook 108633 00°01:30-18:11:50 | L3 Switch Extreme Networks | summitd3itu nul room101-stack2-slot
uooos3 Active 10.25.3.41 10.25.3.41 P Address. Unknown P Address

Above is a summary of Missing Devices between the comparison discoveries as selected by the user,
below is a Grid showing devices that are new in this historical version.

% List New Devices in this Map

LD State UserHost IP MaAC Types \lendor Product
Ugaa24 Active 10.25.2.130 10.25.3.130 00:08:82:40:AF:38 | IP Address Unknown |IP Address
UaaaaT Active 162.188.1.205 162.188.1.205 IF Address Unknown |IP Address
U000aE Active CWEMOS0505 10.25.3.55 CH:1F-66:23:DE:T6  Workstation Unknown Methios Device

Artive DELL-T45 182.188.1.80 00:13:5B:88:A5:11 | Warkstation Dl Inc. Metbios Device

To export the Grid, click on the standard Grid Export icon as displayed below:

gridiexportilcon

Export Grid EnteriExportiEile ®
name
Export File N
£ ¢ @ @ Export (O Columns J
The File Name Must Contain Letters, Numbers and _ Only
e .

Select Format

10253130 Dojexport

The Export File will be Returned Via a Pop-Up File Box

IMPORTANT - ba surs w Allow Pop-Ups § Requested by the Browser

Device Attribute Search & Highlight
The Device Attribute Search and highlight function has advanced search options like true wild cards

and REGEX. There are three independent highlights offered to show different match classes on the
same map.

To access the Device Attribute Search & Highlight follow the steps below:

First, click the Matches & Changes button found in the Maps panel under the Options tab:
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& Matches & Changes| Highlight on Map

Next switch over to the Device Attribute Search & Highlight tab

Highlight Devices Matching Search Criteria

R
42] Compare with Historical Version Device Attribute Search & Highlight

Match and Highlight Map .§ Cancel Map Highlights
i3 S

Searches are Case Sensitive by default

Highlight - Fade In Matches

® Name O IPAddress O Type O vendor O Groups O subnet

[ no match this line -] Match:l

As seen below multiple searches can be set up at the same time:

Match and Highlight Ma “ Cancel Map Highlights
ik i p i

Searches are Case Sensifive by default

=% Highlight - Fade In Matches

‘® MName '_' IPAddress ' Type ') Vendor ') Groups '/ Subnet

| Contains hd | Match: | -PC

@ Highlight Match - Red Circle

':::' Mame @:‘ |F Address ':::' Type ':::' “Wendor ':::' Groups ':::' Subnet
| Does Mot Begin With v| Match: | 10252

@ Highlight Match - Green Circle

®

.

|(-\| |f-\| |f-\| |f-\| I |/-\|
) Mame ') IPAddress ' Type ') Vendor ') Groups '‘® Subnet

[ Contains w | Match: [ 10.25.6

@ Highlight Match - Blue Circle

() Mame ‘U0 IPAddress ® Type ) vendor ) Groups () Subnet

| Contains V| Match: | P |

In the example map below, only devices Containing -PC’ are not faded out.
Devices not in IP prefix 10.25.3’ are circled red.
Devices in Subnet ‘10.25.6’ are circled green.

Devices Type ‘IP’ are circled blue.
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Live Indicators
Click on the Live Indicators button, found under the Options tab, to view a popup that allows live
monitoring of Down Devices, Alerts, Software Violations, and Job Tickets.

¥ Live Indicators | Select Indicators

Indicators can be turned on and off and the settings will be saved with Map Save. So, specialist Maps
can be created just showing Job Tickets for example.

* Select Unit Live Icons to Display

Indicators - On/Off

¥ Ping Fail @@ Alerts QO©@® " software Violations 444 Tickets
PN
Alert Indicators Time Period “2) During Last: Days

Alert Filter Match Icons

Update Indicator Icon Settings

Drill Downs — Network Device
Double clicking on a Network Device links to a comprehensive analysis of the device on Traffic,
Alerts, Tickets, and an SNMP browser.

Instant Drill to the Navigator panel is selected if SHIFT Double click is done over a device in the map.

Drill Down - Inter-Device Link
Double clicking on a Link in the Network Map gives a traffic analysis and the ability to switch
Monitoring On/Off.

Web Map Display Settings

The Map Display Settings allow you to customize the appearance of the network map to your liking.
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To access the Map Display Settings, click the Display Settings button found under the Options tab.

Q Display Settings| Change Settings

A window will now appear with several setting that alter the maps appearance, an explanation of
each setting can be found below:

. E Change Map View Display Settings
@ nNetfiow Links Brightness
Change Map Scaling
Change Device Image Size
Interconnecting Lines Brightness

Optional Map Background Image

Select Background Image

Background Brightness

Show Device Details

Device Type Size Control

I ~eesruse Setup Auto Size

Interfacesinterfaces

=
©
=
3

Name

Cancel Update Map View

Change Map Scaling - Use this slider to change total size of the Map View. The map will attach scroll
bars if the map no longer fits in the display area.

Change Device Image Size - The Map Devices will shrink or expand and the associated Indicators like
Ping Down will also try to follow the Device scaling (within practical limits).

Interconnecting Lines Brightness - use this slider to fade out or intensify the Lines between Devices.

Optional Map Background Image - The user has an option to select an image as a map background,
see How to Add my own Map Background if you would like to add your own images.

Background Brightness - The slider allows the user to fade or brighten the selected map background.
Show Device Details — Select what information to show under each device.
Device Type Size Control — Adjust the size of the images for a specific device type.

Interfaces — gives you the options to see the name and speed of connections between network
devices.
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Using Alert Filters to show Filter Matched Alerts in the Map

The system accepts Alerts from many internal sources such as Ping Fails, CPU overloads, Link Errors
created by the Toolbox monitoring engine.

NetFlow violations such as Security breaches detected by NetFlow Analytics module such as DDoS
attacks or Blacklisted IPs such as Botnet controller IP matches, or DNS or other server types,
Spoofing attacks.

Additionally, external Alerts can be directed to Toolbox via Syslog or SNMP TRAPs from network
devices which give device status changes like a Fan Failure, plus security information from Firewalls.

Windows logs can be tracked in Toolbox, which provide information on configuration and Security
events that are converted by Toolbox into Alerts that can also be matched and displayed on the Web
Maps.

These incoming Alerts are processed by the Toolbox Alerts and Ticketing System and matches are
tracked per network device. This tracking information is presented in the Toolbox Map. There can be
any number of Alert Filters, so the Toolbox Map interface has been heavily revised to display and
control the new Alert Matcher information.

The Alert Matchers are also used to create Job Tickets which is still fully functional.
The Filter Alerts can be a very extensive list as an unlimited list of filters can be created.

The filters are created under the Alerts and Ticketing Tab as below: -

Setting Up Alert Filters
Click on the Setup Filters panel as below:

FF Dashboards @ Inwentory x" Maps ﬁ Discover Netwark '. Alerts and Ticketing

v Review Alems and Dashboards IE s

L4 Review Tickets and Dashboards D Classif

*

Setup Alert Classification Rules

Define Alert for use in Triage and Map Animations
Match Priority Conditions

IMatwch Addresses

Maich Spider Device Groups

Match Unit Types

Maich Mukiple Texts (REGEX is supparted)

L4 Triage - Assign Job Tickets
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Click on the Add New Filter button to add a new Alert Filter.

i Setup Alert Filters used in Alert Triage System

D Classify Alerts - Double Click Row to View and Edit

Title leon Check Priority Mezsage Match Type Unit

Match

© Add New Alert Filter

A dialog box appears allowing very detailed Alert Matching options: -

Classify Alerts - To Use in Triage etc

Enter Unique Title and Opticnal Clags
T'.Ie:l Fan Failurs | Clazs:
Select lcon for this Filter

#* Change leon @
Match Alert Priority
Fricrity | Do Mot Match w |
Text Match IP Address or a Group (Settings Tab) for IP Ranges etc
Type: | Do Not Match Address |
Match Unit Type e.q. *Switch

Match Message Text (1-4 Matches possible)

HW FAILURES |

*Fan*Fai* |

Alert Group Type Match eg *SNMP=, *Syslog®, *Analytics*®

[EnnE |

Wild card characters are REQUIRED in text matches to match anywhere on the line e.q.
*oisco™.
Us=e 7 to match individual characters and * to match mulfiple characters.

EXPERT feature - REGEX matches are permitied. Specify regex.
Recommend Validate Match on a REGEX Test Site in Advance. (regex type is Net engine).

Any number of matchers may be added. For Map usage it is important to select an Icon using the

Change Icon button.

After an Alert Filter is setup, the system will track each alert match per network device.

Showing Filtered Alerts on the Map

Matched filters will appear on the Network map as below represented by the Alert Filter ICON

& _@ =_ 9
i -8,

;--"'-'_F
ironbox CODIMA-186D3CTB
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Two devices are shown above, device ironbox shows a link down and a fan failure. The device
named Codima-186D3C7B, shows a Windows Event match plus a Netflow detected Worm. Toolbox
supports Windows Event Log Retrieval and also NetFlow Analytics to detect blacklisted sites etc.

The Map GUI gives direct control over which Icons are displayed. Below is the standard Icons that
show Toolbox monitoring status. Clicking the Status Events tick box turns all status events on or off.
Clicking on individual tick boxes, such as Ping Fail, switches only that Status on or off.

| & 7 Status Events 4§ 7 Ping Fai @@ 0Alerns ©@C 0 Sofware Violations & 4 4 0 Tickets |

Alert Filter matches can also be selectively shown on the Map.

| 7 Total Alert Filter Matches @ 2 Fan Failure E™ 1 Serious Error @ 2 Link Down B 1 SIF Fail REGISTER @ 1 Worm Detected |
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Viewing Probe Maps

Under the Main GUI Settings tab Probe Maps tab, Map Views can be viewed from Remote Probes.

Select a Map View »
[ |

:i* Select Map Discovery Probe Maps E Previous Map Wersions. x Delete or Undelete Maps

Select a Map from a Remote Probe

Click on Row to Select View -]
Memwark Nams Map \View Drill CateTime = Seq Probe
:i. ML_AMS-7_30.0000-308D5678 WAN Topology 2021-11-1315:07 2 Deme Remote Twe
.
:i.. ML_AMSE-7_30.0000-803D5670 ‘olP Topology 2021-011-1315:07 2 Demeo Remote Twe
:i'.. ML_AME-7.30.0000-302D5670 WLAN Topology 2021-01-1215:07 2 Demeo Remots Twe
:i: ML_AMS-7.30.0000-303D5670 Trunk Topology 2021-01-1315:07 2 Demo Remote Two
:i... ML_AME-7.30.0000-302D5670 Switch Topology 2021-01-1215:07 2 Demeo Remots Twe
:i'.. ML_AMS-7.30.0000-00205679 ‘Subnet Topology 2021-01-131%07 2 | Demo Remote Two
:‘: ML_AMS-7.30.0000-303D5670 Spanning Tree Topology 2021-01-1315:08 2 Demo Remote Two
:i'.. ML_AMS-7.30.0000-803D5679 Router, Switch, Server Topology 2021-01-131%08 2 | Demo Remote Two

Note: Probe maps are automatically retrieved from the Probes if requested under the Probe settings
setup popup. To change auto-Map retrieval, under Settings tab, panel Probes are selected and a
Probe Grid row is clicked. The popup below will appear, tick box highlighted in yellow in the screen
shot below.

4/ Probe Live Updates Enable Update Bvery: | 5 Minutes ¥
("h Retriewe Merts from Probe at Level : ¥ | or fhove

xﬂ Retriewe Live Dash Report Maps from Probe:
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What do Animations Do?

A probably unique feature of Toolbox is to be able to show both Live and Replayed Animations of
Network Events on the Topology maps.

This gives the capability to see for example a DDoS Attack detected by Toolbox Netflow Analytics
against Link Loadings from SNMP and CPU Utilization on the Servers - also with Filtered Alert
Animations. (For NetFlow contact product support for further details)

For example, one can see running Software with Black/White Rules against Highly Filtered Netflow
Traffic matching Known Virus Attacks detected by Netflow on any number of Probes in a single
Dashboard Report. For Netflow support please contact local support.

Animation Control

Traffic and System metrics can be replayed to check network conditions historically. The monitored
devices CPU loading can also be replayed. Link colouring for monitored inter-device links shows
traffic levels or error levels like dropped packets.

Overview and Replay Animations

There are 3 different Animation Modes, Live, which shows the current measured

values, Overview, which shows a Day Summary - good for quickly assessing where to look

and Replay historical patterns with full video recorder type controls. These can all be accessed from
the Traffic Animations button found in the Maps GUI under the Options tab.

_@w Traffic Animations  Select Animations
Live mode is shown below:

@' Animation Control

f Live @ Oveview % Replay

Show last 15 minutes Values in Map - - Tick Boxes to Activate Animation

O
O

Execute Animation

Overview mode is shown below:
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!ﬁl Animation Control

4 select Date: | 2021-07-19 |

v T o

Overview for - Selected Date - Tick boxes to Activate Animation

O
O
Execute Animation

To activate this mode simply set the Select Date: calendar control and click on the Execute
Animation button.

Replay Mode is shown below:

".' Animation Control
[ S
o —

Select Time Span: Replay Speed: | Normal (3 secs) v From:8:00 To:18:00

ﬁ Live Eﬁ Oveview
Replay Values - For Date and Time Span - Tick boxes to Activate Animation
Execute Animation

First select the date from the Calendar control Select Date:

Next use the slider control Select Time Span to drag the two handles to the required time span, for
instance around the time an incident was known to occur.

Then choose a Replay Speed using the dropdown control. This can be used to quickly run through an
animation, or it can be done in slow motion instead.

Click on the Execute Animation button to start the animation processing.

Below is an example of Animations on a Web Map.
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APRIL_2013_05 - Layer 2 Topology CPL Loading %
double click Prioke | for drill o WA@sON@s
oLBe CICE over Frope ISon Tor arl [mRit ] .5['.?5.9” .>9|:|
._-_-_._________.—-—-—'_'_'_-_-_ *
10.25.3.14
""‘-—-—.______ lll 10.25.3.250
&
) S qnzsa4d
~ ; n1I:I.25.3.El=3
e o

10.26.3.6 !f
10.25.3.28 -!
)
i

1025241 1025387

10.25.2.201 10.25.3.60

5.3.140
=
o

10.25.3.2

A single bar denotes a single CPU for 10.25.3.2, double bar shows there are 2 CPUs

for 10.25.3.87 and 4 CPUs for 10.25.3.50. Note the Color Key box in the top right, this decodes the
bar colours into \% Loadings. In the case of 10.25.3.2 loading is less than 1\%, in the case 10.25.3.50
loadings 10-25\% for the 4 CPUs.
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Below we have selected Replay Animation mode, this allows the user to replay on a
chosen date:

m |
[" SselectMap Change Map e
'...' Animation Control
-

Change Map View [ Layer 2 Topology ‘ o
: [1] select Date:|2021-07-19

4 Display Settings Change Settings @ Select Time Span: Replay Speed: | Normal (3 secs) From:8:00 To:18:00

* Live Indicators ~ Select Indicators R we || Y oveview

Replay Values - For Date and Time Span - Tick boxes to Activate Animation

& Matches & Changes Highlight on Map

O
O

1]
0O

Show / Hide Devices  Select Devices

Traffic Animations  Select Animations _

Create Submap  Create Submap

<4

Execute Animation

When Animation is selected in the dialog above then a bar appears across the top of the map:

2021-03-07

| 86D - S w00 @ 17:00:00 |

The controls to play forward in time, pause the animations and go backwards in time, are highlighted
in yellow.

BBSD

The green highlight is the time progress bar, it shows the current animation time and can also be
used to drag the animation time to a new time by dragging the handle using a mouse. The arrow
points to the mouse drag handle.

> 18:00

The current animation time is shown in the blue highlighted section below. The icon shows the
selected mode; going forward, paused or going backwards in time.

G 2021-03-07
18:00 @ 17:00:00
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Device Front Panel View

The Port View is a feature that is accessed by double clicking on a device in the web map and then
clicking View Ports. A simulated device front panel is then shown with information on VLAN
membership and also Link States, full breakdown of Device Details including ITIL.

To use this feature, click on the View Ports menu option which displays the Device Ports View as
below:

) 2021-05-20 12:56:28 ITIL State” Active
Host Name: pearl
Device Type: L3 Switch
IF Address: 10.25.3.111
‘Vendor: Cisco Systems
Product: catalyst355024PWR

Product Catalyst 3550 24 10/100 ports with inline power and 2 Gig uplinks fixed configuration
Information: Layer 2/Layer 3 Ethernet Switch

MAC Address. 00:0E:83:45:89:81

I vLan0oo1 [ VLANODDS vLan0o10 [l VLANOD1 vLaNDO 2 [l VLAND1S2 multiple

Click Port Interface Details ShowPort | state o | Links Admin State Show Edit Panel Layout (J
FastEthernet 0/ GigabitEthernet 0/

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 7 18 19 20 21 22 23 24 1 2
BEOofdnon [ : a

This panel shows a large amount of information that is great for getting an instant handle on the
switch configuration without having to browse complex configuration files.

Device Details

Extensive device details learned during the Discovery process, are shown to the left of the device
summary box as below:

By 2021-05-20 12:56:28
Host Name: pearl
Device Type: L3 Switch
IP Address: 10.25.3.111
“endor. Cisco Systems
Product. catalyst355024PWR

Froduct Catalyst 3550 24 10/100 ports with inline power and 2 Gig uplinks fixed configuration
Information: Layer 2/Layer 3 Ethernet Switch

MAC Address: 00:0E:83:45:89:81

For each device that is selected by the map, comprehensive device details are revealed, including
the date the information was updated in Discovery Date above.
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Direct access to an ITIL summary is shown to the right of the device summary box shown below:

ITIL State:
Campus:
Floor:
Office:
Location:

Supplier:

End of Service:
End of Life:
Engineer Notes:

Active
USA East Coast

8

805

East Coast Site 5b

alpha

2

ECR

2019-02-25 11:17:00
2016-10-26 11:16:00

Fan 3 Replaced 2019 April

Port Status Options
There are three options to show all ports status by clicking on Status, Links or Admin Status buttons

as below: -

Click Port Interface Details
FastEthernet 0/

1 Z 3
-

4 a
a

Show Port Sh

State ‘/ Links Admin State

GigabitEthernet 0/
" 12 13 14 15 16 17 18 19 20 21 22 23 24 1 2

B EEEBEnBaE B

9 10

7 8
BEan

The State button is clicked (green tick), and it can be seen that ports 3, 5 and 9 were up at Network

Discovery time.

1 2

Click Port Interface Details

FastEthernet O/ /

Show Port
StatellUR

State

J

3 4 5 G T
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In this screenshot the Links button has been clicked (green tick).

Click Port Interface Details Show Port State Links |«

FastEthernet 0/ /

1 2 3 5 / 6 7 g 9 10 1
EREZEZCZEENEEREER R
The ports containing the Link icon, as pointed to by the arrows in the diagram, show ports where
Discovery has identified a linked device.

It is useful to see which ports have been Administratively Configured to be in state up or down. This
can pinpoint configuration errors at a glance, click Admin State button (green tick), to select this
view.

Click Port Interface Details Show Port | State Links Admin State | «ff

FastEthernet 0/ Allithese)portiarelAdminiUp

1 2 3 4 ] G i 2 9 10 11 12 13
T LTy

All ports in the picture are configured to be Up.

VLAN Information

The Device Port View always shows which ports are in which VLANSs.

The VLAN colour swatches (top) identify VLAN numbers (which are often given names by the
network administration, like ‘Building 25, 2" floor’).

VLAND192 multiple

S

GigabitEthernet 0/

14 15 16 17 18 19 20 ral 22 23 24 2
-pen-g--g-B BB N0 BN 0 n
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Port Drill Down
The Device Ports view gives detailed information per port - that is derived during the Network
Discovery. It is accessed simply by clicking on any port.

GigabitEthernet 0/1/

5 7 9 M 13 15 17 19 21 23 25 27 29 3 3 35 37 39 41 43 45 47
OdoodoonNonooononononononoonn
10 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

1 3

2 4

Port: GigabitEthernet0/1/1 Port Peer Connecton: & ironbox
Port Speed: 1000000000 Peer HostName: ironbox
Port Type: ethernet Peer Interfacelnt: 49
MAC Address: 00:1B:ED:81:75:00 Peer Port: GigabitEthernet4g
Port Status: 4 Up Peer Port Status: ?
Fort Admin Status: 4 Up Peer Port Admin Status: 7

In this case by clicking on GigabitEthernet port number 1, a breakout is given for this port in the
window underneath the ports Block.

Selecting Links mode shows which ports are linked to other devices found during the discovery.

GigabitEthernet 0/1/
1 3

5 7 9 M 13 15 17 19 21 23 25 27 20 31 33 35 37 30 M 43 45 47
ENEEENEEEEEEEEEEEEEEE
10 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

2 4

Port: GigabitEthernetd/1/1 Port Peer Connecton: & ironbox
Port Speed: 1000000000 Peer HostName: ironbox
Port Type: ethernet Peer Interfaceint: 4%
MAC Address: 00:1B:ED:81:75:00 Peer Port: GigabitEthernet4
Port Status: ¢ Up Peer Port Status: 7
Port Admin Status: <& Up Peer Port Admin Status: 7

Note: Details are from the last Network Discovery

Clicking on a linked port such as port 1 above, shows the peer details highlighted in yellow.
Extremely helpful information on the ground next to the box or somewhere remote.
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VLAN Display for Web Maps

VLANs are used extensively to segment network user groups using the Layer 2 port based VLAN
concept built into virtually all switches. The map aims to show which links are in which VLANS,
thereby showing at a glance on the Web maps, what VLAN groups are active and where in the
Topology.

This option is selected when viewing a Web Map by clicking the tick box as per the diagram below: -

|I;|I; Dashboards a\ Inwentory m 0 Discover Network F Alerts and Tickating % Reporis
7 --“-'.-D B showvans
L_-_JJ Mavigator Options

After ticking the Show VLANS checkbox the following display appears: -

D't: Show WVLANS ‘el TickAllVLANS | o L3¢ Un-Tick Al VLANS [ ==

v] Bv] KECLhE null &3 Il multiple

This gives control over which VLANSs are to be displayed on the Web Map by ticking or un-ticking
specific VLANSs.

The Tick All VLANS and Un-Tick All VLANS buttons quickly show all or no VLANS, useful when there
are very many VLANS, as is often the case with large networks.

NS MT/M I

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD Copyright ©2003-2021 Codima Inc (Europe) Ltd. All Rights Reserved.




130

How to Add my own Map Background

The Map Backgrounds are stored in a special folder in the Web Server Directory

under Program Files see below:

= |) BitMarni WAMPStack.
= |) apachez
4 1) hin
) cgi-bin
4 ) conf
1 ) error
= | htdocs
=l |2 Codima
4 ) Asset Pages
E o e
) @eo
|2 Help Content
H 2 is
= |2 MyImages
) _wti_cnf
ILJ) compary
) Filkers
) Flags
) Graphlcons
) Help Innages

4[] Map Icons
) Miscellaneous
) User Added Images
) User Map Icons
4 | ) User Update Files
) Widen

A 25i072017 19:59

Z4/03/2012 03:00
Z4/03/2012 03:00
Z4/03/2012 03:00
Z4/03/2012 03:00
Z4/03/2012 03:00
2303/2012 11:28
2303/2012 11:28
Z4/03(2012 03:00
26/07/2017 14:38
23/03/2012 11:28
24/03/2012 03:00
24/03/2012 03:00
23/03/2012 11:28
24/03/2012 03:00

) _wti_enf

ﬂ Asia,png

ﬂ Denmark. prg

ﬂ Europe.prnig

ﬂ France.png

[*] 3apan.png

,ﬂ sample office layout.png

,ﬂ Spain-and-France.png

,ﬂ Sweden,png
Thurnbs.db

] uK.png

[=]usa.png

,ﬂ w'akerford Campus.png

"il world Map Colored.png

,"il world Map.png

96 KB
96 KB
250 KB
60 KB
103 KB
49 KB
154 KB
63 KB
3 KE
106 KB
25 KB
275 KB
128 KB
99 KB

After adding new Map Backgrounds, refresh the Toolbox Web Page to load the new Map

Background images.

Around 80 Background Web Maps are available for use in Inventory Explorer Views and as

backgrounds for the Web Maps.

File Falder
PMNG Image
PMNG Image
PMNG Image
PMNG Image
PMNG Image
PMNG Image
PMNG Image
PMNG Image
D'ata Base File
PMG Image
PMG Image
PMG Image
PMG Image
PMG Image

They will then appear in the Select Map Background dropdown list in the Change Map View
Display dialog box (after clicking display options icon on LHS icon list in the map view).
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Inventory/ITIL drill down from the Web Map

The Map System matches Map details including the Discovery Name and History Sequence to link
Discoveries to Maps. The map can then support drill down from a map device to an inventory device
details. The Map Drill allows direct selection of other existing features such as a SNMP Browser.

Select Dirill Down
Inventory from Discovery

EI iew Device Sumemnary (Update Option)
Alert Logs

s

AllAlzns

WS Windows Alers

Real Time Monitoring

b=

2 ovenview

S Brocess and Services

0 Softwars Security

-r"-‘- nterface Links

SMMF Browser

;.? Browse this Device

Clicking on the View Device Summary option brings up the new ITIL drill down dialog box for a non-
WMI device.

Map Device Drill ®
ﬁ Overview ..-'" Interfaces
Suulgllgjary 4 Maintence Dates
S EOS End of Support: =[] dd/mm/yyyy 00:00 =]
stws: @ OfAgve ] =
= EOL End of Life! w= 7] dd/mmiyyyy 00:00 B
Type: | workstation | =X | |
— Endof Sale: — ()| gd/mmiyyyy 00:00 ]
Host: o [J[OWNER-PC = O |
. - Warranty EXpires: e [ gd/mmy/ 00-00
IP: @ ([192.168.1.226 = O v =l
End of Lease: = |_||ddfmmfyyyy 00-00 D|

|

|

Vendor: ¢z (J[Dell Inc |
Product: - (] Netbios Device | 4"’ Engineering

|

|

|

Engineer Notes: EI‘. IZI‘ |

Location: Q O |

. — Support Contact: B
MAC: o ([00:25:64D120:15 5 U |

Serial #: = |:\| Vendor Support: |:|‘ |

)‘ Location ﬁ Custom Fields
Campus: ' |:||

Building: H |:||
n

Branch Office: g O]

Office: = |:||

Equipment Rack: E |:||

|
|
|
Floor: |:|| |
|
|
|

Position in Rack: al |_||
al L

All update features and views are supported such as setting the Device Building.
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Below is a Map Device drill down for a device that supports WMI.

The analysis has now got additional detailed information and other options such as Hot Fixes, Anti-
Virus and installed software plus running software (processes and services) are available.

Map Device Drill

Summary
uoID: % uooood
Status: P Active
Type: ‘Workstafion
Host: & 17RR-PC
P: @ 1025398

Product: < Windows WMI

Serial # B CZC1313XY7

Domain
DMS Host Name: 17RR-PC

Domain Role: 0
Part Of Domain: 0

[ System
Domain:
Base Board Manufacturer:
Base Board Product:
Base Beard Serial #:
Base Board Status:
Computer Model:

m 7 User Updates ,-"* Interiaces "':l. Software ""f Hot Fixes

Vendor: &§ Hewlett-Packard

MAC: | 2C-27:D7:3EBETF

-I- Group Membership

Domain: WORKGROUP

WORKGROUP
Hewlett-Packard
14897
CZC1313XY7
oK
HP Compaq 200 Pro SFF PC

* Antiinus

- el .
"& Processes 98¢ Services

- Memory

Capacity:

Device Locator

Data Width:
Speed:

Part Number:
Form Factor:
Total Width:
Manufacturer:
Capacity:
Device Locator:
Data Width:
Speed:

Part Number:
Form Factor:
Total Width:
Manufacturer:
Capacity:
Device Locator:
Data Width:
Speed:

Part Number:
Form Factor:
Total Width:

2147434 G

: W DIMMA

64

1067

M 2)TF25654A7-1G4D1
8

64

M 1icron

2147434 G

o Dz

54

1067

M 2)TF25654A7-1G4D1
8

64

M 1icron

2.147434 G

D3

54

1067

M 16JTF25664A7-1G4F 1
2

54

Note there is also a SHIFT Double click function to see a detailed breakdown in the Navigator Panel
as below, in addition to the Inventory NO SHIFT Double click on a device.

a MNavigator

Summary
uoIiD: 9, uooooT
Status: ﬂ Active
Type: L3 Switch
Host: B clam

Location: (' land green

Group Membership: *

Power Rail: EA 11222

f Cptions

=& Selected Device Details

:i' Map Only

IP: @ 10253112
Vendor: &8 Cisco Systems

Product: <. catalyst355024PWR

ginger

MAC: Ml 000E33:45.BB:31
-'- Group Membership

Test Group 2

@ Custom Fields
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Filtering Web Map Content

Sometimes Maps can be extraordinarily complex when large networks have been discovered by
Toolbox. That is why we have the option to filter maps in several different ways, in order to help you
narrow down a map immensely.

To access the Map filter click on the Show/Hide Devices button

—
—v

= Show / Hide Devices  Select Devices

Inventory/ITIL Device Filters
The first method of filtering your map is through using the Inventory/ITIL filter.

For example, you may restrict Map to Devices on a Campus and that are also over a certain value.
The filter options are very extensive.

Select Devices to Display in this Map x

InventaryITIL Device Filters. E Select Devices from 3 Tree

"= Inventory / ITIL Filter

Summary
UoID:
Status: m‘m'dm
Type:
Host: [ no match this line v|1
|P; | no match this line v|¢
Vendor: | no match this line v|ﬁ
Product: | ne match this line | T
Location: | no match this line | Q
MAC: | no match this line v|‘
Serjal # | no match this line w |E
)' Location
Campus: | ne match this line v ¥
Building: [ no match this line oy
Branch Office: [ ne match this ling ~ |H
Floor: [ ne match this line |
Office: | no match this line v |H
Equipment Rack: | no mach this line [ |E
Position in Rack: | ne match this line ~| 8l

AA commercial
Order Number:

Supplier: [ no match this line |

Purchase Price; [ no match this line v |

Purchase Date: s+ dd/mm/yyyy 00:00 | |
Depreciation Model: [ no match this line » |I |StraightLine W

Residual Value: | no match this line w |
Scrap Value: [ ne match thig line v |
—_—

Lease Supplier: [ no match this line | .

Show Selected Devicas

Filter Options are selected in the dialog box shown above.
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Clicking on the Show Selected Devices starts the Filter Process and the processing indicator appears

Select Devices to Display in this Map

InwentoryTIL Device Filters E Select Devices from 2 Tree

"= Inventory /ITIL Filter Processing | }

Summary
UoID:
Status: [mo match this ine v | ) Acive___ v|
Type:
Host; | no match this line v 1
IP: [ Begins With Vg [10.253 |
Vendor: | Contains v |‘.'i |cisco |
Product; [ ne match this line v | T
Location: | ne match this line v | Q
MAC: | nc match this line ~ |‘
Serial #; | no match this line w |E

)' Location

|

When processing is complete a button appears to update the currently loaded map.

Select Devices to Display in this Map

InventonyTTIL Device Filters E Select Devices from a Tree

"= Inventory / ITIL Filter Devices Matching s Updste the Map

}' Location

Summary
voiD: %,
Status: [no match this ine v | @) Aclive v |
Type:
Host: | no match this line v | 'y
IP: | Begins With viQ [10.25 |
Vendor: | Centains vigg |cisco |
Product: | ne match this line v | r
Location: | no match this line ~ | Q
MAC: | no match this line w |‘
Serial #: | no match this line v |E

Clicking on Update the Map will show only the devices matching the Inventory/ITIL filters in the

updated Web Map. To cancel the Filtering simply reload the map.
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Select Devices from a Tree
The second method of filtering the map view is to select devices from a file tree.

Select Devices to Display in this Map

= e
Y Inventory/ITIL Device Filters == Select Devices from a Tree %% Select Devices from SUBNET List

Select Which Devices to Display in Map (tick box) Clear Tree Selections | i Reset All Tickboxes

Device Type Vendor Subnet Group

Use Tabs to Change Tree Display

-
b" IP address

£9 Layer 2 Switch - Select Al L]
° D ironbox 10.25.6.100
° rock 10.66.7.100
& ‘
| Layer 3 Switch
=
! Router
> :
b‘ Workstation
=
! server

Show Selected Devices

Deciding which devices to be displayed on the map is as simple as ticking devices that you wish to
view on the map and unticking devices that you want to be hidden.

You may sort the file tree in a few different ways, in order to more easily find the devices, you are
searching for. The options available for sorting the directories are Device Type, Vendor, Subnet, and
Group.

Select Devices from a Subnet Group
The last method is Select Devices from Subnets as below:

Toolbox % =
q F‘.

~71 Select Devices to Display in this Map

r_—_'
Select Map | Change Map
B T e RSP WL S| TR ctect Devices from SUBNET List

Change Map View: [ Layer 2 Topology ~ %o
%}n Select SUBNET(s) to Filtg e Content in this Map
| #1 Display Settings| Change Settings Tick SUBNET(s) from the Grid to Lpeffide in the Map
SUBNZ (Mask) (Min IF) (Max IF) (Max Count) =

* Live Indicators | select Indicators
s Matches & Changes Highlight on Map
=% Show/Hide Devices Select Devu/

|&8 Traffic Animations  select Animations

18777214

5

10.25.8.1

10.881.1

102531

, Create Submap  Create Submap

213748 131 171 213 748 131 171 1

Show Selected Devioes
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The user can choose subnets, that are to be included in the map to reduce complexity as required,

by using the row tick boxes.

®x
_J -
=77 Select Devices to Display in this Map
&
W imventony!ITIL Devics Fiters || P Select Devices from a Tres Select Devices from SUBNET List
“guga Select SUBNET|(s) to Filter the Content in this Map
Update;Map
Tick SUBNET(s) from the Grid to Include in the SelectediSubnets e
I:I SUBNET [Min IR} {Max IF} (Max Count} -
|:| 127.0.0.0 27.0.01 127.255.255.254 16777214
D 182.188.223.0 182.188.223.1 182.188.223.254 254
D 182.188.1.1 182.188.1.254 254
A5.255.256.0 10.25.4.1 10.25.4.254 254
255.255.255.0 10.25.5.1 10.25.5.254 254
26625525610 10.256.1 10.25.8.254 254
25525525510 10.88.1.1 10.88.1.254 254
255,255 256.0 10.25.3.1 10.25.3.254 254
|:| 10.20.20.0 255,255 255,252 10.20.201 10.20.20.2 2
D 213.248.131.121 255.255.2565.255 213248131121 213.248.131.121 1 -
Show Salected Devices
i # i—

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD Copyright ©2003-2021 Codima Inc (Europe) Ltd. All Rights Reserved.




137

Downloading Visio Maps

Being able to professionally document and display network maps is important for any organisation
with an IT infrastructure. Codima Toolbox comes equipped with an integrated Visio diagram
download feature that doesn’t require any plugins and supports a wide range of map layouts. There
are only two requirements to be able to use this feature, the first is that a copy of Microsoft Visio is
installed on the same machine that runs your networks discoveries, the second is that you must
have one of the following licenses:

- Free License

- Network Inventory with Maps in Web and Visio Toolbox

- Network Inventory with Maps in Web and Visio and Monitoring + Alert Ticketing Toolbox

Setting up Visio Export

To set up Visio downloads make sure that a copy of Visio is installed on the device that your network
discoveries are performed. This is crucial as Codima Toolbox uses the Microsoft Visio application to
produce your maps.

Note: You do not have to setup Visio export settings for maps to be exportable, Layer 2
Topology/Tree diagrams are created by default and stored in Toolbox. By changing the export

settings, you can choose the map layouts that suit your needs best.

1. Navigate to the Discover Network tab

Toolbox % CLIC
% Inventory X‘ Maps C Alerts and Ticketing %5 Settings

| ﬁi # Create a New Discovery (Database)

2. Click on the link in the Set-up column under the heading Output Set-up & Visio Maps
Download.

Output Set-up & Visio Maps Download

Set-up fMaps(Download) Html Web Maps

”2 7+ (1] [&hs> 7+ 4]
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3. A window will appear with options relating to the Visio export feature.

A 4 save Outputs Settings | SAVE SETTINGS

Control when Outputs for Visio Map, Web Maps and HTML Reports are Created

Select the number of days to wait before creating another Report. Setting zero means & report type is ALWAYS produced following &
Discovery. Setting to 14 days means a report type will only be produced after a gap of 14 days since the Last Report. This limits the
number of reports created, if a Scheduled Discovery is set less than 14 days. For example - Discovery is Scheduled DAILY, but the
user does NOT need a report type every day, just every 14 days.

Create Visio Maps no more than every SELECT days : | 7 v m

x‘ Create Web Maps no more than every SELECT days : | 0 v Eg

Q Create fixed HTML Reports no more than every SELECT days : | 7 - Eg

Select Which Visio Diagrams to Create

Layer 2 Topology D

Layer 2 Tree D

Network Infrastructure Topology D
Network Infrastructure Tree D
Layer 3 Topology D

Router, Switch, Server Topology O
Spanning Tree Topology D
Subnet Topology D

Switch Topology O

VLAN Topology D

VolP Topalogy D

WAN Topology I:]

4. The option marked below in yellow allows you to select a number of days that toolbox will
wait before allowing you to download a Visio Map. This is used to limit the output frequency
of Visio maps, as creating large Visio maps can take a long time, and doing so for each
discovery is not always necessary.

a‘j Save Outputs Settings =~ SAVE SETTINGS

Control when Outputs for Visio Map, Web Maps and HTML Reports are Created

Select the number of days fo wait before creating another Report. Setting zero means a report type is ALWAYS produced following a
Discovery. Setting to 14 days means a report type will cnly be produced after a gap of 14 days since the Last Report. This limits the
number of reports created, if & Scheduled Discovery is set less than 14 days. For example - Discovery is Scheduled DAILY; but the
user does NOT need a report type every day, just every 14 days.

Create Visio Maps no more than every SELECT days : m
0

5. Under the Heading Select Which Visio Diagrams to Create you may choose what Network
Map views you would like Visio to display, by ticking the box next to them. Below you will
find an explanation of what each map layout displays.

ﬂ Select Which Visio Diagrams to Create

Layer 2 Topology D

Layer 2 Tree D

Network Infrastructure Topology D
Network Infrastructure Tree D
Layer 3 Topology D

Router, Switch, Server Topology D
Spanning Tree Topology D
Subnet Topology D

Switch Topology D

VLAN Topology O

VolP Topology D

WAN Topology D
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a. Layer 2 Topology — Shows all devices the Network Discovery found in a topology
format.

b. Layer 2 Tree — Shows all devices the Network Discovery found in a tree format.

c. Network Infrastructure Topology - includes all devices that provide services to
customers on the network.

d. Network Infrastructure Tree - includes all devices that provide services to customers
on the network.

e. Layer 3 Topology - includes all devices that have a routing table. i.e., they have an
entry in the databases layer 3 topology table populated by the Codima Discovery
Engine.

f. Router, Switch, Server Topology — Displays all routers, switches, and servers on your
network.

g. Spanning Tree Topology — Displays you Network as a spanning tree.

h. Subnet Topology - shows all Subnet edge devices (i.e., route between Subnets) and
Subnet Clouds.

i. Switch Topology — Shows all switches on your network.

j- VLAN Topology — Displays the Virtual Local Area Network Topology.

k. VolP Topology - Shows all SIP Devices and important Network Infrastructure devices
like Routers, Switches and Wireless access points.

I.  WAN Topology — Shows the Wide Area Network Topology

6. Make sure to click Save Settings in order to keep all the changes made.

1 save Outputs Settings | SAVE SETTINGS

Viewing Visio Diagrams

Viewing Visio Diagrams can be done by anyone with access to your Codima Toolbox web interface.
Keep in mind that in order to edit Visio diagrams you must have a copy of Microsoft Visio installed
on your computer. If you do not have a copy of Microsoft Visio then you may use the free Visio
Viewer that Microsoft offers, you can download the latest version here:
https://www.microsoft.com/en-us/download/details.aspx?id=51188

1. To get access to a Visio map you must first have completed a Network Discovery. Then open
the Discover Network tab, In the Main Grid at the bottom of the GUI, click on the Visio
Maps(Download) link (Marked below with the arrow)

Output Set-up & Visio Maps Download

Set-up VxS|or\Aaps(DownIoad)yweb Maps

I>>>  7:[4] [ 7+ (4
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2. A grid will appear, double click the Discovery view you want to see as a Visio Diagram
Select Visio Maps to Download
It is Essential that Pop-Ups are Allowed to Download the Visio File (check browser settings)
Double Click a Row to Download a Visio Diagram File from the Toolbox Server
Date - Database ID History ID strVisioFileName
2021-08-15 15:35:42 MyNewSite 1 MyNewSite_1.vsd
2021-08-09 16:38:59 MyNewSite 1 MyNewSite_1.vsd
pel & @ Export (@
3.

A download will start via the standard Download Pop-up for your browser. Visio will open if
it is installed showing the Map. Typically, if there is no Visio installed then you will be

prompted to install/launch the Visio Web Viewer. The Visio Web Viewer will open the map
in Internet Explorer with ActiveX enabled.
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ALERTS & TICKETING Feature

Alerts and Ticketing is a from the ground up, Integrated system (not a bolted-on package with a
different GUI). It pulls together Alerts from Toolbox Monitoring and External Alerts such as Syslog,
and then Classifies and Presents them throughout the system including in Toolbox Live Maps
(including Probes).

Tickets can be generated Automatically or added Manually and sent to general or specialised Teams.
The system automatically Tracks and chases up Tickets by talking to engineer and supervisor pools,
using an elegant but world class setup. A diagram illustrates Polling operation, see next page.

What Alert System does

The system is designed to Analyse and Classify Alerts and work with other (SIEM) Alert Management
Systems to Display Alerts in the Distributed Toolbox GUI especially in the Live Maps.

Alerts are created by Monitors within Toolbox and Externally by network devices as SNMP
TRAPs and Syslog messages. These sources are combined in Alerts processing and viewed in
the raw Alert form in the Review Alerts top panel. The Alerts are broken down into many
categories (user programmable) and displayed in Standard and (optionally) in User Created
Dashboards.

Alerts can be modified, collected together using Triage (kills alert floods) and can be used to create
Job Tickets. First Alerts must be Classified with a Filter Matcher using the Alert Filter system, this
saves time later as Alert Classifications (filters) can be applied in Map Animations too.

Incoming Alerts may be modified say to change priority or change the message to
something easy to understand. They can then be re-transmitted as TRAPS or Syslog or just
processed internally.

The Job Ticketing system works with Triage and is a powerful but simple Job Ticket Allocation system
with 3 Ticket Priorities. A Pool of Engineers is created by the user to address specific functions such
as Server maintenance or geographical areas. A single interface specifies actions per Ticket Priority
including a full set of Reports to Track Engineers and Ticket Progress.
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Alert Sources Diagram

Alert Sources to Triage System

Response Application
Time & Port

Availablity Monitoring

Devices & Web
Links Anal‘,-'tics

Netflow _ Syslog &
Analytics TRAPS

Alert Triage - Optional Processes

Match Alert Filter(s)
Change Alert Details

Match Alert Filter(s)
Create Job Ticket

Match Alert Filters
Perform Action
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Alert and Ticketing Overview Display

A quick dismiss Alerts mechanism can be used if the full Alerts Triage and Ticketing system is not

required.

An example of the Alerts GUI with a list of alerts below:

[D Fiter by Priotity: | Evants @ 2018-08-22 Dismizs Ticked Merts: 4( Whismiss Aerts
Alerts Analysis Dashboards Ticketed Merts | 05 Al Aerts | | Dismissed Mlerts
@ Aert Type fralysis || @ Alerts Fitter Analysis New Alerts (Non Triaged) - Tick Rows then Button te Dismiss Alerts - Period undefined -]
Status Dele & Priority Address Message Device
New Alert - Dismizs using Dismiss Alerts Button
Mew 201M8-07-11 10:32:22 e 10253115 Source 001 37FEECCO0 10.25.3 115 Destination CODIMA-186D 10.25. YalP Server
W Dismissed New Alert 4 Alert Convertedto 3 Ticket New ME07-11103220 @ 10253115 Source 00137FEECCO0 10.25.3.115 Destination CODIMA-1880 10.25. valP Server
New 2015-06-24 103115 @ 10253115 Source D01 37FEECCO0 10.25.3.115 Destination CODIMA-186D 10.25. VelP Server
L4 Review Tickets and Dashboards
Mew 2018-08-24 10:30:56 10253115 Source 001 37FEECCO0 10.25.3 115 Destination CODIMA-186D 10.25. YalP Server
»
Setup Hen Fifers Mew 2018-06-2410:30:36 @ 10283118 Source 001 37FEECCO0 10.25.3.115 Destination CODIMA-1860 10,25, valP Server
4 Tiage - Aszign Job Tcksts New 2015-06-24 103034 @ 10253115 Source D01 37FEECCO0 10.25.3.115 Destination CODIMA-186D 10.25. VelP Server
» rd Triage - Reclassify and Wadify Aen Mew 201M8-08-24 10:30:33 10253115 SNMP o 1025 3 115 Trap |d 022 linkDown sysUpTime.0 -1980008611 Unknowven Moc,
New 2015.06-2410:30:23 @ 10253115 Source 001 37FEECCO0 10.25.3.115 Destination CODIMA-188D 10.25. valP Server
P "] Triage - Perform Direct Action

New Alerts (Non Triaged) - Tick Rows then Button to Dismiss Alerts, see below:

@ invenory | o8 Maps | @ Discover Nework ‘Alerts and Ticketing

e - I s | g
New Alert - Dismiss using Dismiss Alerts Button Hew Alerts {Not Ticketed o Dismissed) Toketed Aleris | B AllAlets || [ Dismissed Alerts
¥ Dismissed New Alert Alert Converted to 2 Ticket New Alerts (Non Triaged) - Tick Rows then Button to Dismiss Alerts -]
st . Priod .
=l Retieue Windous Aert Logs | o Setup Windews Logging [m] Status Date 2 fority Name Log Address Message Device
¥ 47 Review Tickets and Dashboards

» Triage - Assign Job Tickets.

4 4 Triage - Reclassify and Modify Alert
* @ ) Trisge - Perform Direct Action

D ‘ Engineering Resource Management

¥ [ Edit sert Action Tempiates
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Simple Alerts Dismiss or the Full Triage System?

Alert Operation

Processing Incoming New Alerts can be

1) ticked in the New Alerts display to Dismiss them

or 2) be intelligently processed by the Alert Triage System.

1) Simple New Alerts Dismissal Process

+ It is simple to use.

+ No setup required.

- All Alerts have to be manually dismissed.
- Cannot create tickets automatically.

- Cannot automatically suppress alert floods.

2) Triage New Alerts Process

+ Automatically suppresses alert floods by converting them to a ticket (the Alerts are linked
to the Ticket for later drill down).

+ Creates Tickets to allocate engineer resources and track fix processing.
+ Extensive reports to analyse alerts based on Triage Classification.

- Requires setup of engineer’s pool, email, Alert Tickets and Triage Rules.
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Ticketing Full Status Tracking

This is a very major upgrade that allows full tracking and also interaction with both Engineers and
tickets — see except from Help System below: -

The right-side Window contains the Ticket Summary Grid which gives a live update of Ticket Status: -

Onvenview - Click Row for Events Analysis and Ticket Controls (-]

Ticket - Lewvel Drate State Allacation Address Matne Engineer Detailz

[Finally can start
100103 Expedited 2018-06-1311:32 ' Enginesr Accepted TMetvwark Support |t Sy searh Bt aenese searh Supervisor One Alarm From DEY
Pinger QosS=2Ayvel
Alarm From DEY
Pinger QosS=2Ayvel
il ook st Wyiscr
Alarm From DEY
Pinger QosS=2Ayvel
-=Finizh tormarron
[
Will check links a
100100 Expedited  2018-06-12 10:3C O completed Successiull {Metwork Support |httpc i seorl it dhaessae seorl Metseork Support &larm From DEY

Pinger GoSedyvel

==l close ticke

100102 Expecited 2018-08-1215:51@; fanuslly Cancelled TMetwork Support [http: ifeeaesy seorl bittp: dtaeseese wearh -

100101 Expedited 2018-06-12 13:52 /¥ Enginesr Accepted TMetwork Support [http: iteeaewsy codir bittp: ey codir Metvwork Suppart

On clicking on a Ticket Row the Ticket Summary appears as below: -
Wiew Ewvents for Ticket »

Ticket Summary for #100101

Device Summary:  http:iwww.codimatech.com/ [hitp:/www.codimatech.com/] Global Infrastructure ISP - Location USA
Creation Details:  [Triage - Slow Ping Time] ({Network Support PJF} Allocated as in Team {Network Support} |)

Description:  [Will look at Wednesday **] Alarm From DEV 1 System Monitor Pinger - Alarm 117ms™ Alert "Low Value Test” Regarding
http://www.codimatech.com/ [http://iwww.codimatech.com/] Global Infrastructure ISP Location USA Pinger QoS>Average Ping Time 118 ms Above Limit 117 ms -
=Finish tomorrow

Engineer Motes:  [Will look at Wednesday **]
Closure Motes:

,//J? Optional Actions | % Cancel Ticket Mow ? Request Statuz Update x4 Re-Assign Ticket Add Hotes:

« » Ticket Events

Ticketing Events Log -]
Drate Delta Ticket # | Priority | Mail Ewvent Engineer Motes

2018-06-12 145335 0000 10010 Mesw Ticket (%] Create Mew Ticket

2018-06-1217:47:03 025328 100101 > ;\: Resassign ‘ Metweark Support PIF - Offer Job

2018-06-1219:10:54 041719 100109 > ;\: Reassign &l ‘ Metweark Support PIF - Offer Job

2018-06-1219:10:54 041719 100109 + B Timeout i Supervisor One Timeout on Engineer Invites

Here it is possible to Cancel the Ticket immediately, Request an Update from the assigned engineer,
or Re-Assign the Ticket to another Engineer.
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How to Use Alerts and Ticketing

Alerts of all kinds are initially displayed in the Alerts Tab top panel grid.

They can be simply Dismissed or use the automated dismissal using the Triage System by creating a
Job Ticket.

However, if there is a Triage Rule that matches any incoming Alert then it will be automatically
acknowledged and be removed from the top panel grid. The matching Alerts are retained in the
system and attached to the matching Triage Rule which are viewable in Triage Analysis Grid Reports.

Key to using the Triage System is to setup Alert Filter matcher(s) as these are used to Trigger Triage
Rule Matches.
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Using the Alert Tabbed Grid

The Grid shows New Alerts: that can be Dismissed as explained under Using Alerts and Simple Alert

Dismissal.

Fitter by Priorty: | Bwents

Time Period: | Last ¥ Days ¥

Dizmiss Ticked Aerts: *‘ I Dismiss Aerts

Ticketed Merts S Al Merts o Dizmiszed Merts
New Alerts {(Non Triaged) - Tick Rows then Button to Dismiss Alerts - Period Last 7 Days [~ ]
Status Date & Priorit: Address Meszage Device

- Warning From DEY 1 System Manitar Port S0Warn = 51
[ -05- et X
o ey 2018-08-1510:2 hitt oy svoricliv TCP Service Portz=4verage Ping Time 1712 ms Above Global

i i I

o - S BB 5 10 it e codimat Wiarning From DEY 1 Systemn Monitor Part 80Warn = 5 bl

Ticketed Alerts are Alerts that have been Suc
Status Column - in this case Alerts have been

TCP Service Partz=2Average Ping Time 1695 ms Abave

cessfully Triaged under the Triage Rule listed in the
Ticketed using the Slow Ping Time Triage rule.

Mew Merts (Mot Ticketed) o Al Aerts o Dismizzed Aarts
I LI - Period Last 4 Weeks o
Status Date & Pricrity Address Message Drevice:

Slow Ping Time 2018-06-13 123303 @ hittpibanaw avoridtimeser, ::f;re“r Zgg:ii\ggagsﬁﬁ;”T“?;;“féopir:ge};l;i':rm; f;”f:n’:'e” Lo M okl
Slow Ping Time  2018-06-1216:51:26 @ htp: iy worltimesers ;:f;re“r ZEQ}&E\Q&;ﬁﬁ:Tr‘?;;“fgupir:ge;éi':rﬂr;; :;”f:n’:'e” LY Gkl
Slow Ping Tme 2018-06-1214:5326 @ hitpuifwrerw codimatech o ::f';:r Zzgii\;:agsﬁﬁ;”Tr‘?;;“ﬁspin':ge;t;;':rm; :Tf:n:“e” Lo e ol
Slow Ping Tme 2018-08-1211:30.24 @ hitpifwrarw wvoridtimeser ::f;:r ggg}i“;ﬁgﬁﬁ;T"?;;“fgu'):ge;éi':rm; 1?:”?3:“’:'3” Lo M ol
Slow Ping Tme 2018-06-1016:5602 @ hitpifwnarn awvoridtimeser ::f;':r ZEQ:?AEirLg%i?gn#;2“351'):28;&;3'?&:; 1?:”?3:“’:'3” Lo M ol
Slow Ping Time  2016-06-10 16:51:51 e‘ bt s rvaridtimeser, Alarm From DEY 1 System Monitor Pinger - Alarm 117ms" Alert "Low Ve Global

Pinger Go==Average Ping Time 130 ms Above Limit 117 ms

The All Alerts tab shows all Alerts including Manually Dismissed and Triage Dismissed Alerts. The list
can be searched/filtered and sorted using the standard Grid features. The Suppressed Alerts refer to
Alerts being auto suppressed by the Triage System.

All Alerts - Period Last 4 Weeks

Status Date & Priarity Address

Suppressed 2018-08-13 14:43:15 hittp: it codimatech.co
Suppressed 2018-08-13 144315 hittp: it sovorlctimeser
Suppressed 2018-08-15 1430015 bkt foesnesny sncorlcitimeser,
Suppressed 2018-08-15 141814 Fttg: fnesnesne svorlctimesers
Suppressed 2018-068-15 140815 bkt feesnesne sncorleitimes e
Suppressed 2018-068-15 135414 Fttp: et seeorlctimes ers

Suppressed 2018-068-15 134215 Fttp: S wvorlctimes ers,

& & & 66 86 6

Suppressed 2018-068-15 1330014 Fttp: S wvorlctimes ers,
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Alarm From DEY 1 System Monitor Pinger - &lanm 117ms" Alert "Low Ws
Pinger Gos=Average Ping Time 118 ms Above Limit 117 ms
Alarm From DEY 1 System Monitor Pinger - &lanm 117ms" Alert "Low Ws
Pinger GoZ=Average Ping Time 130 mas Above Limit 117 ma
Alarm From DEY 1 System Monitor Pinger - &larm 117ms" Alert "Low Ws
Finger GoS=Average Ping Time 131 ms Above Limit 117 ms
Alarm From DEY 1 Systemn Monitor Pinger - Alarm 117ms" Slert "Low Ws
Pinger Gos=Average Ping Time 130 ms &bove Limit 117 ms
Alarm From DEY 1 System Monitor Finger - Alarm 117ms" Alert "Low Ws
Pinger GoSeAverage Ping Time 130 ms &hove Limit 117 ms
Alatm From DEY 1 System Monitor Finget - Alarm 117ms" Alert "Low Ws
Pinger GoSeAverage Ping Time 131 ms &bove Limit 117 ms
Alatm From DEY 1 System Monitor Finget - Alarm 117ms" Alert "Low Ws
Pinger GoSsAverage Ping Time 132 ms Above Limit 117 ms
Alatm From DEY 1 System Monitor Finger - Alarm 117ms" Alert "Low Ve
Pinger GoSsAverage Ping Time 130 ms Above Limit 117 ms

Glokal

Glokal

lokal

lokal

Glakal

Glakal

Glakal

Glakal
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The Dismissed Alerts tab can be used to view Alerts that have been Manually Dismissed.

Hew Merts (Mot Ticketed) Tizheted Merts o Al Herts

Manually (Not by Triage) Dismissed Alerts - Period Last 4 Weeks

Status Date & Priarity Address Meszage Device
& Dizmizz 2M8-06-01 163548 @ 102531135 Source 001 3TFEECCO0 10.25.3.115 Destination CODIMA-1860 10,25 3.2V olP Server
& Dizmiz= 201 5-06-01 16:38:47 @ 10253115 Source 00137FEECCO0 10.25.3 115 Destination CODIMA-1860 10,25 3.2 WVoIP Server
& Dismizs 201 5-05-24 132704 @ 10253115 Source 001 3FFEECCO0 10.25.3.115 Destination CODIMA-18E0 10,25 3.5 VolP Server

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



149

Retrieving Windows Alerts

Toolbox can talk to Windows boxes using WMI to collect Events from their Windows NT
Logs and then convert them to Toolbox Alert Format. They are then processed as normal in
Toolbox that means they can use Alert Filters to modify the alerts, create Tickets or send out
as SYSLOG or SNMP Traps for example.

The Windows Alert processing is setup by clicking on the Setup Windows Logging button as
in the picture below:

Dashboards ? Imventary X‘ haps ﬂﬂ Discower Metwork ' Aerts and Ticketing

- - Review Aerts and Dashboards IE Filter by Pri
Alerts Analysis Dashhoards m
P ———— P —— Enable Windows
1 rt
[F) =] wpe aly=i= e HeME Fliter alyzis E'lul'ent LGQ NEW
Tracking

Mewr Alert - Dismiss using Dismiss Alerts Button

o« Dizsmissed Mew Alert Alert Converted to a Ticket

=. Retrieve Windows Mert Logs | G Setup Windows Logging
Shahg kGO

b Rewview Tickets and Dashboard=

The following Dialog appears. Select which Windows Logs and what Priorities of Alerts you
want to retrieve from the Windows System.

Setup Windows Logs Retriewal ®

=. Retrigse Windows Alert Logs

Fitter by Evert Type : ¥ Information ¢ Warnings #| Error Audit Success Avclit Fail

Fitter by Event Type L4 System Application Ld Security

Update Settings
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Using Alerts and Simple Alert Dismissal

This Panel shows the Alerts under several classifications that show what is happening both for the
Simple Dismiss Alerts system or the Triage System Results.

Fiter by Priority: | Everts BRI NLERMNEY RN T Time Period: | 2=t 7 Days ¥ |picmiss Tioked Merts: | f | Dismiss Mens

Ticketed Merts S Al Merts o Dizmiszed Merts
New Alerts {(Non Triaged) - Tick Rows then Button to Dismiss Alerts - Period Last 7 Days [~ ]
Status Date & Priorit: Address Meszage Device
— - Warning From DEY 1 System Manitar Port S0Warn = 51
(] -06- 2 :
o ey 2018-08-1510:2 hitt oy svoricliv TCP Service Portz=4verage Ping Time 1712 ms Above Global
Wiarning From DEY 1 Systemn Monitor Part 50Warn = 51 bl

(] -05- el : i
- M 2018-06-1510:2 biti: oo codimat TCP Service Partz=2Average Ping Time 1695 ms Abave

Using the Simple Manual Alerts Dismiss system click on the tick boxes on the Grid Rows to select the
Alerts, then click on the Dismiss Alerts button. A popup will appear, as below:-

Ticketed Aart=z "o Al Aers o Dismissed Aearts

New Alerts (Mon Triaged) - Tick Rows then Button to Dismiss Alerts - Period Last 7 Days

Statuz Di=srmni=s ticked New Oerts » Message
7 M Click Eutton ta Dizrmiss Ticked M erts DEY 1 Zystem Manitor Port 80 Warn = 31
= wtz=LAverage Ping Time 1712 ms Above
7 Hote Unzacknowdedged Merts will be Dismizzed and Remowead DEY 1 System Monitor Port 80 Yyarn = S
MEsw from the New Merts List stz Average Ping Time 1698 ms Above

Aerts higtching Triage Rules are Adtomatically Dismissed

Dismis= Merts

Clicking on the Dismiss Alerts button in the dialog will move the Alert to the Dismissed Alerts tab
and they will no longer be Active in Toolbox e.g. in the Maps or Diagnose.
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A Diagram of the Ticketing Process

Tickets can be Created Automatically by the Triage Engine or Added Manually in the Toolbox Web
GUI.

Depending on the Group Assigned by the Triage Rule or the Manual Ticket Dialogue box, then the
Ticket is assigned to a particular Group of Engineers. New Tickets are assigned to Engineers by Email.

The Supervisor, if Setup, is kept informed of Ticket Assignments and Failure to Respond by Email.

Tickets from Manually
Alerts Triage Created Tickets

Engineer Pool !
Negtwcrrk +
2 2

Engineer Pool
Security

Ticket Engine ! +
3

Supervisor(s) e

i

Email Traffic V\A

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD



152

Communicating with Engineers by Email

Below is the Action of the Toolbox Ticketing System on Creation of a New Ticket. First the System
looks for an Engineer that is Free and in the same Engineer Group as specified in the Ticket.

Spider ...
Manager II' l"

Normal Ticket Processing
Spidersends Email Invitation to Engineer Matching the Ticket Group
—

Engineer Accepts the Ticket with reply Email *ACCEPT™

1 —_—

If the Engineer does notreply within a timeout (Urgent10 mins, Expedited 30 mins, Routine 6 hrs),
thenthe Ticketis senttoall Engineers and the Supervisoris informed by Email too.

When the Engineer completes the Ticket, an Email is sent containing * COMPLETED™ or
*MNOSOLUTION®,

e —
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The eMail *COMMAND*s between Toolbox <-> Engineer

A Ticket is assigned to an Engineer in a format as below:

<<<You have been assigned this Ticket - Reply *ACCEPT* or *DECLINE*
*?* for command help>>>

Add Comments after the REPLY CODE (*....*) terminated by **

Priority Expedited - Ticket Reference #100103,

Created 2018-06-13 11:33:16, As Slow Ping Time

Device - http://www.worldtimeserver.com/ [http://www.worldtimeserver.com/] Global web site
no vendor - Location USA

Site - Local

(Ticket Assignment Summary - Alarm From DEV 1 System Monitor Pinger - Alarm 117ms" Alert "Low
Value Test" Regarding http://www.worldtimeserver.com/ [http://www.worldtimeserver.com/]
Global web site no vendor Location USA

Pinger QoS>Average Ping Time 130 ms Above Limit 117 ms )

The Engineer is invited to Accept the ticket by replying with *ACCEPT* usually followed by a
Comment such as "will investigate now**". The ** is used to terminate the Engineer comment (if it
is omitted the rest of the email will be logged by the system). On the Toolbox System reading the
reply, it will send out a confirmation to the Engineer and the system will update status on the Ticket
and the Engineer.

"*ACCEPT*" | will accept responsibility for this ticket. Ticket now registered to this Engineer.

"*DECLINE*" | cannot accept this ticket.
"*REASSIGN*" Although | accepted this Ticket | now need someone else to deal with it. The Ticket is
advertised to all Engineers in Group

"*UPDATE*" Here is a Status Update, Status Updates may be Requested by the Supervisor too.

"*COMPLETED*" | have successfully completed the Ticket. The Ticket is now marked as Closed
Successfully.
"*NOSOLUTION*" | have not been able to fix the problem and have marked as closed Unsuccessfully.

These are Status Message sent by the Engineer to Update the Supervisor - they do not impact
existing Ticket Assignments.

"*BUSY*" | cannot Accept more Tickets, until updated by an AVAILABLE message to the Toolbox
System.

"*AVAILABLE*" | can now accept new Tickets

"*SICK*" - reporting in Il

"*HOLIDAY*", - reporting in On Holiday

"*¥HELP*" or "*?*" - Request for a full list of Commands and their meaning.

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD Copyright ©2003-2021 Codima Inc (Europe) Ltd. All Rights Reserved.


http://www.worldtimeserver.com/
http://www.worldtimeserver.com/
http://www.worldtimeserver.com/
http://www.worldtimeserver.com/

154

Using the Ticket Summary Dialog

The righthand side Window contains the Ticket Summary Grid which give a live update of Ticket
Status:

Ovenview - Click Row for Events Analysis and Ticket Controls [ ]

Ticket Level Drate State Allacation Address Matmne Engineer Detailzs

[Finally can start
100103 Expecited 2018-06-1311:32 ' Engineer Accepted TMetvwork Support |t Sy seorl bt ey o Supervisor One Alarm From DEY
Finger Qos=2yvel
Alarm From DEY
Pinger QoS=2yvel
il ook st Wyiecr
Alarm From DEY
Pinger QosS=2Ayvel
-=Finizh tamarra
[
Wil check links &
100100 Expedited  2018-08-12 10:3C O Completed Successfull {Metwark Suppart |t ihasaea wearl bt Shaeases saearh Metweark Support Alarm Fram DEY

Pinger GoS=Avel

==l close ticked

100102 Expecited 2018-08-1215:51@; fanually Cancelled IMetwork Support [http: ifeeaesy seorl bitbp: dbaeseese wearh -

00101 Expedited 2018-06-1213:52 ' Enginesr Accepted TMetwork Support [http: ifeesesy codir bittp:dbaeeese codic Metvwork Suppoart

On clicking on a Ticket Row the Ticket Summary appears as below:

Wiew Ewvents for Ticket »

Ticket Summary for #100101

Device Summary.  http:iwww.codimatech.com/ [http://'www.codimatech.com/] Global Infrastructure ISP - Location USA
Creation Details:  [Triage - Slow Ping Time] ({Metwork Support PJF} Allocated as in Team {Network Support} |)

Description:  [Will look at Wednesday **] Alarm From DEV 1 System Monitor Pinger - Alarm 117ms™ Alert "Low Value Test” Regarding
http://www.codimatech.com/ [http://www.codimatech.com/] Global Infrastructure ISP Location USA Pinger QoS>Average Ping Time 118 ms Abowve Limit 117 ms -
>Finish tomorrow

Engineer Motes:  [Will look at Wednesday **]
Closure Motes:

,//J? Optional Actions | % Cancel Ticket Mow ? Request Statuz Update x4 Re-fasign Ticket Add Motes:

« » Ticket Events

Ticketing Events Log -]
Drate Delta Ticket # | Priority | Mail Ewvent Engineer Motes

2018-06-12 145335 0000 10010 Mewy Ticket (%] Create Mew Ticket

2018-06-1217:47:03 025328 100101 23 Reassign ‘ Metwork Support PJF Offer Job

2018-06-1219:10:54 041719 100100 23 Reassign Al ‘ Metwork Support PJF Offer Job

2018-06-1219:10:54 041719 100100 % Timeout ii  Supervisor One Timeout on Engineer Invites

Here it is possible to Cancel the Ticket immediately, Request an Update from the assigned engineer,
or Re-Assign the Ticket to another Engineer.
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The Ticketing Panel Description

This Panel gives access to several Ticketing features:

Dashboards Q Irrenitory x‘ haps ﬂ Dizcower Metwork . Aerts and Ticketing

» (q‘ Rewviem Mert=s and Dashboards I:D Fitter by Le
Cnervie
v Manually Add a Ticket © Add Ticket Ticket <
. . . 100103
Y+ View Engineers Status @ view Status
100102
Ticket Analysis Dashboards
@ Tickets - Merts Breakdown 1001 01

@ Ticket Triage Rule - Analysis

A New Ticket can be added directly to the Ticketing System by the Operator without going through
the Alerts Triage System by clicking on the Add Ticket Button, as below:

e T R - - O | T =y
fidd 3 New Ticket x

¥ Manually Add a Ticket| © Add Tickst Assign New Ticket to a Support Team

Selzct Support Team ;| Server Suppart ¥ | Set Tioket Level | Expedited ¥

2+ View Engineers Status = view Status
|F fddress: (1025350 | Adding an IF address will show the Ticket in the Topolagy haps

Ticket Analysis Dashboards To Add a Ticket with Device Details Setup - Add @ Ticket from the Device Drill Down Tickets Tab (from the bap or Device Tree)

(= el = Al et Enter a Description of the Job Regarding this Ticket

Check connectivity to Device on abowe |P Address
@ Ticket Triags Rule - Analysis v |

7

, ;
@ st et Fiters #dd 3 New Ticket

[ .- ¥ LT

The Status of all Engineers regarding Ticket Progress and a further drill down to individual Ticket
Events is available, as below:

Wiew Engineer(z] Status

Engineering Overview - Click Row for Engineer Events Analysis

w Manually Add a Ticket @ add Ticket

Mame Status Email Team Mokile Ewvents
1'_ View Engineers Status| = View Status Metwork Support PJF & vacation  philip friendEEE@amai com ' Metwork Support wTe
Mot Lyl Engineer " Busy not bl frignd@E@omail com ' Server Support LI
Ticket Analysis Dashboards Supervisor Cne  Busy philip. friend@yahoo.com W General Suppart e

@ Tickets - Aerts Breakdown
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Clicking on a Grid Row will bring up an analysis of events for that Engineer as below:

Engineer Events List

Y+ Events List for Engineer: Network Support PJF

Ticketing Events Log

Diate
20158-06-12 11:35:49

2018-06-12 11:38:51

2018-06-12 11:38:51

2018-06-12 11:42:52

2018-06-12 11:50:08

L e @

Detta

0505

0g:07

0g:07

1208

19:24

Ticket # | Priority

100100
100100

100100

100100

100100

! Export (0 Columns

Il

Everit

3

Reaszsiogn

<

Confirm

=

Accept

21 Job Time Exceeded

7 Help Reguest

¢« € € &

Engineer
Metwark Support PJF
Metwark Support PJF
Metwark Support PJF

Metwark Support PJF

Metwark Support PJF

otes

Offer Job

Will check links and ports

Will check links and ports
[Max Time 240 secs)

On Tue, Jun 12, 2018 &t 11:43 A6, TestCodimaSpiderJobSchedul
testcodimaspiderjobscheduler@gmail coms= wrote:

B oasEE
=
= Add Comments after the REPLY CODE (*...*) terminated by

-

Wiewr 1 - 35 of 35

Clicking on a Grid Row for a Supervisor, also brings up an Event List for the Supervisor:

Engineer Everts List

3+ Events List for Engineer: Supervisor One

Ticketing Events Log

Date

2018-06-12 11:42:52

2018-06-12 11:52:03

2018-06-12 16:52:27

20M58-06-1217:47:03

20158-06-12 19:10:54

20158-06-12 19:10:54

2015-06-12 15:41:00

2018-06-12 19:41:00

2015-08-12 21:08:00

Detta

1208

oo.o0

oo.o0

oo.o0

041719

0219:27

04:47:25

02:48:33

04:17:33

Ticket # | Priority

100100

100101

100102

100101

00102

100102

hdail

¥ ¥ ¥ ¥ ¥ ¥ ¥ + +

Event

O Unodste
@ sick

X Available
X Available
Timeout
Timeout
2 Timeout
w0 Timeout

2 Timeout
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Engineer
Supervizor One
Supervizor One
Supervizor One
Supervizor One
Supervizor One
Supervizor One
Supervizor One
Supervizor One

Supervizor One

hotes

Joh Time Exceeded

Engineer [Metwwork Support PJF] Sick {
Wil finish job tomorrosy

Engineer [Metwark Support PUF] Available {Free now.}
Engineer [Metwwork Support PUF] Syvailable {Ready to rock}
Timeout on Engineer Invites

Timeout on Engineer Invites

Timeout on Engineer Invites

Timeout on Engineer Invites

Timeout on Engineer Invites
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Using Alert Filters

This panel allows the user to define very broadly based Alert Filters like simple Alert Priority or very
detailed such as a complex Alert Text match with multiple match components.

They are used primarily in Triage of Alerts but can also be used to Filter Alert Animations in the
Topology Maps of the Toolbox product.

Toolbox Alert Groups

Alert Group Type Match eg *SHMP?, *Syslog®, *Analytics*

This matcher matches Toolbox internal alert type Groups, it is added for completeness rather than a
frontline feature. Groups can be seen in raw Alerts by switching on the Groups Grid Column to learn
the Toolbox internal group names.
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Setting up Alert Filters in Detail
To Add a new Alert Filter, simply click on the button highlighted in yellow below:

Setup Alert Filters used in Alert Triage System © dd New Aert Fitter

To Edit an existing Alert Filter double click on a Grid Row, as below:

Classify Alerts - Double Click Row to View and Edit [ ]
Title lcon |(Chec Priarit Meszage Match Type | Unit Matc Address
Cizco State UP : 3 *changed state to up®* -
Codima Restart Ser &‘_,j Codima Toolbox* -

To add or modify an Alert Filter the Alert Filter Dialog pop-up is used, as below:

Classify Alerts - To Use in Triage ete x

Enter Unique Title and Optional Class
Title: Class:
Select lcon for this Filter

#" Change loon:

Match Alert Priority

Priorty | Do Mot higtch v

Text Match IP Address or a Group (Settings Tab) for IP Ranges etc
Type: | Do Mot hbtch Address ¥

Match Unit Type e.9. *Switch

Match Message Text (1-4 Matches possible)

DOME A

Alert Group Type Match eg *SHMP*, *Syslog®, *Analytics*®

Wild card characters are REQUIRED in text matches to match amewhere on the line e.g.
*rlaco®,
Llze ? to match individual characters and * to match multiple characters.

EXPERT feature - REGEX matches are permitted. Specify regex).
Recommend Yalidate Match on a REGEX Test Site in Advance. (regex type iz Met endine).

Ok

Although this pop-up has very many options, typically, only one or a few are actually required.

The various options are now described one by one.
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Filter Title, Class and Icon

Enter Unique Title and Optional Class
Title: |match “cold start™ Clazs:
Select leon for this Filter

-

# Change lcon: EEI

Key for the filter is to enter a UNIQUE title. It is important that the Name needs to say what the filter
Matches.

An optional Class may also be added that is useful to categorise Filters like for example Security alert
matching. Note: Class can be shown in the Alerts Grid by adding the Class Column by clicking on the
Columns Icon at the bottom of the Grid.

Additionally, an optional Icon may be added to the Filter Match. This is highly recommended to
make Filters more graphical throughout the Toolbox System.

Match Alert Priority
Match Alert Priority
Priorty | is Higher than ¥ || Aam ¥

Text Match IP Address or 7 Critical ‘t

Type: | Spider Group ¥ | Wiaming po
Match Unit Tvpe e.a. *Swite Event

The incoming Alert Priority can be matched by first selecting the Condition and then the Priority
Level in two dropdown menus. Useful for matching high priority alerts probably combined with
some Alert filter match property.

Match IP Address or a Toolbox Group
Text Match IP Address or a Group (Settings Tab) for IP Ranges ete

Type: | IF Address v @ [niam

This can be used to match a whole IP Address or a fragment of an IP address like "10.26.", by
selecting the IP Address Type: option.

Text Match IP Address or a Group (Settings Tab) for IP Ranges etc

Match Unit Type e.g. *Switch Facebook
Linkedin

Phanes

Match Message Text (1-4 Match: Twitter
YouTube partial

By selecting a Group Type: option the filter will look for IP Addresses in the Specified Group IP
Range(s). Note: Groups are setup under the Setting Tab->Groups Panel.

Match Unit/Device Type
Match Unit Type e.q. *Switch

T=witch

This is used to match Device (Unit) types like Switch, Router, Server or other types. To match, say
Layer 3 and also Layer 2 switches, match *Switch so the match begins with a wildcard * character
(i.e. match L3 Switch and also Switch).
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Match Message Text

This is probably the most important matcher as it matches the content of the message, like a Syslog
Message content or an SNMP Trap content or Toolbox Generated Alerts like Threshold Breaches
etc.

The matcher makes full use of Wildcards like * and _ - to wildcard multiple or single
characters respectively.

The matcher can have from 1 up to 4 individual matcher terms that can be ANDed or ORed together.

One Term
Match Message Text (1-4 Matches possible)

" Singapore™

DOME L

Two ORed Terms

Match Message Text (1-4 Matches possible)

*zecunty®unauthorzed access™
OR MATCH v

"secuﬁty"illegal|access"

Two Terms with a Not Match exclusion Term

Match Message Text (1-4 Matches possible)

Tzecunty™unauthorized access™

NOT MATCH v
Toite 4137

Three Terms ANDed match.

Match Message Text (1-4 Matches possible)

Tzecunty™unauthorzed acoess™

AND MATCH *
Fzite 2007

AND MATCH v

moyslog®

DOME v
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Using Triage to Job Ticket System

The triage system depends on Alert Filters, see below:

Analytics Black Liste @ Port Blacklizt Violation to Device -

Classify flerts - To Use in Triage etc x

Enter Unique Title and Optional Class
Title: | Analytics Black Listed Port Class: .Ne‘tflnl.u ﬁnaly‘tics|
Select lcon for this Filter

# Change leon: 9
Match Alert Priority
Priorty | Do Mot higtch T
Text Match IP Address or a Group (Settings Tab) for IP Ranges etc
Type: | Do Mot hatch Address *
Match Unit Type e.q. *Switch

Match Message Text (1-4 Matches possible)
Part Blacklist “olation to Dewvice

DONE ¥

An Alert Filter has been created to Match Alerts coming from Toolbox Netflow Analytics, for
example.

The Triage references the Filter as below to start a Triage Action - in this case to create a Job Ticket.
Mert Triage Rule »

Create Triage Rule
Title (cannot be changed): (llegal Port Access Dizable this Fule

Select Alert Filter(s) to Activate this Triage

higtch Mert Filter | Analytics Black Listed Port ¥ Show hiore higtchers

Alert Match Action(s)

Assign Ticket to a Support Team

Fesign Ticket to Support Team | Metflow Securty Support ¥

Gt Ticket Level | Edpedited w

DELETE RULE Ok

The Title is the Name of the Triage Rule which is set by the user and should describe the Triage Rule.
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Absolutely key is the Match Alert Filter, which is a dropdown list of all the Alert Filters that are in
the System, setup under the Alert Filters panel.

There can be several Alert filters which all can be associated with a Triage Rule and are processed by
the Toolbox to create many Reports showing the drill downs of why the Triage was triggered. For
instance, Alert Filters can be setup to Track Alerts for Pinger, TCP Port and Web Page Access which
will all be associated with the Rule Trigger. Other Points of Failure such as intermediate Links and
Devices can be Tracked with Alert Filters (e.g. based on SNMP or Pingers) such as dropped packets,
slow response to add more information and analysis in the Triage Rule drill reports.

The Match Actions for this Job Ticket Triage Rule specify which Support Team will be Assigned the
Ticket. There are several standard Teams setup by Toolbox, but the user can add as many Support
Teams as required. The Priority drop down selects Urgent, Expedited or Routine which influences
directly how the Tickets are processed when assigning and progressing Tickets. Urgent Tickets will be
chased more aggressively than Routine Tickets by the Toolbox Job Tracking system

The Job Tickets are also shown in the Live Network Maps including from Remote Probes.
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Using Triage to Modify Alerts

The Modify Alerts system works on individual Alerts that Match one or more Alert Filters.

Mert Triage Rule »

Create Triage Rule
Title (cannot be changed): |Downgrade Syslog Merts Dizable this Rule
Select Alert Filter(s) to Activate this Triage

higtch Mert Filker | SYSLOG ¥ Show hiore hatchers

Alert Match Action(s)

hadify Alert

7 Modify Alert
Modify Alert Priority if Required
Priorty: | Aam v

Modify Alert Class (VolP, SHMP etc)

Change Alert Text - Replace, Precede or Append Alert Message

hdadify hdode: | Mo Change v
OELETE RULE Ok

The Modify Alert rule should be given a Unique descriptive Title.

One or more Alerts Filters are selected to trigger this Modify type Triage Rule.

Modify Alert Priority if Required

Pricrity: | T
Mo Change
Modify Criical VolP, SHMP

Aam
fiaming
Ewent

To optionally modify the Alert Priority, select a priority using the Priority: drop down control. This
can be used to downgrade Alert priorities to reduce importance of matching Alerts, or
alternatively, upgrade priorities on the specified Alert Filter matching Alerts.

The Alert Group (Class) can be changed if a better or alternative grouping is known, based on Alert

Filter matching.
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Change Alert Text - Replace, Precede or Append Alert Message

hiodify hdode: | Replace Message T

Mo Change
Replace hiezsage

Pre-Pend Original hessage
Add After Original hdes=age

DELETE RULE Ok

The Alert Text can be modified for matching Alerts to either Prepend Text, Replace Text or Append
text to the Alert. Useful to explain cryptic Alerts or translate foreign language content to match the
local site language.

Note: Alert Modification is done before any other Alert Processing is done.

Using Triage to Perform Direct Action

This Triage type allows a range of actions to be performed such as converting Alerts into different
Alert types like SNMP, Email or Syslog. Additionally, it can Trigger Execution of predefined Server
Scripts. It can also be used to Copy Traps and Syslog for example to forward to another destination
like a special management station.

flert Triage Rule »

Create Triage Rule

Title (cannot be changed’: |Convert Syslog to SHWP Trap Dizable thiz Rule

Select Alert Filter(s) to Activate this Triage

higtch Aert Filter | SYSLOG ¥ Show hdore htchers

Alert Match Action(s)

Perform Action

E Send SHMP Trap, Log to Syslog or RBun a User Defined Script

Fetion 1] Off v |
Fotion &) OFf

Fotion 3 Test Script Params

Tast Email
Aotion 4 2 o

Mo 2015
Send Syslog IP 1
Send Syslog IP 2

Send SHMP Trap IP 1 OELETE RULE Ok
Send SHMP Trap IP 2

As with other Triage types the mechanism is driven by Matching a predefined Alert Filter.
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Ticket Creation and Processing

Tickets are created by the Alerts and Triage system and optionally manually by the Toolbox User.

To process Tickets needs a list of Engineers and optionally Supervisor(s). When a new ticket is
created, the system scans the list of Engineers looking for a free Engineer that Matches the Support
Group of the Ticket. Support groups are predefined in Toolbox, but the user can add other groups,
for instance for Geographical Regions.

When a matching FREE engineer is found then system will email a Job Ticket to that Engineer. The
Engineer can choose to *ACCEPT* or *DECLINE* that ticket in a reply email. The system depends on
the Ticket Reference #999999 in the email Subject line (do not edit) to track responses from
Engineers.

Engineers can asynchronously report unforeseen circumstances like illness at any time to the system
and likewise availability. Holidays and availability are tracked by the system based on submitted
plans to Toolbox. See The eMail *COMMAND*s between Toolbox <-> Engineer.

Tickets are processed following the rules set-up by the Edit Rules and Time-outs button. This
specifies Time-outs (per Ticket Priority) and Procedures like when the Supervisor is updated by email
on Assignments and procedure failures.
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Full List of Engineer Requests

These messages are automatically sent to the Engineer by the System.
"You have been assigned this Ticket - Reply *ACCEPT* or *DECLINE*"
"Job Ticket Offer to Any Engineer - Reply *ACCEPT* to take this Ticket"

"The system has Acknowledged you have ACCEPTED this Ticket.\n You can supply progress details
using further *UPDATE* replies and *COMPLETED* when Ticket is completed successfully.\n Reply
*REASSIGN* to relinquish this Ticket.\n Reply *NOSOLUTION* to indicate not fixable"

"There was no Response from you to Ticket Assignment - Reply *ACCEPT* or *DECLINE*"

"Can you update the system on Progress - Type *UPDATE* then details or *CLOSED* or *REASSIGN*
or *NOSOLUTION*"

"The system did not recognise your response - please respond with the Correct Reply Text "

"The system did not recognise your last response - the Ticket details will be re-sent now (do not
modify the Header Line)"

"The system has Acknowledged you have DECLINED this Ticket."
"Supervisor - Ticket has been assigned to "

"Supervisor - Ticket Assignment Timeout - Re-Assigning Ticket"
"Ticket Completed Confirm",

"Ticket No Solution Confirm",

"UPDATE receipt confirm",

"The system has Acknowledged you have RE-ASSIGNED this Ticket.",
"The System Operator has Cancelled this Ticket.",

"The System Operator has Re-Assigned this Ticket.",

"Maximum Job Time Exceeded for this Ticket.",

"Help - *ACCEPT* offered ticket\n*COMPLETED* ticket completed ok\n*UPDATE* add details to
ticket\n*REASSIGN* re-allocate ticket to engineers\n*NOSOLUTION* close not fixed\n\nTo
Supervisor Status Update - *BUSY*, *AVAILABLE*, *SICK*, *HOLIDAY*"
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HELP SYSTEM

To Access Help information, you can Click on the Expanded Navigation
Tree to the Left OR Setup a Search in the Top Section

® Help System h Look in | Al Help v ""d-‘/ £ Search Haip B Mo Contert Tranusate Cortert Bl - 2% Save
[uv g e o s $ .. 7
7 To Access Help Information you can Click on Expanded Navigation Tree to
R A St Search, Help Sections, ot the Left OR Setup a Search in the Top Section
whole of Help Countent,
Help for the whole Spider. Tab

= B Discover Network ¢ i this case the Discover

o & MOTSIELL : What Doas B Do Network Tab

o O MUTSHELL : How 10 DNscover of Rodiscover 4 Metwork

- 0 Mow 10 prepae Tor 2 Discovery - SRe Planning
° Diacovety Chock List before Starting & Discovery
« 0 Descovery Protocols COP, LLDP
- 0 Troubloshooting & Discovery
L) FAQ : Windows Machines gt I Addiesses
FAQ : How Does Spider Stere the Discovery b o mation Ths Panel is Opened

L

o % FAGINHow does the Discovery Work automatically to match the
.« 8 FAG : How long should discovesy take? User Selected Panel
J
7 Cacover Metwort - Statteee B
. 0&--'.".““ y o Up )
Discovery

v %5 cwcovery Settrge

The Help System is accessed by clicking on the main Help Icon at the top of the Toolbox screen. The
Help is automatically set-up to match the currently selected Main Tab and Panel. There is also a
Search Facility that can search the whole of Toolbox Help or limited to a selected feature.

Help Items are defined as Nutshell (brief summary), Information and FAQs. The Nutshell items are
designed to give a quick summary of a feature.

The Help System is a major component of Toolbox and should be used extensively by the Toolbox
operator.
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Toolbox built-in Help System

Help Navigator System

Key: ShowHide s = Access Helb @D rag & nushen @ video @ |

Show All Help Sections?
Inventory

&= & Maps
<= @ Discover Network
= (' plerts and Ticketing

% FAQ : Show Full List of Engineer Requests

- @ NUTSHELL : What Alerts Syatem Does

» @ NUTSHELL: Simple Alerts Disms2 or the Full Triage System?
. % NUTSHELL : How to Uee Alerte =nd Ticketing

The Help Navigator system is designed to mirror the structure of the Toolbox Tabs and Accordions
structure, so that Help is presented in a logical manner, so the user does not get lost.

Logged In as office
Toolbox CLICK to Diagnose I, Monitor Message @ Help [ o

Help is always available from the GUI (yellow highlight) and is fully context sensitive to provide
relevant Help to the Toolbox Feature that is active.

@ Help System ‘ fy Look In: [AllHelp ~)] Find:i[_______| | o SearchHelp ‘ ‘

In addition to the Help Navigator there is a parallel Help Search System which is a way to locate Help
based on complex matches including wild cards.

% Look In: | &l Help ¥ | Finl: £ Search Help
[ other |
———— L
FACE
Features
Dashboards
Inveritory
Maps
Dizcover Metwark
Alerts and Ticketing
Reportz
Software Security
Settings
Irtetface Monitars
Device Monitors
Mettlon
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The search can be qualified to restrict the search by feature or to limit the search to FAQs.

# LookIn: | &1 Help

¥ | Findl: |Using

A Search Help Edit Help Content L

Search: all

Icon Major Ican Ifinar

(" Review &ler

G0 Setup Slerr

L @ @ ¢ Export 0 Columns

L]

o
Title
Uzing &lerts and Triage Svstem
Uszing &lert Fiters
Wigwy 1 - 2 of 2
3

After clicking the Search Help button, a grid showing a list of matching entries is presented. The user
simply clicks on a row to be presented with Help Content. The list can be sorted and further filtered
using the Grid search and sort, if required.

[ @ Help System

.
.
.
.
o I Seacr o Deee Reportia)
o KX Select s Irventony « Hone Sekected
Maps
& 2 Dizcover Metwork
@ Alerts and Ticketing

o U R Akeels ahd Dashiboans

o 0 wming serss ard Trge Sysien
L] Rt Ticists ol Deayaiivosanis
& LI Wimrsving Alarly Coridiy
o O senig e Fitesn
o Y g et P
Y S Syaioq, Sre Trap and Masl
= Trimgm « Arsign kb Tty
T - Per1oom D et Admon

_ Tringe . Bpcianity sndModty Kt
= .\ Reports
= 0 Software Security
= ) gettings
= & Intertace Monitors
% Device Meniters

@ O Netflow
w5 Areiyion - Theesl Arabysis
o 0N Comngraen
[ pa Cumton Fiow Filers
M ‘f Fire Meribir

B e B @

8 Lookno AN Hep v Finill s o Search Halp Exii. Ml Conbani
Search: all o
b Dashboards ;
oo L oo e L
@ ¥ inventory
e P— Frirviation JiE Uiy k13 i Touige Syl
£ Cusba Mires Siysiem B Setup | g Aer] Fibpy
Wevireany Dashisdrs
-
FRgorts « Orpanioed by Dwecs, Wandor or Subrat B & B 6 Expord @ Colmnd Wigw 1 - 2or 2

This feature iz used to Classify Alerts generated by Spider and also External
Alerts from SNMP Traps and Syslog. Above |s a List of Alert Filters ready to be
usged in Triage and other Spider features like Map Animations,

The Help system is flexible in that both the Navigator and the Search are available at the same time.
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Edit Help Content

@ H.lp 5,..“.,'“ # Look i | AlHslp ¥ Find: b Search Halp Ecll Help Content o)
= Dashboards
< & inventory
<> & Maps
o [# Croate o Dashbosrd GEO Map
] & Edit Map, Creats Mew Map or Creale a Dashboard
Wag
8 Live Upecinte Opfons:
o O MetFiows Visusization
] ) Eafact Map isw
« 1 Discover Network
&  Alerts and Ticketing
& .. Reports
@ U software Security
o 1 settings
# © |ntertace Monitors
£ 5 pevice Monitors
o O Netflow

When the user clicks the Edit Help Content tick box then the GUI is modified to allow content to be
directly entered into the Help Database. The Navigator is highlighted in green to prompt that Edit
Mode is in force. Please remember to save any user edits to Help.

When a Section Header like ‘Maps’ is clicked, a Dialogue box appears to accept Help Content. Help
can also be attached to second level items such as ‘Live Update Options’.

The Edit Help feature is only accessible using a special Login, please contact your local support for

further details. There is also a facility to Translate the Help Content, please contact your local

support

for further details.

Edit Spider Help System Cortert

Select Twpe of Help Content (=0T SRR RroR o

Erter a \iizb Page Link Paste in Html Cantent

Erter Paragraph

The Help

Content can be entered in three formats: -

One or More Paragraphs as Text with Paragraph Styles.
A Web Page Link to content on the Toolbox Server or other sites (run in an IFrame).

Select Type of Help Content:

=

Sawve Help Contert

Direct HTML possibly exported from a Document such as MS Word that has been exported as HTML.
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SETTINGS

Configure Toolbox System

Below is the Configure Toolbox panel under the Settings tab.

- g-r Configure Spi

O Spider Device Systern Mame | * Change Mame

Set Spider GUI Display Refresh | 8% Set Rates
Corfigure Poll Rates | #* Polling Ond/Off, Rates

Tune Polling Systern . #* Tune ParalleliStagger Setup

Get Latest Protocol Forts | g¢ Refresh Ports

QN W

Toolbox Device System Name

This is used to change the internal name Toolbox uses (independent from any Probe name).

Edit Spider Unit Mame »

Thizs name will be used in Alerts etc

Mame: DB 1 System|

SZawe Mame
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Set Toolbox GUI Display Refresh

This is used to control the traffic from Toolbox Server to the Browser. It controls the trade-off
between how current the display is, versus the traffic loading. These values are held local to the
BROWSER not the Server, so multiple device types can have their own refresh rates.

Setup Refresh Rate for Spider GUI

Dashboard Updates |z min ¥ |- Affects - Auto Refresh of Cumeat Deshboam
Software Security |z min ¥ |- Affects - Black & White Lists

MNetflow Expor‘ter 60 sec ¥ |- Affects - Exporter Discovery

Server Status | zo sec ¥ |- Affects - Fomt Pame! Status

Banner Update |6 sec ¥ |- Affects - Banner Aleds

Task Progress Updates 20 zec ¥ |- Affects - auto polled - eg NeHlow Exbact Discovery Fogmess
Map Updates |6 zec ¥ |- Affects - Main Map Auto Refesh

Probe Updates | oo zec ¥ |- Affects - Check Podes Status

Node Drill |60 sec ¥ |- Affects - DRl Meters eto

Discover SubMNets |60 zec ¥ |- Affects - Disvovery Suwhliet Foller

Check Alert Reports |5 min ¥ |- Affects - Check if Active Aled Reports

Hote: It is important to select update rates that do not overload the Link and Spider GUI

This will depend on Usage, for example when viewing Spider using a Mobile Device choose slower update rates

Note, some of the settings above do not apply to products 1-4. Settings like the Netflow Exporter
apply to other Toolbox products. Please contact your local support for more detailed information.
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.
Diagnose
Diagnose Spider Swstern and Monitored Metwork ®

"L".J.m Warn and Info | Al g Filter. by, Priotity Key: ¥ ok O mrormation © Busy

L Warning ! Faiture

! Blerts ©

@ 1 Critical Gvhew Critical
@ B0 Alarm Configuration Drill en Aams

8 Warming Down to main e Wamings
Featuie \
i Probes = & Wiew Prabe Configuration
@ DEV 2 . . _______,__P @Hlew Probes
\ Diagose Main

© T5500 worksation Symptom Drill P e Probes

Feature Headings
@ Japan Probe One g Downs —————Pp | hen Probes
Running Software Violation €
@ 3 Black Listed Software Gdew Blacklist “elations
© 2 Missing White Listed Software [ dew ihitelist “Aolations
! Active Job Tickets .=/
4+ 1 Routine Tickets @ lew Routine Tickets
4 8 Urgent Tickets @en Urgent Tickets

Diagnose gives an extensive summary of error conditions both locally and as a summary for remote
probes, see section PROBES.

The Diagnosis can be examined further by clicking on a Diagnose Feature or Symptom Entry. The
priority level of the Diagnosis display is determined by the Diagnose Tabs, showing only important
conditions or general information.

How to Add a Probe

Click on Add Probe, as a minimum just enter the IP Address of the Probe and a Unique Title.
To show Probe Maps in the Dashboards tick retrieve Maps.

Adding other details like Icon enhances the Toolbox web reports and Maps.
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Toolbox Main Screen User Selection Flag Icon

Logged In as Admin Logged In as Admin Logged In as Admin
[ Logart = [ Logont EFJ 7 Logont H

This allows the user to select English Language for the Toolbox GUI language, but choose other Flags
in the GUI (other than the USA) as below:

Edit Spider Unit Mar= x

This name will be used in Alerts etc

Hame: DEW 1 Swstem

For EMGLISH Language - Please Select Flag

Select Fiag:

e
Canada

Refresh Brov pew Zealand

GUl Translat| sl

Hote this doss HOT modifw the

United Kingdeom

South Africa Sawe Mams

Singapaore
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Viewing Toolbox Icon Set — Add Own Icons

Click on the View Images and Icons to View the Icons set that can be used throughout the system for
instance to add an Icon to a Probe or a Global Polling Address.

The Update button will rescan the Images file set on the Server and Update Toolbox with the
directory contents, as below: -

=l |2} BitMami WarMPStack
=l | ) apachez
+ ) bin
| cgi-hin
+ | ) conf
+ ) etrar
= ) htdocs
= |} Codima
+ ) Asset Pages
+ | ) css
| Geo
|2 Help Content
+ ) is
=l ) MyImages
I _wti_cnf
# ) company
# ) Filters
# ) Flags
4 () Graphlcons
|Z) Help Images
4 () Map Background PRG files
+ () Map Icons
I Miscellaneous

User Added Images
| User Map Icons

The directory User Added Images is where the User should put their Images.

The other directories will be replaced by the Toolbox Installation program Updates when Toolbox
is Updated - so do not update those directories.
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Toolbox Integration to Existing Management Systems

The Toolbox system can work as a Standalone or Distributed System and handle itself all monitoring,
mapping finally to Job Ticket creation.

However, Toolbox can also augment existing management systems in the following ways.

The Live Web Maps can be used to add a Live and Replay Visual overview of the network status,
taking in Alerts from the existing management system thru Traps or Syslog to Update the Web maps.
Job Ticketing, similarly, can take in Alerts to drive a Toolbox Alert Triage and add full specification
Job Ticketing system.

The various Toolbox Security features can be added to an existing system, for instance processing
Security Alerts from an existing IPS system to display events and status on the Live Maps or maybe
drive Job Ticketing.

For some large, centralized management systems, it may not be economic to monitor certain
network locations due to poor or expensive upload speeds to the central server. Toolbox offers a
very low-cost monitoring solution using tiny network bandwidth and a free Server as it uses free
MySQL server.

Toolbox Alerts system supports Event Translation and Forwarding. This can be used as a utility to an
existing management system to send Syslog or Traps to other management platforms. That is
following Language or Obscure Jargon Translation. It can also convert from for example Syslog

messages to SNMP Traps.

Contact your local support for details on the product.
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PROBES

Toolbox Deployment of Probes

All Toolbox installations install exactly the same software, so a Probe install is exactly the same as
a Manager install. Functional variations are controlled entirely by the Toolbox license.

The Toolbox Probes, and Managers, can be viewed thru one or more, local, or remote probes, Web
Browser. Critical is the ability of any Manager to view any combination of Probes.

Toolbox Probe and Manager System Software Architecture

All Toolbox installations install the same software, so a Probe install is the same software installation
as a Manager installation, structure as illustrated below.

Probe or Manager

MySQL Apache 2 Toolbox
Database |Web Server| Engines

How Probes Work

Probes are a full installation of Toolbox Software including Web and MySQL Servers. They are fully
standalone systems that can be viewed as a standalone system directly in a web browser.

However, they can also be attached to another Toolbox System and viewed as part of a distributed
monitoring system. The distributed system supports remote maps with animation and drilldown.

Probes communicate with other Toolbox Systems using an IP Address and HTML GET and PUT Web
requests - which simplifies firewall setup.
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Installation of Probes

To do this go to Settings Tab and select the Probes Panel then follow the Help Instructions.

NOTE: The Probes are created under the Settings Tab -> Probes.

Setting-Up a Probe

This is a simple process. Select the Settings main tab and click on the Probes panel. New probes can
be added by clicking on the Add Probe button. The critical setup parameters being the Probe Title
and its IP Address, it a good idea to add the other fields such as Icon too.

Probe Usage

Probes can automatically send their Discoveries to the Probe Master system; they can then be
viewed Live in the Master System. A Master system is a system that monitors one or more Probes,
otherwise it is the same as a Probe.

Multiple Probes Monitoring a Single Large Network
Multiple probes are typically used with large or multiple networks to scale monitoring (worldwide).

Probe Licensing
Probe Licensing has a facility to warn when the maximum Web Users (set in the product license) is
exceeded to avoid confusion in the field.

The number of Probes a manager can control is now set in the license. A new license type has been
administered to limit a product to Probe Only Tabs Discovery and Settings, with Inventory Explorer
and Maps tabs removed. See section Probes Licencing and Administration Details.
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Single Manager

Single System Deployment Connected to One Network

This would apply to a small or medium sized network in terms of Monitored Devices so could be a
very large network - however with only key devices and links monitored.

Single System Deployment Connected to Several Networks using a VPN

This configuration is suited to a discovery and monitoring of multiple remote networks
accessible via VPN links. The Manager sees the individual networks as one network,
however individual Drill Down Maps can be created per VPN linked Network to view the
networks individually with the multiple Drill Down Maps.
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Multiple Probes with a Manager

A Manager and Probes configuration is used for the following reasons-

- To reduce remote polling traffic by polling locally
- To reduce the Polling and storage requirements per System. Unrelated Networks need
Polling separately.

Typical Scenarios: -

e Multiple Network Locations — keep Probes Local
e Split up the Polling Loading per System —reduce loading per System

e Pollindividual functions of a Network Separately — unrelated networks
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Mixed Manager and Probes Hierarchy (Including Possible
VPN Links)
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Probes Licencing and Administration

To support Probes administration in Enterprise Inventory Explorer a Probes Admin GUI shows
status, discovery license and probe performance in one click.

Probes Licensing

Show Maximum Web Users
By clicking on the product icon in the Windows System Tray the Web Users option is shown.

Codima Web Users

User Access

Uszer Name |.-'l'-.l:|min

Faszword |
Email |
. Alerts and Ticketing Maps
| Available D azhboards Reports
Drevice Monitors Settings
Dizcowver Metworlk Softwan
Interface banitors
Irmeerntory II
4 | n 3
E dit Remowve

M avigate “web Uzer
wheb Llser 1 of1
Firzt Laszt Cancel

The user can see how many Web Users are allowed in the supplied product license. In this case one
user is permitted under the license running on the product install server.
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Maximum Probes that can be Managed
Probes are added under the product Setting tab on the main GUI.

A panel under the Settings Tab is used to add Probes that are managed by the product GUI as
below:

- Manage Remate Probes

‘?‘ Add, Edit and Delete Probes

Probes are Remote Spider Monitoring Platforms

« Can be Included in 3 Map with Live Alarms Status
= Live Status iz Displayed in Probe Maps
= Support Netfiow License Opbion

+ Add Mew Probe | Max Probes Licensed = 3

Fresze Srobe Updates ||

In this case 3 probes may be added as per the supplied product license.

Probes Administration

Probes are added and setup under the Settings Tab.

A new Probes Information and Go-View GUI has been added under the main Inventory Tab,
Inventory panel as below: -

Load a Discovery from this
Server

— .
=);) Load a Discovery

Enterprise Views

Eﬁrﬁ Load an Enterprise

1;_.\- Show Probes

Examine Status and View Probes

Clicking on the Show Probes button shows the Probes as below:
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Probe Status and Contraol

n Operatianal S1alue :73'? Sattinge Cweniew & AATIN & Licenze

ﬂ View th lected Probe in a New Browser Tab

Got To Probe - click on Row

Actve con Colar Tidle Address
@) a .13 NEW PROBE 182.182.1.94
. (wim Demo Remote Two 162.188.1.242
. (wim Remote Probe Metwork 162.188.1.212

A2 H @ [ Egot (O Columns

The View Probe tab is selected. Clicking on a row in the Grid opens a new Browser Tab and the
selected Probe may be accessed from the new Browser Tab as below:

- Y

@ .13 NEW PROBE

Demo Name Admin or Application or
Meonitor or Inventory (password admin)

User Name |[Admin |

Password

Please use Latest Browser Versions

|  Login |

. v

Note the Login details matches the selected row in the grid row that was clicked to access the
remote probe. This feature is useful to setup or change Discovery Parameters on a remote probe
system.
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Selecting the Operation Status shows the Response Time of the Probe and other details.

iew Prabe st % — )
. 7 Selings Oveniew & Admin & Licence

# View Probe Status

Active lcon Color Title Status Last Response Address Description Location
. ° [ | .13 NEW PROBE Reply 3.15 Poll 80s. 2021-03-02 5 | 102.163.1.04 Mew Probe i on 13 network dev room
@ fuim Demo Remate Two Regly 2.25 Poll 80s 2021-03-D3 10:48:532 | 102.188.1.242 Remote Demo 2
. {uim Remote Probe Network Reply 1.0s Poll 80s. 2021-03-03 11:34:02  102.163.1.212 Proba Network 12 dot network probe alpha

The Settings Overview tab shows further details about the Probe such as when it was created, and

by whom.

'u' =z &
BE vever o " oia
BB View?Prbe [EECEEEE L sattings Ovenview AT T

E@ View Probe Settings

Actvs lcon Color Title Craated By Date Created Address Deseription Location
. ° [ | .13 NEW PROBE 2020-11-08 18:45:42 | 192.183.1.94 Mew Probe iT on 13 network dev room
. (uim Demo Remote Two 2021-01-13 22-03:21 102,183 1243 Remote Oemo 2
. Qrim Remote Probe Network 2020-10-20 11:17:51  182.188.1.212 Probe Network 13 dot network probe alpha

The final tab Admin and License shows the Licence Device Counts to track total device discovery
limits in one view. The Grids can be manipulated and Exported or Printed.

“ View Probe Q Openatoral Stawe % Settings Overview i i

/8 View Probe Admin/License

leon Color Tite Active nDevicelicenLimit Address Description Location
(] (] = 13 NEW PROBE 20000 02.163.1.04 New: Prose i7 on 13 netwark dew room
@ (em Demo Remote Two 500 102.168.1.243 Remote Demo 2
. Qem Remote Probe Network 2000 182.183.1.212 Probe Network 13 dot network probe alghs
View1-30f3

P ¢ @ & Expont (@ Columns
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APPENDICES
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LEGACY INVENTORY -2013

NOTE. This section LEGACY INVENTORY — 2013 refers to the product introduced in 2013 and has
been retained in this manual as some customers are actively using this feature.

For new customers it is strongly recommended to use the Inventory Explorer
product introduced in 2020.

Explanation of what the Legacy Inventory 2013 feature does

There are three outputs from this feature after running a Network Discovery.

1. Aset of Web Page based reports that give an in-depth breakdown of Devices, Connections
and Installed Software.

2. Aset of Grids that can be Used to dynamically search for items such as Device Serial
Numbers, Link Types, Device Components and Installed Software. The contents of the Grids
can be Exported.

3. ASet of Dashboard Reports that breakdown the items in the Current Discovery into
Multilevel Donut Charts with matching Multilevel Grid Analyses.

Legacy Inventory builds on the Inventory and Mapping product to copy all the Inventory and
Mapping web report output, then adding a whole range of new functionality in its dynamic
search capabilities and fully customisable extra sets of Dashboard Reports.

Selecting a Discovery in Legacy Inventory 2013

If this table is empty, then that is because a Discovery has not been run yet. Go to the Discovery Tab
in Toolbox and start a Network Discovery. Otherwise click on a grid row to select a discovery and its
associated Web Reports.

Note: only the currently loaded Discovery is used to display the Toolbox Dashboard Reports which is
unaffected by the Discovery chosen in this tab Panel.

What can | do with Legacy Inventory 2013?

Post Discovery a system of HTML linked Reports is created of Devices, Interfaces, Installed Software
etc as Linked Pages HTML system.
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Advanced reports that Analyse the raw data to produce intelligence like free port counts and much
more.

There is a direct Link to Dashboards to give Comprehensive Breakdowns and Highly graphical
matching Donut Charts.

How do | use Legacy Inventory 2013?

The Legacy Inventory content come from Network Discovery, so a Discovery needs to be performed
first.

Then, the following is available: -

e Select Inventory - Displays structured HTML reports with drill links similar to the Toolbox
product.

e Reports - These are a means to locate individual reports per Device using a Selection Tree
and also a Search which process a list of matching reports.

e Advanced Reports - A collection of processed reports giving deeper analysis of the Inventory.
e Search - A means to match Individual Device Reports based on search criteria.

e Data Mine - This is based on multiple Grids and their in-built Search and Sort capabilities for
a variety of different discovered objects.

e various report categories.

The Legacy Inventory 2013 is also supported by the Dashboard system, there is a quick link directly
into Custom Fields and they are treated exactly the same as regular fields and are used in Filters and
also in Analytics and Summary features.

A typical installation of the product involves Discovering the attached Network in detail, which is
stored in MySQL database tables, ready for sophisticated data-mining analysis. As an example,
knowledge of discovered devices, gives knowledge of Wi-Fi access points that may have been illicitly
added.
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Legacy Inventory 2013 - Report Pages Organised as a Tree

This facility allows the user to quickly find Report Pages organised by Device Type, Vendor or Subnet
selected by clicking on a button list above the Tree Control.

The items are revealed by clicking on a tree Heading and a Report Selected by clicking on a tree leaf
such as a Switch Item.

P2 select an Invertory MNetwork MName - pearl_14jun2017

‘indar Subnet o l'.
a WolP Server
L CODIMA-1BEC8CT B
HP-N 3420
' summary Report
g IF &ddrass
ET  orrtton ironbox
s DELLDEVRCZ
o9 Summary Report * Details * P Interfaces
Suitch * WLANS * Interfaces
% Ironbox
a & summary Report
L3 switeh A
s pear Details
clam
?émjr Warne ironbox
soneh 10.25.6.100
mat-wumm4
mat-mmaid Switch
HF net Alpha
Ironb ossds Foundry .Fastiron BEdge 4202

summary Report — -
Brocade Communication $wstems, Inc. (previous was Foundry Metworks, Inc.

Hull Pear3

g Routsr

codima support
Foundry Metworks, Inc. FES4802, Ironiare “erzion 04.1.01Te1 Compiled on
m Up Time 100 OF:37:00.00

> |5§J Advanced Reports

Lj ﬁ Search for Device Reportis)
4 ,ﬁ) Data hfne System

L Invertory Dazhboards VLANSs
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Legacy Inventory 2013 - Using Advanced Reports

This panel links to Advanced Reports created by the Discovery Engine. The titles below are self-
explanatory.

Discowery Summany
‘windor Analysis

Port Usage Summarny
Chassiz Asset Report
Cisco Peset Report
Installed Software Feport
“WilP Asset Feport
Subnet Population Summary
‘an Summary

Cisco COP Report
Maortel OPF Report

Clicking on an item such as Port Usage Summary for example will show a custom HTML Report as
below in the right display panel.

Q codima

Port Usage Summary

Deszcription Ports in use | Unused Py

10.25.3.113 oyster cataly st 355024 PR

10.25.3.111 pead catalyst355024P0R § n 6
10.25.3.115 zquid catalyst355024P R fi i 26
10.25.3.112 clam catalyst355024P0R 5 | 26
10.25.3.2 routecentral ciscodS2d 5 1] 5
10066.1.3 routedewy cizcoddzs 2 3 b

10.25.3.116 conch cataly st386024R 5 1 5 26
10.25.5.100 HP net Apha HP.FroCurve 3400c]-24 G I
10.25.4.120 gnet-summid summit2des: 2z
10.25.4.100 gnet-summ< summit< 3 19 iz
3
I

10.25.6.100 ironbox Foundry . Fastiron BEdge <4802
10.25.6.110 ironbox G4 foundny . Fastim G642 PPOES
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Legacy Inventory 2013 - Creating a List of Matching Device
Reports

This panel is used to search through Device Reports matching some user search and produce a list of
matching reports. For example, below a search for reports with IP beginning with '10.25.3.11'

- r Search for Device Report(s)

Find: | Device IP Address T

That: | Begins Wiith T
Tewt: 10.26.3.11
Search for Dewvice Report

Results - Find IP Address [ ]
Pritnary IP Address Host Matne LD
102553111 pearl 1oo0os
1025353112 clam |J0o0os
10253113 oyster lJoooo?
10253115 scuid |Joooos
10253116 conch (]nuin]u=]
10253531185 10253115 oo 7

£ ¢ @ [ Expdh View1-EnfEA§

The device report is displayed by clicking on a row in the Match Results Grid.
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Legacy Inventory 2013 - Using the Data Mine System

This panel is based around Grids (not Html Reports) and uses the Grid built in search to Mine the
Discovery for user defined criteria.

Click Below to View Report

*  Dewice

* Interfaces

* WLAMs

* Installed Software

*  |Dewice Component Analysis
* Subnets

* |Dewice Chassis Analysis

* |Interface Status

Mime the fs=et OBase using the Grid Search leon on the bottorn of the
Grid to Filter Grid Colurmmns Mribotes

On clicking an item such as Installed Software above a Grid will appear in the right-hand display
panel as below.

Installed Software Data Mining

Last -

G

G

G

Softweare File Mame
Security Updste for Windows XP (KB936572)
Secyrity Updste for Windows %P (KB20723403)
TextPad 4.7
Microsoft MET Framework 3.5 ZP1
Security Updste for Windows XP (KBS7 3324
Microsoft Expression Studio 4

Security Updste for Windows XP (KBS704300

Inztallation Date Host Mame

2009-07-29 18 2: CODIMA-18E03CTR

20101112122 HP-Mx2420

2003-09-29 1120 CODIMA-18E03CTR

2009-08-07 0308 HP-Mx2420

2010-01-19 20000 CODIMA-18E03CTR

2011-10-07 2146 DELLDEYPC2

2011-10-07 21:1° DELLDEYPCZ

Security Updste for Microsoft MET Framework 4 Clie 2014-02-14 031 I HP-MA3420

Secyrity Updste for Windows XP (KB25834556)

EPub=otft EBock Converter 5.6.0

2014-02-05 1200 CODIMA-18E03CTR

2014-09-14 1034 CODIMA-18E03CTR

Security Updste for Microsoft MET Framewvork 4 Clie 201 4-07-08 10:0° DELLDEWVPCZ2

Secyrity Updste for Windows XP (KB25320369)

2013-09-30 11:5] DELLDEYPC2

Microsoft Office Groove Zetup Metadsta MU (Englist 201 2-03-20 03:0: HP-MX34 20

Secyrity Updste for Windows XP (KB25347311)

Secyrity Updste for Windows XP (KB2506212)

£ ¢ & © Export O

20131010 031 HP-Mx2420

2011-04-19 1220 CODIMA-18E03CTR

“endor

Dell Inc.

Microsoft

Dell Inc.

Microsoft

Dell Inc.

Microsoft

Microsoft

Microsoft

Dell Inc.

Dell Inc.

Microsoft

Microsoft

Microsoft

Microsoft

Dell Inc.

Device Type

SolP Server

SolP Server

SolP Server

SolP Server

SolP Server

‘Wiorkatation

‘Wiorkatation

SolP Server

SolP Server

SolP Server

‘Wiorkatation

‘Wiorkatation

SolP Server

SolP Server

SolP Server

Procuct

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

Windoenes Wiorkstatior

iew 1 - 100 of 1,619
#

To search the Grid, click on the search icon highlighted in yellow in the picture above.
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Installed Software Data Mining
Last - Software File Mame
E Security Updste for Window s P (KB373354)

B Security Updste for Windows XP (KBI733354)

Search...
v |+

all

Software File Mame ¥ contains

* Reset

£ ¢ 2 @ Export 0

193

(-]
Installation Drate Host Mame “Yendor Device Type Procuct
2010-01-19 20:00 CODIMA-18603CTE  Dell Inc. wWalP Server Wincowys Wiorkstation
2009-08-13 0307 HP-MA9420 fdicrosoft “alP Server Windowys Wiorkstatior
x
¥ KBO7IES4 -
Fined 2
A
Wieww 1 - 20f 2
&

Above the Search pop-up is set to find software patch KB973354 giving a list of all devices where this

patch is installed at Discovery time.
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Legacy Inventory 2013 - Using the Data Mine Library

This feature allows the user to search the asset Library under the Data mine Panel and then

save a search into a new Library feature.

x‘ haps=

ﬂﬁ Discower Metwork

.
“ % Inventony

Dashboards

-
P selectan Inwentory
L D Reports - Organized by Dewice, “Wendor or Subnet

L S re—" Reports

L B84 Search for Device Report(s)

Click Below to View Report

#  Dewice

= Irterfaces

= MLAMs

* Installed Software

= Dewice Component Analysis
# Subnets

= Dewice Chassiz Anabysis

* Interface Status

Mine the &z=et DBase using the Grid Search lcon on the bottorn of the
Gridto Filter Grid Columns Stributes

7 Access DataMine Library

A Select User Datahine Feport

1
* Reports ‘bﬁ' Engineer i

-
W Merts and Ticketing D Software Security

Metwork Name - pearl_14jun2017

Q codima

Discovery Devices Summary

Tatal: 6 ak: 2 emors: 4

Discovery Connections Summary

Dizeovery Rating = 100.0% — acceptable rating is typically 0% or abowve,

hanaged connection :

Baoth end= of the link are connectad to managed ports

Y U S S S TS U U

Above a Discovery Inventory has been selected pearl_14jun2017 under the Inventory Tab.
The user clicks on the Select User Datamine Report button.

XP SW

Host Hame Device Type Primary 1P Addres:

CODIMA 18603 CFE Wifark station 10.25.3.50

Wiew User Created S=zet Mnalysis Grid

¥ Access DataMine Library

Execute Saved DataMining Search

Title = Group
16,66 subs
i shamp test
3850 boot firmuware
Cisoo WLANS WLAN
Gigabit link=
tbedia Player
wlan 1 wlan
WA 192 OR 12 WLAMN TEET
HP S operating sy stems

CONFIDENTIAL INFORMATION CODIMA INC (EUROPE) LTD

Serial Mo

TH4ET-FP1-0113874-22915

=oftware Slats

Firmuware

hficrozoft Windows %P Professional

Derived From Delete

Subnetz Data hning
2019-07-24  Installed Software Oata bining
2018-07-31 Device Chassiz Data hining
2019-07-31 LA Data hiining

2019-07-24  Interfaces Data hining

> QN &

2018-07-30  In=talled Software Data hdning

2019-07-31 WLAN Data hiining

2019-07-31 WLAN Data hiining

X X X X X X X X X

%

2019-07-31 | Device Chassiz Data hining
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Above we see the Datamine Library Feature. In the picture above the user has clicked on ‘XP
SW’ row in the Library Grid. The Grid XP SW is now shown listing the PCs running XP
Software, see green highlights.

H

wiew User Crested Asset Analysis Grid x -]
e . . 1P Address Deseription Phiys Address
2 Access DataMine Library
: Gigabit Ethemet0/2 00:0ER2:45:00.94
Execute Saved DataMining Search (-]
GigahitEthemet0/1 00:0E:53:45:6B:00
Title & Group Date Derived From Delete
10.25.:3.50 IntelF) 82565002 Gigabit Netwark Connection - 00:1E:4F 40 70:40
16.68 subs ¥ 20190734 " Subnets Data Mining X
1025350 IntelF) 82566 0N42 Gigabit Hewwork Connection - 00:1E:4F 40 70:40
¢ sham test 20130724 " Installed Softuare Data hning X
10.25.:3.40 IntelF) 82566002 Gigabit Netwark Connestion - 00:1E:4F 40 70:40
3660 boot fimmmare ® 20190731 - Device Chassis Data hning X0
10.25.3.50 Intel(Ft) 825650042 Gigabit Netwark Connection - 00:1E:4F 140 70:40
Cisza WLANS LEN B 20190731 AN Data Mining x 4_HEW'__?
L TNy T Gigabit Networke Conneetion - 00:1 E:4F 4070 40
Gigabit links Jink: T Titeriaces Data hning x
Gigabit themet0/2 00:10:46:43:85:82
Wiedia Player 54 Dema 4 20190730 " Installed Software Data bning X
= Gigabit Ethemet0/1 00:10:46:40:65:81
vian 1 vlan 2018-07-31 “LAN Data Wining x
Gigabit Ethemeté0 00:0C:00B 00:66:25
WLAN 192 OF 12 LA TEST W Z018-07-31 “LAN Data Wining X
: GigabitEthemetdd 00:0C:0B 006624
o sw sparating systems @ 20190731 " Device Chassic Daa hning X
Gigabit Ethemer0/1/23 00:18:ED:81:75:1B
LA @ & o Epon @ Columns Mew 1-9010 Gigabit Ethemet0/1/29 00:18:ED8175:1C

In the example above _ have been selected from the Library and listed in the
Datamining Grid.

To setup a New Search in the Library the steps below are followed:-

First do a Datamining search as normal e.g. _

D Feports - Organized by Device, “wendor or Subnet _—
L e Y Installed Software Data Mining

Advanced Reports Last Hi Software File Name Installation Date Host Mame
g8 Search for Device Report(s) 7 Sty Update for Windows ¥R (KBISEETZ) 2000-07-200 18:24:28 CODMA- 12603078
T hicrosoft Bxpression Bland <4 2011-10-07 21:48 16 WIN-7-2- DB0-1
7 Hatfix for Windows %P (KB2E33052) 2012-03-14 03:06:36 WIN-7-1-J APAN
Click Below to View Report 7 Diebugging Taols for Windows (371819 F011-10-07 15:55:00 WTH-7-2-DBWO-1
= Device T hicrozoft \MET Framework 3.6 $P1 2009-028-07 030810 WIM-7-1-JAPAN
= Intert
eriaces 7 Security Update for iindows %P (KBGF3354) 2010-01-19 20:00 20 COD M 18603078
= hLAMs
v Inetalled Software 7 Security Update for Windows P (KB2507938) 2011-10-07 20:46 46 WIN-7-2- DBEA0-1
* |Device Compenent Analysis 7 Security Update for Microzoft .NET Framework 4 Client Profil 2014-02-14 03:12:22 WIN-7-1-J APAN
= Subnets
7 Security Update for Windows P (KB2334556) 2014-03-05 12:03:12 CODMA13603C78
= Device Chassis Analysis
» nterface Status v hicrosoft Wizual Cat 2015 x86 hinimum Runtime - 14024212 2017-05-17 21:21:26 COD A 18603CT B
Mire the Asset DBase using the Grid Search leon on the bottorn of the T Security Update for Windows XP (EBZ0TH40E) 2010-11-12 1222128 WIN-F-1-J AP AN
Grid to Filter Grid Colurnnes Stribetes
T fficrozoft Edpression Wish < 2011-10-05F 2004945 WIH-7-2- DBwl-1
- . -
% Access DataMine Library 7 hcrosoft Office Groowe Setup Wetadata WU | (English) 2007 2012-03-20 03:04:56 WIN-7-1-J APAN
A Select User Datahine Report T Securty Update for Windows ¥P (KBZS06212) 2011-04-19 12:25:12 CODIMA18G03CT B
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Next search this Grid as below, in this case for software installed in 2014: -

Installed Software Data Mining

La=t Hi Software File Name In=tallation Date Host Name wizndor Device Type

T Secunty Update for Windows HP (KBISES72) 2009-07-29 12:24:28 CODIMA 12603 CT B icrosoft Winrk station

T hizrosoft Expression Blend 4 2011-10-07 21:48:16 W N-7-2-DBw0-1 Unknown IP Addras=

T Hotfix for Windows XP (KB2ZGZ3952) 201 2-03- 1 03065 36 W N-F-1-J AP AN Unkrown IP Addrass

T Debugging Tools for Windows rAT1R 17 FA-AN-0T AK-AS N0 H-7-2- 0 Rin-1 lInknnmn IP Addres=

T hfzrosoft .MET Framework 3. search... . ddrass

7 Security Update for indows 31 ¥ |+ hstation

T Securty Update for Windows Instaliation Date v beginz with ¥ 014 ddress

T Securty Update for bicrosof ddress

7 Security Update for Windows |+ Feset Find 0 | ycration

T Mfcrosoft W=ual C++ 2015 w80 nanimum s TebLl £k 15 L0 -L0D= 1 12 0 L LI TS0 LS L NGO E0T uﬁﬁrkstaﬁon

T Securty Update for Wiindows HP (KB 2010-11-12 12:21:28 W H-F-1-JAP AN Unkriown IP Address

T Microsoft Expression Uieh 4 2011-10-0% 20049 46 Wl H-7-2- DBwW0-1 Unkriown IP Address

T Setup hetadata MU (English) 2007 2072-02-200 0620456 W0 M-7-1-J AP AN Unkrown IP Address

T 2011-04-19 12:25:12 CODIMA 12603 CT R hicrozoft Wiark=tation

T 2014-09-12 15:38:42 CODIMA12603CTH hicrozoft Wiark=tation

@ o Bwxport [0

Clicking on the Find button creates a new grid below with install date 2014 -

Add THIS Grid Search to a User Library Ei‘ B Add Current Search to Library
Installed Software Data Mining
La=t Hi Software File Mame Installation Date Host Mame “wizndor [
T hicrosoft Help “ewer 1.1 2014-09-12 15:43:28 CODIMA 13603 CTE icrosoft Mfar
T ticrosoft S=sual Studio 2010 Toals for Office Runtime SeB6 201017 0301 -24 W00 H-7-1- 14P &K | Inkrnmn IP 2
7 Update for Windows %P (KBZ search... e

7 Securty Update for Mcrosot 31 ¥+

7 Adobe Reader ¥ (10.1.11) Installation Date ¥ beqinz with ¥ 4

7 hfcrozoft \WET Framework 2.

7 Security Update for hicrosof |+ Peset Find

T hizrosoft 0L Server 2008 Fi n@nagement Uojecs L0 I SLID 5 LS ILID S M- - - LINKan ||f§f-‘
T Securty Update for Windows XP (KB2Z293T15) 2014-06-22 11238 MIN-7-2-DBi0- 1 Unkrnown Ip 2
T Securty Update for bMicrosoft .MET Framework 4 Client Profil 2014-08-12 16:46:42 CODIMA 18603 CFE hficrosoft ‘Wiar
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Exit the Search dialog box:-

i Software File Hame Installation Date Host Mame ‘wiendor

Create a DataMining Filter

Mew Search Title: |Insta||e-:l 2014 Group (optional): | Install History

Select Custom Imagelcon for this Library Asset Filter

o 8 Add New

Library

Search to \

Create Mew Datahine Search

LN Y CPEUS 1O ST L TN A SR T LU S L1 S0 DL LT | T e L I L L | L T
hicrosoft S0L Serwer 2002 B2 hBnagement Object= 2014-06-24 030548 VTH-7-1-LAP AN Unknown
Security Update for Windows XP (KB229E715) 2014-06-22 14:12:38 WIMH-7-2-0 Buvi0-1 Unknown

Security Update for hcrosoft \MET Framework 4 Client Profil 2014-09-12 15:46:42 CODIMS 136 03CTF 0 hicrosoft

Security Update for hcrosoft \MET Framework 4 Client Profil 2014-02-14 03:12:22 WIN-7-1-JAPAN Unknown
Securty Update for Windows HP (KB2E84731 1) 2014-02-08 11:58:40 CODIMA 12603 CYH hicrosoft
Security Update for Windows Intermet Bxplorer 8 (KB2O642587 2014-05-0:3 023 :00:230 WTN-7-1- AP AN Unknown

Oe

®| ks

wd

=

dd

wdd

hi=

wunibs

IP Add

IP Add

Miark=

IP Add

Miark=

IP Add

The new Library entry is filled in Installed 2014 and optional Group and Icon can be added if
desired. Click on Create New Datamine Search to add to the library as below: -

Wiew User Created Bsset Bnalysis Grid

7 Access DataMine Library

Execute Saved DataMining Search

Tithe & Date

16 6 ‘El I019-07-24 14:00:33
c sharp 2019-07-24 13:57:458
c3GE0 boot [ I8-07-31 12:33:31
Cisco WLANS . 2018-07-31 12:30:21
Gigabit link= linkz y 2M9-07-24 14:07:12
Installed 2014 Install History c 2019-09-04 12:36:H4
fiedia Player A Dema : 2M9-07-30 151312
wlan 1 wlan 2018-07-31 13:29:01
“LeM 192 OR 12 wLAM TEST .. 2019-07-31 10:59:54
HP s operating systems 0 2019-07-31 11:16:29

Derived From
Subnets Data hining
Installed Software Data hiining
Device Chassis Data hining
“WLAM Data hining
Interfaces Data hining
Installed Software Data hining
Installed Software Data hining
LA Data hining
LA Data hining

Device Chassis Oata hining

The new Library entry is highlighted in green. Note a group and an Icon was added to this

new entry.
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Legacy Inventory 2013

Following a Network Discovery, then a MySQL Database is created containing a detailed list of
Devices, Links and Software Installed. The differences between Legacy Inventory and Mapping
product (Windows GUI product), also called old inventory (pre-2013) and Legacy Inventory from
2013 (Web GUI) are fully described below.

The two products share a Network Discovery Engine that is used to create an extensive database of
Network Devices, Links, Installed Software and VLAN configurations.

The Legacy Inventory and Mapping (old inventory pre-2013) product is a windows-based GUI
product and Legacy Inventory 2013 is a pure Web GUI, that can be accessed remotely.

Legacy Inventory 2013 - Server Reports

There is an extensive range of Server Reports produced by both Legacy Inventory and Mapping (old
inventory pre-2013) product and the Legacy Inventory 2013. The screenshots typically just show the
first page of a report in the examples from the Legacy Inventory and Mapping (old inventory pre-
2013) product below.

Summary
CODIMA-186D3C7B
= Details » Software Installed = WAl Prirter
= olP Details = Storags =gl Service
= |P Interfaces = Tasks Running =Whil Process
= Intedfaces = | CPL = Wil Hot Fixes
= Devices Installed = wyhdl Monitor
= Disk Orives =itd| Disk
Details
COOIMA18603CTE
10.25.2.450
Wl Server

indows Worcstation

Dzl Inc.

Hardware: x86 Family & hodel 15 Stepping 11 ATSAT COMPATIBELE - Software: Windows 2000 “ersion 5.1 (Build 2600 holtiprocessar Free)

o0:51:25 32

TEAET-T7-0113574-22015

325 GB

2]

1

Dell Inc.

Phoenix ROM BIOS PLUS %ersion 1.10 A01

DELL - d

Dzl Inc.

OptiPlex 755

Codima

CODIMA 13603 CF7 BAPhil

Codima

10
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Installed Devices

Installed

Devices

E
Oi=sk Storags E:n unknown ]
Disk Storag=s F: unknown [u}
Disk Storags Fimed DOishk unknown [u]
Disk Storage Fimed Oisk running o
Disk Storage GWFormat is unknown ranning o
Disk Storags Unknown hdzdia running [u]
Kewboard 18k enhanced C101- or 102-kew) kevboard, Subtype=000 running o
Metwork HighSpesd USB-BEEhemet Sdapter - Packet Scheduler heliniport unknown [n]
FMetwork Int=l(R) 22565 0Ot-2 Gigabit Metwork Connection - Packst Schedular unknown [u]
Fatuwork S TCP Loopback interface unknown [u}
Parall=lPort LPT1: koo o
Pointing Z-Button=s (with whesl) running [u]
Print=r HP Photosmart CH4E00 series ranning [u}
Printer hicro=soft ¥PS Document Yirter running [u]
Primt=r Send To kicro=oft One Note Oriwer unning ]
Prirter Snagh & Printer ranning o
Printer Snagit 9 Printer running [u]
Proce=s=or Inte=l unning ] 1
Processor Intel ranning o 1
Proces=sor Intel running [u] z
Processor Intel running o =
SeralPort = OhaAt koo o
Serial Port T Ohstz : unknown o
SeralPort [l T unknown [u}

Disk Drives

Disk Drives

floppw ™ Fn 0.0 readvwiiite anlcnown Troe O
floppw Disk GiwWFormmat is unbonown 1.9 readvwiiite ranning Troe O
hard Disk Fimed Disk 0.5 readvwiiite ranning Talse O
hard Disk Fimed Disk 0.0 readvwiiite anlcnown Talse O
hard Disk Unknown hiedia 1.9 readvwiiite ranning Talse O
optical Disk R Oh E:n 0.0 read Ol anlcnown Troe O

Installed Software
Softvwware

ZOo09-O7F-22

FZ Bit HP CI10 Componsnt=s 1Z:2=2:1-%
e e Tk
i (@2 1S 0 Burmeer

Hartive= Paerd S . 10.1 Build 1007

ZOo0=-11-1-9 09192

ZOo0Q-1Z-23=2 17 Sa:20

ZO10-0S5-01 194215

Fadobe Sl R FOOS-11-1<4 O3 1475

Sdobe Flash Plawver 10 Sctive3d ZO11-0Z-15 1037 =0
Adobs Flash Plawesr 10 Plugin ZO11-03-03F 0829 55
Adobe Reader 3 10,1 .30 FO1Z-0<+ 13 19:22 125
Adobs S5 wAswaer 2.0 ZO09-11-=<1 17:50:1-1
SApple Spplication Support EFO1Z-03F-ZF0 10:=20: 15
SApple heiobile Dewics Support FO1Z-O0F-Z0 10:30 5
Spple Software Update ZO11-07-11 16:19:5%
AT - Software Uninstall Lrilicw FOOS-09-Z6 17 5426
AT Displaw Driser ZO0S-09-29 13 :19 26
Swast! Inmtermet Securtw FO1Z-03F-25 125:17 0%
Bit Mami VeerIP Stac i FO1Z-06-25 Z1:1-4:52
Bonjour ZO11-10-12 1F7:=1:55
Butferchm FOO0O2-O0F-1< 10:53F 02
Cea00_Help FOO9-07-1<t 11:05:1=F
Cards_ Calendar_ Order Gitt_Oohsiorne Plugoot FOO0O9-07-1<1 10:55 =6
CrmdHers Powsrtow For Ubindows 3P ZO0S-09-29 11:09:00
Codima Spider FO1Z-06-25 21:19 36
Common Setup Files CZF12.13 ZOOS-0D9-Z9 11:06 0
Copr FOO0O2-O0F-1< 10:54: 12
Core SDKE Cuvindows  HET Server RCZ3 CEFTIS .10 ZFOO0OS-09-Z9 11 :05 032
Critical Update for WWindows iedia Plawer 11 CKBOS37 720 FOO9-0O7-Z0 1625 =5
CustomerFResearch O Folder FOO9-07-1<F 10:5=4: 15
S T ZO0S-09-29 11:27 =22
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Running Tasks
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These are the tasks that were running at Discovery Time. The examples below are from the Legacy
Inventory and Mapping (old inventory, pre-2013) product. The Legacy Inventory 2013 product also
has a Live list of running Services and Processes.

Tasks Running

afw Serv exe

ChProgram Filesuswil Softwareywsorastst

application

alg.exe

SV | M OO S Sy stem3 2

application

ApplebtobilaDavice Service axe

CAProgram FilestiCommen Filesi2pplethiobile
Supports

Device

application

FiZewxx.exe

TV I N D0 S sy stemIEh

applieation

E -

- Cliert

application

autohiap) exe

-¥mxEEdm OnaEngine auto Clean Log nolog

application

RorastSwe.axe

CWProgram Fileswswil Softwarewvrastst

applieation

ForastU]exe

ChProgram Filesuswil Softwareywsorastst

fnogui

application

oo _service exe

CADocuments and Settings'wll Userstépplication

DatasSkypeiToolbarsiSkype CIC Sarvice’

application

chrome . exe

CAProgram FilestGoosgleiChromesspplication’,

~type=gpu-process --channel="4504.1 2622497001 174902 135" —-use-
gl=swittshader --swiftshader-path="CA\Documerts and SettingsiP

application

chrome exe

CAProgram FilestGoogletChromesdpplication’,

application

chrome exe

application

cidaemon .axe

Diown Lewel Daamon “cinetpubtcatalog.wei” 1966721 10401

application

cidaemon axe

datavmicrosoftwisioloatalog wei” 1066721 10401

Duwn Lewel Daamon “sidocuments and sertings'all users\application

application

cisvc.axe

SV I N D0 Ssy stemn3Eh,

application

emd.exe

application

csrss exe

SV | R DO sy stermniE 2,

Object Directory="indows Shared Section=1024,3072,512 Windows=0n
Sub SystemType=1indows ServerDli=basesrw,1 ServerDl=winsrrUsers

application

WMI — Windows

Management Interface

WMI Monitor

Plug and Play hdonitor

Desktophdonitor

[5tandard monitar types] 1080 1920

Plug and Play hdonitar

Default hdonitor

Deshtophdonitor?

Default hdonitor

WMI Disk

63 .4 Local Fixed Disk c: HTF& 10.2
164.5 Local Fixed Disk 0: NTF S Th
CO-RiOhd Disc =
Femowable Disk F:
14 Femowable Disk G: FAT oo

WMI Printer

Top of table

Top of page

Top of table

Top of page

Snagit @ Snagit O Prirter 200 C:@Documentts and Settings'All Users\Application DatatTech SmithiSnagit 200
9\PrinterPortFile
Snagh & Snagh & Printer 200 C:?Documenﬁts and Settings\Al Users\Application DataiTech SmithiSnagh 200
ShPrinterPort File
Send To OneMote 2007 DgiZ? To Mzrozoft OneNote oo Send To Mcrosoft OneMaote Port: oo
Mcmsof‘t KP% Dacument hdcrozoft ¥PS Document Wiriter Boo HPSPaort: Bon
Miriter
. . [i{1i] Gon
HF Photosmart C4400 series HP Fhotosmart C4400 series UsB0Mm
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WMI Service

Herter

Motifies
selected users
and computers
of
administrative
alerts, If the
service is
stopped,
programs that
use
administrative
alerts will not
receie them.
If this senvice
is disabled, any
senvices that
explicithy
depend on it will
fail to start.

Herter

Herter

COIN DD sy stem3isvehost exe -k Local Service

Application Layer
Gateway Serwice

Prowides
support for 3nd
party protocol
plug-ins for
Intemet
Connection
Sharing and the
Windows
Firewall.

Application Layer
Gateway Sernvice

Wb [ O 05 Sy stem32alg ene

Ppple Mobile Dewice

Prowides the
interface to
Apple mabile
deines.

Apple Mobile Device

Ppple Mobile Dewice

"CAProgram FileshCommaon Filesippleihdobile Device
SuppartWipplebdobile Device Service axe”
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Application Management

Apphigmt

COIHN DO S sy stem32isvehost exe -k netsves

Processes Running

WMI Process
Systemn |dle Process
System
SMSS . exe WEystemRoot\ Sy stemdiamss exe
sres axe C:\WINDD_WS\S\,rsternGZ\csrss._e?-ce_ Db_jec‘tDir\e-:tor;r=\1l1ﬂ_ndows SharedSec‘tic-r_F_II_JE4_.3IJ?2.512_1I’U1nd0Lus=Dn SubSystemType=ilindows ServerDil=baz
ServerDll=winsry: UserServerDilinitialization, 3 ServerDlil=winzsry: ConServerDllintialization,2 Profile Control=0ff ...
winlagon axe winlagon axe
Services exne Cou MO0 Sy stem 32 services exe
|zass exe COIND OV Sy stem 32 sas s ene
Ftilene exe ST N DO S ey stem T2 Re v ene
swihost.exe CAWI DOV Sy stem 32 s wehost -k Deom Launch
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Security Updates
Update Securty Update for Windows Intemet Bdcplorer 8 (KB2183461) KBZ183461- 183 SPO
Update Securty Update for Windows Intemet BEdplorer 2 (KB22G01317 KB2I601231-1E2 SP0
Update Securty Update for Wiindows Intemet Bdplorer 2 (KB24O7E400 KBZ4a7640- | B3 SP0
Update Securty Update for Windows Intemet Bdcplorer 8 (KB2510531) KBZS10531-1B8 SPO
Update Securty Update for Wiindows Intemet Edplorer 2 (KB25995217 KBZA94521- 1 B2 SP0
Update Securty Update for Windows Intemet Bdplorer 2 (KB2S264427 KBZEa6442- | B2 SP0
Update Securty Update for Windows Intemet BEdcplorer 8 (KB2G99935) KBzZGO9935- B2 SPO
Update Securty Update for Windows Intemet BEdplorer 7 (KB938127-w2) KB93E127-w2-1EF SPO
Update Securty Update for Wiindows Intemet Bdcplorer 7 (KBSS223380 KB253a32-|EF SP0
Update Securty Update for Wiindows Intemet Bxplorer 7 (KBIG2397) KBAGasa7-1EF SPO
Update Securty Update for Windows Intermet BEcplorer & (BT 19617 KBOF1961-1E2 SPO
Update Securty Update for Wiindows Intemet Bdcplorer 8 (KBIT22600 KBATZ2260-1E2 SP0
Update Update for Windows Intemet Edplorer 8 (KBAT2E367) KBAT2E36-1E2 SP0
Update Securty Update for Windows Intermet Bcplorer & (KBATFG324) KBATE32S-1 B2 SPO
Update Update for Windows Intemet Edplorer 8 (KBATEGG2) KBATEEG2-1E2 SP0
Update Securty Update for Wiindows Intemet Bxplorer 8 (KBIT2207) KBaT2207-1E2 SP0
Update Securty Update for Windows Intermet Bcplorer § (KBS 13320 KB921332-1E8 SPO
Update Securty Update for Wiindows Intemet BEdcplorer 8 (KB2223217 KBag2381-1E2 SP0
Update Securty Update for bicrosoft Windows (KB2SG42537 KBZAG4058 SP10
Update hlicrosoft Compression Client Pack 1.0 for Windows XP S Comp Pachkt SP10
Service Pack Windows ¥P Service Pack 3 KB9IGIZa SPE
Update Securty Update for Wiindows XP (KBZOTA4030) KBZOTa<403 P4
Update Securty Update for Windows=s XP (KBE21151687 KEBZ115168 5P4
Update Securty Update for Windows=s XP (KBE21215467 KEBZ1Z21546 5P4
Update Securty Update for Wiindows XP (KB21242617) KBZ 124261 P4
Update Update for Windows ¥P (KB214H007) KB2 11007 5P4
Update Hotfix for Windows XP (KB2 1535630 KBZ 1584663 5P4
Update Securty Update for Wiindows XP (KBZ 1603290 KBZ 160329 P4
Update Securty Update for Wiindows XP (KB22295937) KB2229593 P4
Update Securty Update for Windows=s XP (KBE2509227 KBzZZS0922 5P4

Differences: Legacy Inventory 2013 and old inventory (pre-
2013) - information from 2013

Legacy Inventory 2013 produces a large HTML Web report divided into sections for Devices,
Installed software, etc as its output. The web reports contain a fully linked drill down as below, with
summaries.
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"Wl Serrer
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ip Hardware: x36G Family & hdodel 15 Stepping 11 ATSAT COMPATIBELE - Software: Windows 2000 “ersion 5.1 (Build 2600 huttiprocessor Free)
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ial Mumber TH4ET-TP1-0113874-22915
| Mernory 3.26 GB
tUnnimg a9
2
Manufacturer Dl Iruc:.
ame Phoenix ROM BIOS PLUS “ersion 1.10 AN
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Legacy Inventory 2013 builds on old Inventory (pre-2013) product in that it retains access to the
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Web Report, but it adds a whole array of extra features as below:

In Legacy Inventory 2013 there is direct access to Advanced Reports.

C codima

Port Usage Summary

+ Dlscovery Summany

+ Yendor Analysis

+ Port Usage Summary

+ Chassis Aeset Repar
o Clsco Asset Repot

+ Installed Softuare Report
+ ol Aesat Repot

+ Subnet Population Summary
* fan Summary

+ Cigeo COP Report

+ Nartel P Regort

Description

Urnused Ports | Total Ports

Forts in use Full %4

10.25.2.2 kAR S cizcod500

1026 3 18 black3500 cat36<48HL <+ 48 &7
1026 3 713 winus cisco2S516 T £l &)
10.25.3.14 blacktest cat4006 3 47 S0
10.25.3.140 Hull CAT4000 Catalyst 4003 z 45 42
10.26.2.120 Summit<42 summit4s 1

@ Codima Inc 20052012

Legacy Inventory 2013 has a search facility unlike the old Inventory.

3

Search for O

Fina:| Dewke IP Amcress
That:
Tewt: |10.25

-
Cortains -

Results - Find IP Address

Primary IP Address Host Mame

10253511 =ip 1 1@10.25 3550
102535129 Summit45
10253514 blacktest
102535140 Hull_CAT4000
10253518 black3s00
1025352 MARS
102535 201 =ip 201 @10 .25 5 50
10253 M35 Senus

O B & 0 Expdh

Summit48
= Detsils - |P Irtertaces = Phusical Ertit
= WLANs = Interfaces
Searsh for Dewice Report
Summits
° 10.25.3 1249
oD L3 Switch
summitds
Hnnons Edreme Networks
LODO0s support @extremenstworks com, +1 888 757 3000
SUMMIt4s - “ersion 4.1.19 (Build Z1by Release_taster Ulied 02/09/2000 6:09p
Uoooog 42D 19:14:16.55
Lono0F £00013-15-0135hA11722
uoDo0s
Lo000S
uoono1 0 VLANSs
U00oos - . =
) 82 Defauk 1 10253129 102530 255 255 25510
W=y 9 = 16 & 155 | | Defaur 1 | rore fourd |

In Legacy Inventory 2013 a device can be tracked down using multiple search criteria then produce a

summary.

Legacy Inventory 2013

Click Below to View Report

= Device
= Interfaces

= MWLANS

Installed Software

Dewice Component Analysiz

Subnets

Device Chazsis Analysiz

= Interface Status

Grid to Filter Grid Colurns stributes

Mine the fsset DBase using the Grid Search lcon on the bottorn of the

Device Basics Data Mining

Type vendor Product Primary P Address
Cisca Systams 1P Adckess 102534
Cisca Systems cat3848KL 1026318
Cisco Systems catd008 1025314
Cisco Systems ciscadBS KM 10253250
el Wirklows Workettice 1025350
Macrasott Wirclows Workstation 1025387
Mcrosott Windows Workststion 1025389
Cizon Systame Catalyst 4003 10253140
Cisco Systems ciscodSO0 102532
Urknown 1P Adkkress 1025311
urinown P Address 10253201
Urknown P Adkkress 102535
urinawn P Adress 1025357
Unknown 1P Address 1025383
Exireme Networks summitds 10253129

Host Neme Device
102534 P Address
biack3600 Switch
biacktest L3 Swich
bridiigton Router
CoOMA18E03CTE VelP Server
DELLDEVPC2 Wiorkstation
Hp-x0420 Wiarkstation
Hur_CATa000 Swich
MARS Rouer
51 1@10.25.3.50 P Address
5020121025350 P Address
si0:2150@10.2503.50 F Address
sps7in 25 350 P Adiress
a3 10 25 350 P Address
Summit4s L3 Swich
P oo cEmm®

Wiew 1160116
4

Unlike the old Inventory (pre-2013), the Legacy Inventory 2013 can search the Discovery Database
Directly. This is extremely useful to search for Chassis Numbers or produce summaries of Installed
Software and Patches for example. The Toolbox Grids are extra powerful with Search, Sort and Filter
based on complex criteria.

The old inventory (pre-2013) product, in contrast, only processes static HTML reports.
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Legacy Inventory 2013 Dynamic Inventory

Unlike old inventory (pre-2013) product, the Legacy Inventory 2013 boasts fully dynamic reports as

below:
;r ., , > @ Breakdown by Vendor Local Server A ANQ
)
: Dewce maly5|s Device Courtt Vendor
-8 Cisco Systems
0 Aylition y Device Type & rodct P b acktess Location
[+ [EF, cetalyst3S5024PWR Keta 102534
& Router clscods00 MARS 102732 hut
rm i ) Broae oo Soan 103 utroom stckd
WRHIEV cisco2811 Neptune: 102833 hull england
.
!- N |m‘e|'ﬂ0n} @ Router clsco2616 Ve 10253213 HUt
¥ njentory Brr s ingen 10232 P —
: UM Type mah‘ses & svicn catalyst295048G Rhodos 10111 hulab
lt.\ > 'S'/"lch Cattalyst 4003 Hull_CAT4000 10253140
% Printer Vendir Pﬂahlses £ © & ¢ Bpot @ Colmns View1 -Bof8
+1 Compag
; + 1 Detl
Lotion Prlyses e
+1 Extreme Netwarks
B ¢ © AddthsReporttolibrary @ & Export View 1 .61
Product Avafyszs

The reports can be filtered by the Legacy Inventory 2013 GUI to create new specialised reports,
perhaps, based on device location or manufacturer etc. Search, Filter, Sort and direct export to file
or printer are supported — unlike Legacy Inventory and Mapping Toolbox (pre-2013) product.

(

& Unit Type Analyses

W@ Device Type Broakdown by Vendor
Device Type Breakdown by Vendor
Cisco Systems: | Count Microsoft: 1 Count

Microsoft: 1 Count

LIgRIae
Switch

Cisco Systems: 2 Count

L3 Switeh
Routes Pk(ss

Delline.: 1 Count

Cisca systems: 5 Count Compag: 1 Count

Local Server (A

Intel Corparation: 1 Count

Extreme Networks:

B Y+

+
+

5
'
1
4+
1
2

1 Caunt

a

@ Breakdown by Vendor

@ O AmbERadtnlvey @

o Expot

Device Name.

Local Server

P Addess

1025388

1028387

Vi -G ot e

The Legacy Inventory 2013 inventory creates a large set of Dash Reports with both Donut charts and
matching Multi-level Grids reports as above.

Summary: Legacy Inventory 2013

The Legacy Inventory 2013 product builds on the old inventory (pre-2013) but adds a whole range of
new functionality in its dynamic search capabilities and fully customisable extra sets of Reports.
Legacy Inventory 2013 is, of course, a pure web product so, is naturally remotely accessible from a

range of devices like tablets.
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